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Preface

OAuth 2.0 1s a standard protocol for authorization and it focuses on client-
developer simplicity, while providing specific authorization flows for web
applications, desktop applications, mobile phones, and so on. Given the
documentation available for OAuth specification, you may think that it is
complex; however, this book promises to help you start using OAuth 2.0
through examples in simple recipes. It focuses on providing specific
authorization flows for various applications through interesting recipes. It
also provides useful recipes for solving real-life problems using Spring
Security and creating Android applications.
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What this book covers

Chapter 1, OAuth 2.0 Foundations, contains recipes that will cover the basics
of OAuth 2.0 through simple recipes that allow the reader to interact with
public OAuth 2.0-protected APIs such as Facebook, LinkedIn, and Google.

Chapter 2, Implement Your Own OAuth 2.0 Provider, describes the way you
can implement your own OAuth 2.0 Provider, presenting recipes that help
with Authorization Server and Resource Server configurations considering
different OAuth 2.0 grant types. It also presents how to effectively work with
refresh tokens, using different databases to store access tokens.

Chapter 3, Using OAuth 2.0 Protected APls, presents recipes that helps to
create OAuth 2.0 client applications that are able to interact with all grant
types described in the OAuth 2.0 specification. It also presents how to
manage refresh tokens on the client side.

Chapter 4, OAuth 2.0 Profiles, explains some OAuth 2.0 profiles and how to
implement them using Spring Security OAuth2. These profiles are specified
to help with specific scenarios that aren't covered by OAuth 2.0
specifications, such as token revocation and token introspection to allow
remote validation. This recipe also provides some recommendations, such as
how and when to use cache when using remote validation.

Chapter 5, Self Contained Tokens with JWT, focuses on the usage of JWT as
OAuth 2.0 access tokens and how to implement the main extensions for JWT,
such as JWS and JWE, providing signature and encryption to protect the
content conveyed by a JWT access token. This chapter also presents a nice
approach to increase the security of your application by using proof-of-
possession semantics on OAuth 2.0.

Chapter 6, OpenlD Connect for Authentication, explains the difference
between authorization and authentication, and how OAuth 2.0 can help to
build an authentication protocol. To illustrate the usage of OpenlD Connect,
all the recipes presented in this chapter are aimed at client applications
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instead of building an OpenID Connect Provider.

Chapter 7, Implementing Mobile Clients, covers how to implement OAuth 2.0
native mobile clients using Android as the platform chosen for the recipes.
This chapter presents some guidelines specified by the recently published
specification named OAuth 2.0 for native apps.

Chapter 8 , Avoiding Common Vulnerabilities, covers ways to better protect
the main components considered within an OAuth 2.0 ecosystem.
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What you need for this book

To run the recipes presented in this book, you will basically need JDK 8,
Maven, MySQL, and Redis. JDK 8 can be downloaded at http://www.oracle.com
/technetwork/java/javase/downloads/jdk8-downloads-2133151.html . You can
download and read the installation instructions for Maven at https://maven.apach
e.org/download.cgi. To install MySQL, download the community version for
your Operational System (OS) at https://dev.mysql.com/downloads/. Some recipes
rely on Redis, which can be downloaded here: https://redis.io/download. To
interact with the applications that will be created during the recipes, you also
need a tool to send HTTP requests to the APIs presented. The recommended
tools are CURL, which can be downloaded at https://curl.haxx.se/download.html
and PostMan which can be downloaded at https://www.getpostman.com/.

In addition, so that you can write the code presented throughout the recipes,
you will also need a Java IDE and Android Studio for native mobile Client
recipes.
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Who this book is for

This book targets software engineers and security experts who are looking at
developing their skills in API security and OAuth 2.0. It is also aimed to help
developers who want to pragmatically add OAuth 2.0 support for Spring
Boot applications as well as Android mobile applications. Prior programming
knowledge and basic understanding of web development is necessary. As this
book presents the most recipes using Spring Security OAuth2, it would help
to have prior experience with Spring Framework.
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Sections

In this book, you will find several headings that appear frequently (Getting
ready, How to do it..., How it works..., There's more..., and See also). To
give clear instructions on how to complete a recipe, we use these sections as
follows:
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Getting ready

This section tells you what to expect in the recipe, and describes how to set
up any software or any preliminary settings required for the recipe.
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How to do it...

This section contains the steps required to follow the recipe.
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How it works...

This section usually consists of a detailed explanation of what happened in
the previous section.
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There's more...

This section consists of additional information about the recipe in order to
make the reader more knowledgeable about the recipe.
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See also

This section provides helpful links to other useful information for the recipe.
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Conventions

In this book, you will find a number of text styles that distinguish between
different kinds of information. Here are some examples of these styles and an
explanation of their meaning. Code words in text, database table names,
folder names, filenames, file extensions, pathnames, dummy URLs, user
input, and Twitter handles are shown as follows: "Let's create the first web
Page as index.html inside the src/main/resources/templates directory" A block of
code is set as follows:

public class Entry {
private String value;
public Entry(String value)
{ this.value = value; }
public String getValue ()
{ return value; }

Any command-line input or output is written as follows:

curl -X POST --user clientapp:123456 http://localhost:8080/ocauth/token
-H "content-type: application/x-www-form-urlencoded"
-d "code=5sPk8A&grant type=authorization code&redirect uri=http%3A%2F%2Floca

New terms and important words are shown in bold. Words that you see on
the screen, for example, in menus or dialog boxes, appear in the text like this:
"click on Authorize so you get redirected back to the redirect URI callback."

Warnings or important notes appear like this.

Tips and tricks appear like this.
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Reader feedback

Feedback from our readers is always welcome. Let us know what you think
about this book-what you liked or disliked. Reader feedback is important for
us as it helps us develop titles that you will really get the most out of. To send
us general feedback, simply e-mail feedoackeépacktpub.com, and mention the
book's title in the subject of your message. If there is a topic that you have
expertise in and you are interested in either writing or contributing to a book,
see our author guide at www.packtpub.com/authors .
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Customer support

Now that you are the proud owner of a Packt book, we have a number of
things to help you to get the most from your purchase.
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Downloading the example code

Y ou can download the example code files for this book from your account at
http://www.packtpub.com. If you purchased this book elsewhere, you can visit htt
p://www.packtpub.com/support and register to have the files e-mailed directly to
you. You can download the code files by following these steps:

1. Log in or register to our website using your e-mail address and
password.

Hover the mouse pointer on the SUPPORT tab at the top.

Click on Code Downloads & Errata.

Enter the name of the book in the Search box.

Select the book for which you're looking to download the code files.
Choose from the drop-down menu where you purchased this book from.
Click on Code Download.

N RAEWwD

You can also download the code files by clicking on the Code Files button on
the book's webpage at the Packt Publishing website. This page can be
accessed by entering the book's name in the Search box. Please note that you
need to be logged in to your Packt account. Once the file is downloaded,

please make sure that you unzip or extract the folder using the latest version
of:

e WinRAR /7-Zip for Windows
e Zipeg/1Zip / UnRarX for Mac
e 7-Zip / PeaZip for Linux

The code bundle for the book is also hosted on GitHub at https://github.com/Pac
ktPublishing/OAuth-2.0-Cookbook. We also have other code bundles from our
rich catalog of books and videos available at https:/github.com/PacktPublishing/.
Check them out!
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Downloading the color images of
this book

We also provide you with a PDF file that has color images of the
screenshots/diagrams used in this book. The color images will help you better
understand the changes in the output. You can download this file from https://
www.packtpub.com/sites/default/files/downloads/OAuth2.0Cookbook Colorlmages.pdf.
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Errata

Although we have taken every care to ensure the accuracy of our content,
mistakes do happen. If you find a mistake in one of our books-maybe a
mistake in the text or the code-we would be grateful if you could report this
to us. By doing so, you can save other readers from frustration and help us
improve subsequent versions of this book. If you find any errata, please
report them by visiting http://www.packtpub.com/submit-errata, selecting your
book, clicking on the Errata Submission Form link, and entering the details of
your errata. Once your errata is verified, your submission will be accepted
and the errata will be uploaded to our website or added to any list of existing
errata under the Errata section of that title. To view the previously submitted
errata, go to https://www.packtpub.com/books/content/support and enter the name of
the book in the search field. The required information will appear under the
Errata section.

38


http://www.packtpub.com/submit-errata
https://www.packtpub.com/books/content/support

Download from finelybook www.finelybook.com

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across
all media. At Packt, we take the protection of our copyright and licenses very
seriously. If you come across any illegal copies of our works in any form on
the Internet, please provide us with the location address or website name
immediately so that we can pursue a remedy. Please contact us at
copyright@packtpub.com With a link to the suspected pirated material. We
appreciate your help in protecting our authors and our ability to bring you
valuable content.
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Questions

If you have a problem with any aspect of this book, you can contact us at
questions@packtpub.com, aNd we will do our best to address the problem.
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OAuth 2.0 Foundations

This chapter covers the following recipes:

Preparing the environment

Reading the user's contacts from Facebook on the client side
Reading the user's contacts from Facebook on the server side
Accessing OAuth 2.0 LinkedIn protected resources

Accessing OAuth 2.0 Google protected resources bound to the user's
session
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Introduction

The main purpose of this chapter is to help you integrate with popular web
applications and social media, although at the same time allow you to get
familiarized with the foundational principles of OAuth 2.0 specification.

Before diving into the recipes for several use cases, let's look at the big
picture of the most scenarios which will be covered. This will give you the
opportunity to review some important concepts about OAuth 2.0
specification so we can stay on the same page with the terminologies used
throughout the book.

Identity li
Provider

0 Resource

Mobile client l _____ Server
P-4
_______________________ - P Aut;g:g:rtmn
5 i)
Resource A / O;Uthdz'o
Owner rovider

% \ Third: ety Relational Redis

Application Database

dind flY

The preceding diagram shows the four main components of the OAuth 2.0
specification:

Web Client

e Resource Owner
e Authorization Server
e Resource Server
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e (Client

Just to review the purpose of these components, remember that the Resource
Owner is the user which delegates authority for third-party applications to
use resources on its behalf. The third-party application mentioned is
represented by the client which I depicted as Mobile client and Web Client.
The user's resources are usually maintained and protected by the Resource
Server which might be implemented together with the Authorization Server
as a single component, for example. The composition of the Authorization
Server and Resource Server are referred to as the OAuth 2.0 Provider to
simplify the terminology given to the application which is protected by
OAuth 2.0.
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Preparing the environment

As most examples are written in Java, we will also need an Integrated
Development Environment (IDE) and a good framework to help us write
simple web applications (as the OAuth 2.0 protocol was designed for HTTP
usage), which will be Spring. To simplify the usage of Spring related
technologies, this recipe will help you prepare an application using Spring
Boot, providing an example endpoint and how to run this project using
Maven.
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Getting ready

As I previously mentioned, we will run most of the recipes using the Spring
Boot Framework which eases the development of applications based on the
Spring Framework. So to run this recipe, you just need an environment where
you can download some files from the internet, Java 8 properly configured on
your machine, and the curt tool.

curr is a tool which allows you to run HTTP requests through
the command line. It is available by default in Linux and Mac
OS environments, so if you are running the recipes on Windows

0 you should install it first. This tool can be downloaded from hitp
s://curl. haxx.se/download.html and to install it, you just have to
unpack it and add the path for binaries to the PATH
environment variable of Windows.
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How to do it...

The following steps describe how to prepare the environment and show how
to generate a simple project from the Spring Initializr website which will be
executed using the appropriate Maven commands:

1.

hd

Generate a project using Spring Initializr service by visiting https://start.sp
ring.io/. Spring Initializr provides lots of options to start setting up your
project, such as if you want to use Maven or Gradle to manage your
project dependencies, which version of Spring Boot to use, which
dependencies to use, and even changing the language from Java to
Groovy or Kotlin.

For this simple test, just use the default values for the project manager,
Maven Project, with Java language and version 1.5.7 of the Spring Boot.

. At Project Metadata, change the value of the field Group to

com.packt.example.

Still on Project Metadata, change the name of the Artifact to simpiemve.
In the Dependencies section, type web and select Full-stack web
development with Tomcat and Spring MVC. After selecting the right
choice, you will see the tag wer underneath Selected Dependencies as
follows:

Dependencies

Add Spring Boot Starters and dependencies to your application

Search for dependencies

F’- eb, security, JFA, ACTUATOr, 2

Selected Dependencies

6.

After setting up all the requirements for this simple example, click on
the Generate Project button and your browser will start downloading the
ZIP file into your pownioads folder.
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10.

11.

12.

13.

After downloading this file, you can unzip it and import it to your IDE
just to explore the structure of the created project. For Eclipse users, just
import the project as a Maven project.

Open the class simplemveapplication and you would see the following
code in your IDE:

@SpringBootApplication
public class SimplemvcApplication ({
public static void main (String[] args) {
SpringApplication.run(SimplemvcApplication.class, args);

}

Let's turn the class simpiemveappiication into a controller by adding the
annotation econtroller as presented in the following code:

@Controller @SpringBootApplication
public class SimplemvcApplication ({
public static void main (String[] args) {
SpringApplication.run(SimplemvcApplication.class, args);

}

Now that our class is declared as a controller, we can define an endpoint
so we can see if the project is running properly. Add the method
getMessage dS fOHOWS, within the class SimplemvcApplication.

@GetMapping (" /message")
public ResponseEntity<String> getMessage () {
return ResponseEntity.ok("Hello!"™);

}

If you want to run your project inside the Eclipse IDE, you should just
run the class simplenveapplication as a Java application by right-clicking
at the class and selecting the menu option Run As | Java Application.
After the application is started you should see something like the
following message at the end of the output presented in your console:

Started SimplemvcApplication in 13.558 seconds (JVM running for 14.011

Execute the following command to know if your application works
properly (just check if the output prints nei10):

curl "http://localhost:8080/message"

47



Download from finelybook www.finelybook.com

14.

15.

16.

17.

18.

If you would like to use the command line you can also start your
application by running the following Maven command (to run the
application with Maven through the command line, you must install
Maven, as explained in the next sections):

mvn spring-boot:run

If you don't have Maven installed on your machine, the first thing to do
is to start downloading the latest version from https://maven.apache.org/dow
nload.cgi which at the time of this writing was apache-maven-3.5.0-
bin.tar.gz.

After the file has downloaded, just unpack it into any folder you want
and start running Maven commands.

Copy the full path of the Maven directory, which was created when you
unpacked the downloaded file from the Maven website. If you are
running macOS or Linux, run pwa at the command line to discover the
full path.

After that, you must add the path for Maven's directory to the rarn
environment variable. If you are using Linux or macOS, create the
variable mvn_rsove within the .basnh profiie file and append the content of
mvn_rome to the end of the raTe environment variable, as presented in the
following code:

MVN HOME=/Users/{your user name}/maven-3.5.0

export PATH:$PATH:$MVN7HOME/bin
The file .vash proriie should be found at the user's directory. So,
to edit this file, you should open the file
/Users/{your user name}/.bash profile, OF IN a shorter way, by

9 using ~/.oash profile. If you are using Windows, all the

19.

20.

environment variables can be edited through the visual
interface.

After editing this file, run the command source ~/.vash profile to reload
all the contents.

To check if Maven is perfectly running on your environment, run the
following command:

mvn --version.
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See also

e The OAuth 2.0 specification is available as RFC 6749 at https:/tools.ietf.or
g/html/rfc6749

¢ You can read more about Spring Boot at https://docs.spring.io/spring-boot/doc
s/current/reference/htmlsingle/

49


https://tools.ietf.org/html/rfc6749
https://docs.spring.io/spring-boot/docs/current/reference/htmlsingle/

Download from finelybook www.finelybook.com

How it works...

Because of the usage of Spring Boot we can take advantage of projects like
Spring MV C and Spring Security. These Spring projects help us to write web
applications, REST APIs, and help us to secure our applications. By using the
Spring Security OAuth2 project, for example, we can configure our own
OAuth 2.0 Providers in addition, to act like clients. This is important because
someone trying to write his own OAuth Provider will have to deal with too
many details which could easily lead to an insecure OAuth Provider. Spring
Security OAuth2 already addresses the main concerns any developer would
have to think about.

In addition, Spring Boot eases the initial steps for the bootstrap of the
application. When creating a Spring project without Spring Boot we need to
deal with dependencies manually by taking care of possible library conflicts.
To solve this problem, Spring Boot has some pre-configured modules
provided by starters. As an example of a useful starter, let's consider an
application with Spring Data JPA. Instead of declaring all the dependencies
for hibernate, entity-manager, and transaction-api, jU.St by declaring spring-boot-
starter-data-jpa all the dependencies will be imported automatically.

While starting using Spring Boot, things can still become easier by using the
Spring Initializr service provided by Pivotal (the Spring maintainer now).
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There's more...

All the examples presented in Java can be imported and executed on any Java
IDE, but we will use Eclipse just because it is a large, accepted tool among
developers around the world. Although this book presents recipes using
Eclipse, you can also stick with your preferred tool if you want.

Nowadays, many projects have been designed using Gradle, but many
developers are still used to creating their projects using Maven to manage
dependencies and the project itself. So, to avoid trick bugs with IDE plugins
or any other kind of issue, the recipes using Spring Boot will be managed by
Maven. In addition, Eclipse IDE already comes with a Maven plugin which
at the time of writing this book was not true for Gradle. To run projects with
Gradle in Eclipse, you must install a specific plugin.
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See also

Spring Boot provides a lot of starters to help you develop applications using a
plethora of tools and libraries. If you want to search for more just go to http://d
ocs.spring.io/spring-boot/docs/1.5.7.RELEASE/reference/htmlsingle/#using-boot-starter.
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Reading the user's contacts from
Facebook on the client side

This recipe will present you with how you can integrate with Facebook using

the Implicit grant type which is the better choice for public clients and runs
directly on the user's web browser.

Grant types as you may already know, defines different methods
for an application to retrieve access tokens from an
Authorization Server. A grant type may apply for a given
scenario regarding the client type being developed. Just as a
reminder, OAuth 2.0 specification defines two types of client
types: public and confidential.
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Getting ready

To run this recipe, you must create a web application using Spring Boot,
which will help the development of the application. In addition, we also need
to register our application on Facebook. That's one important step when using
OAuth 2.0, because as an OAuth Provider, Facebook needs to know which
clients are asking for access token and, of course, the Resource Owner (the
user) would want to know who is to be granted access to her profile.
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How to do it...

Follow these steps to create a client application to integrate with Facebook
using client-side flow from OAuth 2.0:

1. First of all, remember that you must have a Facebook account, and have
to register a new application. Go to https://developers.facebook.com/apps/ and
you should see something like this:

= facebook for developers Q E
You currently have no apps integrated with Facebook. Create a New App

2. Click on Create a New App to start registering your application, and you
should see the following interface which allows you to define the name
of the application:

Create a New App ID

Get started integrating Facebook into your app or website

Display Name

client-implicit

Contact Email

adolfo_eloy@yahoo.com.br

By proceeding, you agree to the Facebook Platform Policies (PSBl Create App ID

3. Click on Create App ID and you will be redirected to the newly created
application's dashboard as follows:
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@ client-implicit APP ID: 1032424853560340 A7 View Analytics i
Dashboard
Settings
Roles Select a product
Alerts
App Review @ @
Account Kit Facebook Login

+ Add Product

Seamless account creation. No more The world's number one social login

passwords. product.

4. To start using the Facebook's Graph API and retrieve the user's contacts,
we first need to select one product from several provided by Facebook.
For what we need now, you must click on the Set Up button from the
Facebook Login box.

5. After clicking on Set Up, you must choose one platform, which must be
Web for this recipe.

6. After choosing the Web platform, enter the Site URL for your
application. I am using a fictitious URL named
http://clientimplicit.test.

7. After saving the URL of your site, just click on Continue.

8. Now you are ready to set up the redirection URI for the application by
clicking on Settings in the left panel, as follows. As this application isn't
running for production, I have set up the redirect URI as
http://localhost:8080/callback. DON't forget to save the changes:
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Valid OAuth redirect URIs

Facebook Login

http://localhost:8080/callback |
Settings

Quickstart ) )
Login from Devices

E
cr

+ Add Product

9. Now you can click on Dashboard at the left side of the panel so you can
grab the App ID and App Secret, which maps to the ciient id and
client secret from OAuth 2.0 specifications respectively.

10. Copy the App ID and App Secret from the dashboard as represented by
the following screenshot as follows, so we can use in the code which
comes in the next steps:

client- lmpI|C|t o

This app is in develoy mode and can only be used by app admins, developers and testers

API Version I’ App ID
v2.9 997631470380021
App Secret
eeoccoee Show

11. Once we have our client registered on Facebook, we are ready to start
writing code to retrieve the OAuth 2.0 access token using the Implicit
grant type (requesting the access token from the client side).

12. Create a new web application using Spring Initializr at https://start.spring.io
/ and define the following data:

o Set up the group as com.packt.example
e Define the artifact as client-implicit
e Add web and thyme1ear as dependencies for this project

13. Create the file c1ient.ntm1 within the folder tempiates which resides
inside the src/main/resources project's directory.

14. Add the following content within the file ciient.ntmi:

<!DOCTYPE html>
<html xmlns:th="http://www.thymeleaf.org">
<head><title>Facebook - client side integration</title></head>
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<body>
Press the following button to start the implicit flow.
<button id="authorize" type="button">Authorize</button>
<div id="box"></div>

</body>

</html>

15. The button we have added to the ciient.ntm1 page does not have any
behavior attached. So, to allow the user to start the Implicit grant type
flow, add the following JavaScript code after the body tag:

<script

src="https://ajax.googleapis.com/ajax/libs/jquery/3.2.1/jquery.min.
<script type="text/javascript" th:inline="javascript">
/*<! [CDATA[*/
$ (document) .ready (function () {

$ ("#authorize") .click (makeRequest) ;

b

function makeRequest () {

var auth endpoint = "https://www.facebook.com/v2.9/dialog/ocauth",
response type = "token",
client id = "1948923582021549",
redirect uri = "http://localhost:8080/callback",
scope = "public profile user friends";
var request endpoint = auth endpoint + "?2" +

"response type=" + response type + "&" +

"client id=" + client id + "&" +

"redirect uri=" + encodeURI (redirect uri) + "&" +
"scope=" + encodeURI (scope) ;

window.location.href = request endpoint;
}
/*11>*/
</script>

16. Before starting the application, we need to map a URL pattern so the
HTML code we wrote before can be rendered. To do so, open the class

ClientTmplicitapplication.java and assure your code looks like the
following:

@Controller @SpringBootApplication
public class ClientImplicitApplication {
public static void main (String[] args) {
SpringApplication.run(ClientImplicitApplication.class, args);

}

@GetMapping ("/")
public String client() { return "client"; }
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17.

18.

19.

20.

21.

22.

In the previous code, we've mapped the root of our application to the
client.html Web page. But all of this is now serving the purpose of
sending to the user the Authorization Server (in this case Facebook) so
she could grant our application access to protected resources (which are
her friends). Try to start the application and go to nttp://1ocalhost:8080/.
Click on the ;Authorize button that will be provided by ciient.ntm1 to
start the Implicit grant flow, log in with your Facebook account, and
accept the permissions requested by the ciient-impiicit application
(make sure that jquery is properly declared inside ciient.ntm1 file).

If you grant all the permissions at the consent user page you shall be
redirected to nttp://10ocalnost:8080/caliback URL that was specified at the
client registration phase on Facebook. Click on Continue and pay
attention to the content received and the URL fragment in the browser's
address bar. It should be something like the following:

http://localhost:8080/callback#access token=EAAbsiSHMZC60BANUwWKBDCYeys

Now we need to extract both the access token and the expires in
parameters which comes after #character, and start using the Facebook
Graph API to retrieve the user's friends.

The first thing we can do is to create another URL mapping through our
default controller, which is ciientmpiicitappiication. Open this class and
add the following method so we can deal with Facebook's redirection:

@GetMapping ("/callback™)
public String callback() { return "callback page"; }

As we can see, the method caiiback is returning the caiivack page string,
which will automatically be mapped to the file caiivack page.ntmi. So,
let's create this file inside the templates folder which resides in the
src/main/resources project directory. At first just add the following
HTML content to the callback page.html file:

<!DOCTYPE html>
<html>
<head><title>Insert title here</title></head>
<body>
Friends who has also granted client-implicit
<div id="friends">
<ul></ul>
</div>
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</body>
</html>

23. After receiving the acces token as a URL fragment, this file will use
JavaScript code to interact with Facebook's graph API to retrieve the
user's friends, and will populate the tag <u1> with each friend received
within the respective <1i> tag. Let's start writing our JavaScript code by
adding the following content after the body tag:

<script
src="https://ajax.googleapis.com/ajax/libs/jquery/3.2.1/jquery.min.

<script type="text/javascript">

/*<! [CDATA[*/

$ (document) .ready (function () {
var fragment = window.location.hash;

b);
/*11>*/
</script>

24. As we have the fragment content in the fragment variable, add the
following function at the end of the JavaScript code:

function getResponse (fragment) {
var attributes = fragment.slice(l).split('&");
var response = {};

$ (attributes) .each (function (idx, attr) {
var keyValue = attr.split('="');
response[keyValue[0]] = keyValue[l];
1)

response.hasError = function() {
return !response['access token'];

}i

return responsey;

25. The code presented before creates an object named response which might
contain an access_token Or error description. Unfortunately, Facebook
returns all the error data as URL query parameters instead of using the
fragment as per OAuth 2.0's specifications. At least the object returned
by the getresponse function can tell if the response has an error.

26. Now let's update the main JavaScript code to the following. The
following code extracts the response from the URL fragment, clears the
fragment of the URL as a security measure, and in case of an error, just
presents a message to the user through a <aiv> HTML tag:
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$ (document) . ready (function () {
var fragment = window.location.hash;
var res = getResponse (fragment) ;
window.location.hash = ' #';
if (res.hasError()) {

$("<div>Error trying to obtain user's authorization!</div>")

|
return;

}
)

27. Now let's create the most expected function, which is responsible for

using the access token to interact with the Facebook Graph API. Add the
following function at the end of the JavaScript code:

function getFriends (accessToken, callback) {

var baseUrl = 'https://graph.facebook.com/v2.9/"';
var endpoint = 'me/friends';

var url = baseUrl + endpoint;

$.ajax ({

url: url,
beforeSend: function (xhr) {

xhr.setRequestHeader ("Authorization", "Bearer " + accessTc

b
success: function (result) {
var friends = result.data;
callback(friends);
b
error: function (jgXHR, textStatus, errorThrown) {
console.log(textStatus);

28. And to finish, just update the main JavaScript code which is using all the
declared functions as follows:

$ (document) . ready (function () {
var fragment window.location.hash;
var res = getResponse (fragment) ;
window.location.hash = ' #';
if (res.hasError()) {

$("<div>Error trying to obtain user's authorization!</div>").ir
return;

}

getFriends (res['access token'], function(friends) {
S (friends) .each (function (index, friend) {

S('"#friends') .find('ul') .append ('<1i>' + friend.name + '</1
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29.

30.
31.
32.
33.

34.

Now it's time to run the ciient-imp1icit application to see the usage of
OAuth 2.0 and the Facebook Graph API in practice.

Start the application.

(G0 to nttp://10calnost: 8080/ and click on the Authorize button.
Grant the requested permissions.

When you are redirected back to ciient-imp1icit, you should see
something like the following in your web browser:

e @) Insert x [f client- x [f Quick X

o C @ localhost:8080/callback?#_#
Friends who has also granted client-implicit

e José da Silva

As you might notice, your application might not retrieve any users yet.
That's because Facebook just allows you to present friends who also
authorized your application. In our case, another user should be the
client-implicit USer and you have to register her as a tester for your
application.

When running on Firefox which version is over 42, you must
need to disable Tracking Protection that is a feature provided
by Firefox to block content loaded from domains that track
users across sites).
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How it works...

To start using OAuth 2.0's protected resources, before requesting the
access_token through the user's grant, we registered the application ciient-
implicit through the OAuth 2.0 Provider (Facebook). The responsibility of
maintaining the client's data belongs to the Authorization Server. In using
Facebook the boundaries between the Authorization Server and the Resource
Server is not so clear. The most important thing to understand here is that
Facebook is acting as an OAuth 2.0 Provider.

As per the specifications, we have performed the three important steps in
client registration process, which was to choose the client type, register the
redirection URI, and enter the application's information.

By registering the application, we've received the ciient id and ciient secret,
but as we are using the Implicit grant flow the ciient secret won't be needed.
That's because this first recipe presents an application which runs directly on
the web browser. So, there is no way to safely protect the ciient secret. When
not using the ciient secret we must try not to expose the received access token
that comes with the URL fragment after the user grants permission to access
her resources. Another measure to help the application to not expose the
access token was to clear the URL fragment.

Another measure that might be applied is to not use any external JavaScript
code as such that was used to send usage metrics (in such a way that the
access_token could be sent to the external service).

After the registration process we got into the code to effectively interact with
the Facebook Graph API, which at the time of this writing was version 2.9.
Facebook offers two ways to log a user with a valid account:

e By using the Facebook SDK
e By manually building a login flow

To make the OAuth 2.0 usage explicit, this recipe was written by manually
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building a login flow. So to start the process of user's authentication and
authorization, the ciient-imp1icit application builds the URL for the
Authorization Server manually as follows:

var request endpoint = auth endpoint + "?2" +
"response type=" + response type + "&" +
"client id=" + client id + "&" +
"redirect uri=" + encodeURI (redirect uri) + "&" +
"scope=" + encodeURI (scope) ;

window.location.href = request endpoint;

After simply redirecting the user to the Authorization Server's endpoint, the
flow is transferred to Facebook, which authenticates the user if needed, and
the user authorizes whether or not the client application can make use of its
resources. Once the user authorizes the client, she is redirected back to the
registered redirection URI, which in our case was
http://localhost:8080/callback.

When receiving the access toxen all we need to do is extract the token from
the URL fragment and start using the Facebook Graph API.

64



Download from finelybook www.finelybook.com

There's more...

As an exercise, you might try to use Facebook SDK, which should be simpler
to use for abstracting what we did into the SDK's API. Besides, using the
SDK or not, one important thing that should be added to our code is the usage
of the state parameter to avoid Cross Site Request Forgery (CSRF) attacks.

A CSRF attack allows a malicious user to execute operations in

the name of another user (a victim). Regarding web

applications, a valid approach to avoid CSRF is to make the
0 client send a variable to the server with some random string

which might be checked after receiving it back from the server's
response, so the first value and the second (received) must be
the same.

Regarding security issues, one other valuable suggestion is to send the
access_token t0 the server side so you don't have to request a new access token

on every web page of your application (but take care with the expiration
time).
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See also

e Preparing the environment
e Reading the user's contacts from Facebook on the server side
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Reading the user's contacts from
Facebook on the server side

Now you are perfectly familiarized with the Facebook login process and
Graph API usage. But to allow for a safer approach to get user authorization
to retrieve contacts (or friends) from Facebook, this chapter presents how to
use the server side approach which maps directly to the Authorization Code
grant type from the OAuth 2.0 specifications.
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Getting ready

For this recipe, we need to create a simple web application in the same way
we did for ciient-imp1icit. As we will develop an application which interacts
with Facebook at the server side, we are supposed to write a lot of code. But
instead of writing too much code, let's use the Spring Social Facebook
project.

There is an important step to perform, similar to what we did for ciient-
implicit; as the application is a Facebook client we need to register a new
application.
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How to do it...

Follow the steps below to create a client application to integrate with
Facebook using the server-side flow from OAuth 2.0:

1.

2.

Go to https://developers.facebook.com/apps/ and add a new application by
clicking on Add a New App.
Register a new client application on Facebook with the Display Name

social-authcode.

. You will be guided to select one Facebook product. So, choose

Facebook Login by clicking on Set Up and then choose Web as a
platform.
You will be asked to enter the site URL, which might be

http://socialauthcode.test/.

. After creating the application on Facebook, click on Facebook Login on

the left panel to configure a valid redirect URI, which should be
http://localhost:8080/connect/facebook.
Click on Dashboard on the left panel so you can retrieve the App ID and
App Secret which map to ciient id and ciient secret, as you may already
know, and grab the credentials to use later when implementing the client
application.
Now let's create the initial project using Spring Initializr, as we did for
other recipes in this book. Go to https:/start.spring.io/ and define the
following data:

o Set up the GI'OUp aS com.packt.example

e Define the Artifact as social-authcode

e Add wev and thyme1ear as the dependencies for this project

Import the project to your IDE. When using Eclipse, just import it as a
Maven project.

Now add the following dependencies into the pon.xm1 file to add support
for Spring Social Facebook:

<dependency>
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<groupld>org.springframework.social</groupId>
<artifactId>spring-social-config</artifactId>

</dependency>

<dependency>
<groupld>org.springframework.social</groupId>
<artifactId>spring-social-core</artifactId>

</dependency>

<dependency>
<groupld>org.springframework.social</groupld>
<artifactId>spring-social-web</artifactId>

</dependency>

<dependency>
<groupld>org.springframework.social</groupId>
<artifactId>spring-social-facebook</artifactId>

</dependency>

10. Create an HTML file named frienas.ntm1 inside the templates directory
located within src/main/resources, S follows:

v Eﬁ social-authcode [packt-ocauth2 master]
P 4 Spring Elements
¥ # src/main/java
> EFJl com.packt.example.socialauthcode
v i,ﬁsrclmainfresources
= static
V [y templates
P (75 connect

5 friends.html

44 application.properties
[ srcftest/java

11. Open the file friends.ntm1 and add the following content:

<!DOCTYPE html>
<html xmlns:th="http://www.thymeleaf.org">
<head>
<title>Friends</title>
</head>
<body>
<h3>Hello, <span th:text="${facebookProfile.name}">User</span>!</h:
<h4>Your friends which also allowed social-authcode:</h4>
<div th:each="friend:${friends}">
<b th:text="S${friend.id}">[1id]</b> - <b th:text="${friend.nan
<hr/>
</div>
</body>
</html>

12. Now, we need URL mapping so the previous HTML file can be
rendered. To do this, create a new Java class named
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13.

14.

15.

FriendsController.java inside the package com.packt.example.socialauthcode,
with the following content:

@Controller @RequestMapping("/")
public class FriendsController {
@GetMapping
public String friends (Model model) { return "friends"; }

As you may realize, the template friends.ntm1 relies on an object named
facebookprofile and another named friends. The object facebookProfile
must have the name attribute and the frienas object must be a list of
objects which have 14 and name properties. The good news is that we
don't have to declare classes for these objects because Spring Social
already provides them. We just need to have a valid user connection to
start using these objects, so add the following attributes inside the
FriendsController Class:

@Autowired

private Facebook facebook;

@Autowired

private ConnectionRepository connectionRepository;

With the class connectionrepository We can save or retrieve user
connections with any provider (only Facebook matters now). Let's take
advantage of this class to know if there is any user connected with
Facebook and if not, we must redirect the user so she can authorize the
social-authcode Of the application to retrieve protected resources (her
friends). Replace the code from friendas method of the Friendscontroiler
class with the code presented in the following code:

@GetMapping
public String friends (Model model) {
if (connectionRepository.findPrimaryConnection (Facebook.class) ==
return "redirect:/connect/facebook";

}

return "friends";

Now, add the following source code after the if block, that checks for a
connection. This new block of code will be executed when there is a
user connected to Facebook (when importing user and reference classes,
make sure to 1mp0rt from org.springframework.social.facebook.api
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package):

String [] fields = { "id", "email", "name" };
User userProfile facebook.fetchObject ("me", User.class, fields);

model.addAttribute ("facebookProfile", userProfile);
PagedList<Reference> friends = facebook.friendOperations () .getFriends(
model.addAttribute ("friends", friends);

16. Although this short method executes all that's needed to retrieve the
user's profile and contacts using the Authorization Code grant type, you
must create some configuration classes. To better group the
configuration classes, create a new package called racevoox inside
com.packt.example.socialauthcode, which will accommodate the following
classes:

v t]". com.packt.example.socialauthcode
v {# facebook
> i_J_l, CustomFacebookConnectionFactory.java
> Qj: CustomFacebookServiceProvider.java
e ._Jﬁ EnhancedFacebookProperties.java
> |_JE FacebookConfiguration.java

17. Create the class enhancedFacebookproperties, as presented in the following
code, inside the inner package racenook, SO wWe can configure the
application properties as cilient id and ciient secret (don't forget to
create the respective getters and setters for each attribute):

@Component
@ConfigurationProperties (prefix = "facebook")
public class EnhancedFacebookProperties {
private String appld;
private String appSecret;
private String apiVersion;
// getters and setters omitted for brevity

18. Before continuing creating the other classes, you must configure the
appSecret and apiVersion values so the application social-authcode 18 able
to request an access_token. As you may realize, the class
EnhancedFacebookProperties 1s annotated with @ConfigurationProperties
which allows for deﬁning the properties inside the application.properties
file, as follows:

| facebook.app-1d=1948923582021549
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facebook.app-secret=1b4b0£882b185094a903e76a66lc7c7/c
facebook.api-version=2.9

19. Now create the class customFacebookserviceprovider, as follows. This class
is responsible for creating a custom instance of oauth2renpiate allowing
us to effectively configure the Facebook API version which at the time
of this writing was 2.9:

public class CustomFacebookServiceProvider extends
AbstractOAuth2ServiceProvider<Facebook> {

private String appNamespace;
private String apiVersion;

public CustomFacebookServiceProvider (
String appld, String appSecret, String apiVersion) {
super (getOAuth2Template (appld, appSecret, apiVersion));
this.apiVersion = apiVersion;

}

private static OAuth2Template getOAuth2Template (
String appld, String appSecret, String apiVersion) ({
String graphApiURL =
"https://graph.facebook.com/v" + apiVersion + "/";

OAuth2Template template = new OAuth2Template (
appld, appSecret, "https://www.facebook.com/v" + apiVer

template.setUseParametersForClientAuthentication (true);
return template;

}

@Override
public Facebook getApi (String accessToken) {
FacebookTemplate template = new FacebookTemplate (

accessToken, appNamespace) ;
template.setApiVersion (apiVersion) ;
return template;

20. So that the customFacebookserviceprovider can be properly created, create
the class customracebookconnectionractory as presented in the following
code:

public class CustomFacebookConnectionFactory extends
OAuth2ConnectionFactory<Facebook> {
public CustomFacebookConnectionFactory (String applId, String appSecr
super ("facebook",
new CustomFacebookServiceProvider (appld, appSecret, apiVers
new FacebookAdapter()):;
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21.

22.

23.

And finally create the class racebookconfiguration With the following
content:

@Configuration @EnableSocial

@EnableConfigurationProperties (FacebookProperties.class)

public class FacebookConfiguration extends SocialAutoConfigurerAdapter
@Autowired
private EnhancedFacebookProperties properties;

@Override
protected ConnectionFactory<?> createConnectionFactory () {
return new CustomFacebookConnectionFactory(this.properties.ge
this.properties.getAppSecret (), this.properties.getApiVer

If you look at the content of rriendscontrolier, you should see that this
class is using an instance of racebook Which provides the API to interact
with Facebook Graph API. The instance of racebook must be created
through a Spring bean declared as follows inside the
FacebookConfiguration (When 1mp0rt1ng the connection class, make sure
you 1mp0rt from org.springframework.social.connect package):

@Bean
@ConditionalOnMissingBean (Facebook.class)
@Scope (value = "request", proxyMode = ScopedProxyMode.INTERFACES)

public Facebook facebook (ConnectionRepository repository) {
Connection<Facebook> connection = repository
.findPrimaryConnection (Facebook.class);
return connection != null ? connection.getApi() : null;

As we are using Spring Social, most redirection will be handled by the
connectcontroller class which is declared by Spring Social. But how does
Spring Social know to build the redirect URI? We have not provided the
application's domain. By default, Spring Social uses request data to
build the redirect URL automatically. But as the application might be
deployed behind a proxy, the provider won't be capable of redirecting
the user back to the callback URL defined inside connectcontroiier. TO
overcome this issue, declare the following method inside the
FacebookConfiguration class:

@Bean

74



Download from finelybook www.finelybook.com

24.

25.

26.

public ConnectController connectController (
ConnectionFactoryLocator factorylLocator,
ConnectionRepository repository) {
ConnectController controller = new ConnectController (factoryLocator
controller.setApplicationUrl ("http://localhost:8080") ;
return controller;

This controller provides all we need to handle OAuth 2.0's authorization
flow. It also allows the rendering of two views which by default are
named {provider}Connect and {provider}Connected Where the prOVider iIl
this case 1s racebook. To satisfy both views, create the following HTML
files inside the folder templates/connect within the src/main/resources
project's directory, as follows:

¥ [ > src/main/resources
[ static
¥V [y templates

=1 facebookConnect.html
|51 facebookConnected.html
|5 friends.html|

Now add the following content to facebookconnect .htmi:

<html>
<head>
<title>Social Authcode</title>
</head>
<body>
<h2>Connect to Facebook to see your contacts</h2>

<form action="/connect/facebook" method="POST">

<input type="hidden" name="scope"
value="public profile user friends" />

<input type="hidden" name="response type"
value="code" />

<div class="formInfo">

Click the button to share your contacts
with <b>social-authcode</b>

</div>
<p><button type="submit">Connect to Facebook</button></p>
</form>
</body>
</html>

And now add the following content to facebookconnected.html:
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27.

<html>
<head><title>Social Authcode</title></head>
<body>
<h2>Connected to Facebook</h2>
<p>Click <a href="/">here</a> to see your friends.</p>
</body>
</html>

That's it. Now you can start the application by running the class

SocialAuthcodeApplication.
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How it works...

This chapter presented you with how to register your application and how to
connect with Facebook through the use of the Authorization Code grant type.
Because it's a server side flow, it is supposed to be more secure than using the
client-side approach (that is, to use the Implicit grant type). But instead of
writing the code to handle all the conversations between social-authcode and
Facebook (the OAuth 2.0 dance) we are using Spring Social, which provides
the connectcontrolier class which has the capability of starting the
authorization flow as well as receiving all callbacks that must be mapped
when registering the application.

To better understand how this application works, run the class
SocialAuthcodeApplication dS Java code and £o0 1O http://localhost:8080/ 1O S€€
the page that will present you with the possibility of connecting to Facebook.
Click on Connect to Facebook and you will be redirected to the Facebook
authentication page (as per OAuth 2.0's specifications).

After authenticating the user, Facebook presents the user consent page
presenting the scope the client application is asking for. Click on continue to
grant the requested permission.

After granting permission for pubiic profile and friend 1ist scopes, the user
must be redirected back to 1ocainost:8080/connect With the authorization code
embedded (which will be extracted and validated by connectcontroiier
automatically).

Note that ConnectController Wlll render the facebookConnected VieW by
presenting the following page:
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® @) Social Authcode X

= C @ localhost:8080/connect/facebook# =_
Bookmarks B3 pending tabs B3 packt B35 casadocodigo 3 cool things

Connected to Facebook

Click here to see your friends.

Click on the link here so the application can retrieve the friends which have
also authorized sociai-authcode. YOu are supposed to see the following page
with different content:

Hello, Adolfo Eloy!
Your friends which also allowed social-authcode:

1429852930431072 - Nina
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There's more...

When registering the application on Facebook, we also configured the
redirect URI to be http://localhost:8080/connect. Why not use
http://localhost: 8080/callback? By USiIlg the /connect CIldeil’lt, we take
advantage of the endpoints defined by connectcontroiier. If you do not want to
use Spring Social, you are supposed to validate the authorization code
through the use of state parameters by yourself. When using Spring Social,
we also take advantage of callbacks which are particular to the Facebook
provider as De-authorize Callback URL's which might be set up in the
settings from the Facebook Login product.

Even though we are using Spring Social Facebook we are still creating some
classes that are also provided by Spring Social Facebook. As you could
realize, the name of some classes begin with custon. That's because we can
customize how to create an instance of oauthorempiate as well as the
racebookTemplate Class. It's important because the version supported at the time
of this writing was 2.5, which was to be deprecated soon, and that's the
version defined inside the Facebook provider for Spring Social.

There 1s an important thing to be mentioned about the interactions between
the client and the OAuth 2.0 Provider, which in this case is Facebook. As you
may realize, we are registering the redirect URI without using TLS/SSL. The
URI we've registered is HTTP instead of HTTPS. All the recipes in this book
are using such an approach just to ease the creation of the examples. Be sure
to use HTTPS in production to protect the integrity and confidentiality of
data transferred between your application and any other provider.

Another valuable improvement which might be done is to use a Relational
Database Management System (RDBMS) to persist connections with
providers. As the application does not explicitly define the strategy for
connection persistence, Spring Social provides the in-memory version, so
whenever you restart your server the user's connections will be lost. If you
want to try using a database, you might declare a bean of type
JdbcUsersConnectionRepository, and create the fOHOWil’lg table within the
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database of your choice:

create table UserConnection (userId varchar (255) not null,

providerId varchar (255) not null,

providerUserId varchar (255),

rank int not null,

displayName varchar (255),

profileUrl varchar(512),

imageUrl varchar(512),

accessToken varchar (512) not null,

secret varchar(512),

refreshToken wvarchar(512),

expireTime bigint,

primary key (userId, providerId, providerUserId));
create unique index UserConnectionRank on UserConnection (userId, providerId,

To get more details about this, look at Spring Social's official documentation

at http://docs.spring.io/spring-social/docs/1.1.4.RELEASE/reference/htmlsingle/#section e
stablishingConnections.
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See also

e Preparing the environment
e Reading the user's contacts from Facebook on the client side
e Accessing OAuth 2.0 Google protected resources bound to user's session
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Accessing OAuth 2.0 LinkedIn
protected resources

This recipe presents you with how to retrieve a LinkedIn user's profile
through the user's authorization using OAuth 2.0 and Spring Social to
abstract all Authorization Code grant type from the OAuth 2.0 protocol.
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Getting ready

To run this recipe, create a simple web application using Spring Boot which
will help the development of the application. To abstract and ease the OAuth
2.0 grant type implementation, and to help in using the LinkedIn API, this
recipe also relies on the spring-social-1inkedin project.
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How to do it...

As described by OAuth 2.0's protocol, the client application must be
registered at the Authorization Server which in this case is LinkedIn:

1. So to satisfy this condition, the first thing to do is to register the
application on LinkedIn by accessing https://www.linkedin.com/developer/app

s/.

2. When accessing the previous URL, click on Create Application and you
will be redirected to the following page which will ask you for basic
information about the application being created:

Create a New Application

Company Name: *

OAuth2-cookbook

Name:*

social-linkd

Description: *

OAuth 2.0 sample application

Application Logo:*

“,

Select File to Upload

3. Unlike many other OAuth 2.0 Providers, LinkedIn requires an
application logo as you might have seen in the previous image. LinkedIn
also asks for more business data such as the website URL, business
email, and business phone.

4. Fill out the form and click on the Submit button. You will be redirected
to the application's dashboard as shown in the following screenshot
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which presents you with the Authentication Keys and the field to define
the redirection URL:

social-linkd

Authentication
Setings Authentication Keys
Roles
Mobile ClientID:  781ilgdzm2kccn
JavaScript
- Client Secret:  4ipUkyUzprgkxkQl
Usage & Limits
My Applications Default Application Permissions
v r_basicprofile r_emailaddress rw_company_admin
w_share
OAuth 2.0
Authorized Redirect URLs:
Add
hitp:/localhost:8080/connect/linkedin e

5. As we are using Spring Social, let's add a Redirect URL which follows
the pattern regarding the endpoint which was defined as connect/1inkedin.
After entering the Redirect URL, click on the Add and then click on
Update button.
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6.

10.

11.

12.

Now, make sure to grab the Authorization Keys (that is, ciient 14 and
client secret) to use in the application that we will create in the next
step.

Create the initial project using Spring Initializr as we did for the other
recipes in this book. Go to https://start.spring.io/ and define the following
data:
o Set up the Group aS com.packt.example
e Define the Artifact as sociai-1inka (you can use different names if
you prefer, but do not forget to change all the references for 1inxd
that were used throughout this recipe)
e Add web and thyme1ear as the dependencies for this project
Import the project to your IDE (if using Eclipse, import as a Maven
Project).
Add the following dependency to the pon.xm1 file:

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-social-linkedin</artifactId>
</dependency>

For this recipe, the Spring Social provider implementation already
provides a well-defined auto configuration support for Spring Boot. So,
it's easier to create the application and just having to worry about the
client credential settings. Open the appiication.properties file and add the
following content (using the credentials generated for your application):

spring.social.linkedin.app-id=77albnosz2wdm8
spring.social.linkedin.app-secret=STHgwbfPSgO0Hy8bO

Now create the controller class profilecontroiier which has the
responsibility of retrieving the user's profile through the use of the
LinkedIn API. This class should be created within the package

com.packt.linkedin.example.sociallinkd.

Make sure the class profilecontroiier looks like the following:

@Controller
public class ProfileController {
@Autowired
private LinkedIn linkedin;
@Autowired
private ConnectionRepository connectionRepository;
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13.

14.

15.

16.

@GetMapping
public String profile (Model model) {
if (connectionRepository.findPrimaryConnection (LinkedIn.class)
return "redirect:/connect/linkedin";
}
String firstName = linkedin.profileOperations/()
.getUserProfile () .getFirstName () ;
model.addAttribute ("name", firstName);
return "profile";

As you might expect, the application will be able to retrieve the user's
profile only when the user has made the connection between LinkedIn
and the socia1-1inka client application.

So, if there 1s no connection available, the user will be redirected to
/connect/linkedin Which 18 mapped by the connectcontrolier class from
Spring Social. Such an endpoint will redirect the user to the view,
defined by the name 1inkedinconnect Which maps directly to the
linkedinConnect.html file that mlght be created under templates/connect
directory, located within the src/main/resources project directory as
follows:

¥ % > src/main/resources
(.= connect
[ static

" & templates

V¥ (3 connect
=} linkedinConnect.html
=} linkedinConnected.html
= profile.html

Looking at the previous screenshot, you can see that there is also
linkedinConnected.html, Which will be presented when a user's connection
is available for the sociai-11nka application.

All the logic to decide when to present 1inkedinconnect.html OF
linkedinConnected.html 1S defined inside the method connectionstatus from
the connectcontrolier class. The main logic is defined as presented in the
following code:

if (connections.isEmpty()) {
return connectView (providerId) ;
} else {

model.addAttribute ("connections", connections);
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return connectedView (providerId) ;

17. Add the following HTML content to 1inkedinConnect.html:

<html>
<head><title>Social LinkedIn</title></head>
<body>
<h2>Connect to LinkedIn to see your profile</h2>
<form action="/connect/linkedin" method="POST">
<input type="hidden" name="scope" value="r basicprofile" />
<div class="formInfo">
Click the button to share your profile with
<b>social-linkedin</b>
</div>
<p><button type="submit">Connect to LinkedIn</button></p>
</form>
</body>
</html>

18. Now add the following HTML content t0 1inkedinconnected.html:

<html>
<head>
<title>Social LinkedIn</title>
</head>
<body>
<h2>Connected to LinkedIn</h2>
<p>Click <a href="/">here</a> to see your profile.</p>
</body>
</html>

19. To present the user's profile, create the file profiie.ntn1 inside the
templates directory with the following content:

<!DOCTYPE html>

<html xmlns:th="http://www.thymeleaf.org">

<head>
<title>LinkedIn integration</title>

</head>

<body>
<h3>Hello, <span th:text="${name}">User</span>!</h3>
<br/>

</body>

</html>

20. Now that everything is perfectly configured, start the application and go
tO nttp://localhost:8080 to start running the authorization flow.
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How it works...

This recipe presented you with how you can create an application that
interacts with LinkedIn to retrieve the user's profile using OAuth 2.0
protocol. This recipe relies on Spring Social Provider for LinkedIn, which
saves us from having to create a controller to deal with OAuth 2.0 callbacks
as well as building URLSs for authorization and token requests. This recipe
differs from other recipes using Spring Social because it presents one
provider implementation which support Spring Boot's auto-configuration
feature, so we don't need to create any configuration classes.

Besides the fact that a lot of OAuth 2.0's details are abstracted behind Spring
Social, all the steps happen when we run the application and start the
authorization flow. In fact, as we are using the Authorization Code grant
type, the application retrieves the access token through two steps, which are
authorization and token request.

To start the authorization flow you must go to nttp://10calnost:8080/ Which, in
case of being not connected the user's LinkedIn account with the sociai-1inka
application, should be redirected to /connect/1inkedin:

) @ #) Social Linkedin X

G C ® localhost:8080/connect/linkedin
Bookmarks [E3 pending tabs [E= bioinformatica £ packt ES cool things

Connect to LinkedIn to see your profile

Click the button to share your profile with social-linkedin

Connect to Linkedin

The redirection is performed by the method profiie from the profilecontroiler
class. As the controller and this method do not define any paths for a request,
it will be defined as / by default. As you may notice in the following code,
the first thing the method repositories do is to check if the current user has
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connected her account with the application, which is sociai-1inkedin:

if (connectionRepository.findPrimaryConnection (LinkedIn.class) == null) {
return "redirect:/connect/linkedin";

}

The endpoint /connect/linkedin IMAPS directly to the method connectionstatus
from the connectcontrolier class of Spring Social. If there is no connection,
this method calls the private method connectview which builds the name
{providerTid}connect, Which in LinkedIn's case is 1inkedinconnect. This is exactly
the name of the view we created as 1inkedinconnect.htmi.

Open the file 1inkedinconnect.ntm1 to see which scope the application is asking
for LinkedIn, and you must realize that it is r basicproriie. All the available
scopes defined by LinkedIn should be retrieved by accessing the application
dashboard which is present in the section Default Application Permissions.

Back to the page generated by 1inkedinconnect view, if you click on the
Connect to LinkedIn button, you will be redirected to LinkedIn, which will
ask you for your credentials and for your consent.

Notice that LinkedIn, unlike many other OAuth 2.0 Providers, asks for
permission at the same time it authenticates the user. If you click on Allow
Access and send your credentials at the authentication form, sociai-1inka will
receive the authorization code and will use it to retrieve an access token and
create the connection for the current user within the application. Then, if
there 1s a connection, the private method connectedview from connectcontrolier
will be called, which will render the following HTML page defined by

linkedinConnected.html.

® ©® g9 social Linkedin X

e C @ localhost:8080/connect/linkedin#!
Bookmarks [ES pending tabs ES bioinformatica ES packt ES cool

Connected to LinkedIn

Click here to see your profile.

90



Download from finelybook www.finelybook.com

Clicking on the link here, you will then be redirected to the main page, where
your profile name will be presented as follows:

® @) LinkedIn integration

&« C' @ localhost:8080
Bookmarks [ pending tabs [ bioinformatica 5 packt

Hello, Adolfo!
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There's more...

For this recipe, we didn't create any configuration class. But if you want to
define the base URL for callback redirection that happens when using the
OAuth 2.0 protocol, you need to create a configuration class to define a
custom connectcontroller bean, as presented in the following code:

@Configuration
public class LinkedInConfiguration {
@Bean
public ConnectController connectController (ConnectionFactoryLocator locat
ConnectionRepository repository) {
ConnectController controller = new ConnectController (locator, reposit
controller.setApplicationUrl ("http://localhost:8080") ;
return controller;

}

By doing such configurations, you avoid issues when the application runs
behind a proxy. The redirect URI will be automatically generated using the
request info which will be based on the application which might be running
behind a proxy. This way, the OAuth 2.0 Provider won't be able to redirect to
the right callback URL because it will be hidden by the proxy. The
configuration presented previously allows you to define the proxy's URL.

Do not forget to define the same redirect URL at the OAuth 2.0 Provider and
make all the communication through TLS/SSL.
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See also

e Preparing the environment

e Reading the user's contacts from Facebook on the server side

e Accessing OAuth 2.0 Google protected resources bound to the user's
session
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Accessing OAuth 2.0 Google
protected resources bound to the
user's session

This recipe presents you with how to retrieve a user's profile from Google
Plus, through the user's Google account. This recipe relies on Spring Social to
abstract the authorization and the usage of the Google Plus API and tightens
the user's Google connection with Spring Security to allow managing
connections per logged user.
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Getting ready

To run this recipe, create a web application using Spring Boot which will
help with the development of the application. To abstract and ease the OAuth
2.0 grant type implementation and help with using Google Plus's API, this
recipe also relies on the spring-social-google pI'OjCCt and spring-security
project.
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How to do it...

Follow the steps that basically present you with how to register your
application with Google and how to interact with the Google Plus API
through the use of the Spring Social Google provider with Spring Security.

1. Go to the Google Developers Console located at https://console.developers.g
oogle.com to start registering the application.

2. You should see the following screen if you still do not have any project

created:
= Go g]e Select a project ~ Q
API API Manager Dashboard ENABLE API
«3»  Dashboard Enabled APIs
No project is selected
i Library
o~  Credentials

3. To create a new application, click on Select a project and you will see
the following screen:
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Select
No organization Search projects and folders B <+
Recent  All
Name ID
B No organization 0

4. Therefore, click on the + button to start registering your application and
you will see the following interface:

= Google Q

New Project

You have 4 projects remaining in your quota. Learn more.

Project name

social-googlel

Your project ID will be cool-skill-173813 Edit

5. Define the name of your project. I have defined the name social-googie1
but you can use any of your preference (but don't forget to change all
references to this name throughout the recipe). Then, after setting the
name, just click on Create and you will be redirected to the dashboard of
your new application as presented in the following screenshot:
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= Go gle social-google1 ~ Q
API API Manager Dashboard ENABLE API
<  Dashboard Enabled APIs

No APIs are enabled

=E

Library

Or Credentials

6. Now, to be able to retrieve a user's profile, you must enable an API
which in the case of this recipe will be the Google Plus API. Click on
the ENABLE API link or on Library at the left side of the dashboard
presented in the previous screenshot to see the following Google API
portfolio:

Library

Google APIs

Search all 100+ APIs

Popular APIs

Google Cloud APIs Google Cloud Machine Learning
Compute Engine API Vision API

BigQuery API Natural Language API
Cloud Storage Service Speech API
Cloud Datastore API Translation API
Cloud Deployment Manager API Machine Learning Engine API
Cloud DNS API
More

7. Then select Google+ API by searching through the Search all input text,
or by clicking on the link presented in the Libraries page as follows:

Social APIs
Google+ API
Blogger API

Google+ Pages API

Google+ Domains API
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8.

API

EE

Click on the ENABLE link at the top of the page as presented in the
following screenshot:

& Googlet API p ENABLE

About this API

The Google+ API enables developers to build on top of the Google+ platform.

Using credentials with this API

Accessing user data with OAuth 2.0

You can access user data with this API. On the Credentials page, create an OAuth 2.0
client ID. A client ID requests user consent so that your app can access user data.
Include that client ID when making your API call to Google. Learn more

Your app

After enabling the API, you need to create OAuth 2.0 credentials to be
able to interact with the Google Plus API, so you must click on
Credentials at the left side of the panel:

API Manager Credentials

Dashboard Credentials  OAuth consent screen  Domain verification

Library ‘
Create credentials v REBEEE

Credentials . . )
Create credentials to access your enabled APIs. Refer to the API documentation for details.

10. Click on Create credentials and select the OAuth client ID as follows:
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Credentials OAuth consent screen Domain verification

Create credentials ~ Delete

API key
Identifies your project using a simple API key to check quota and access

OAuth client ID
Requests user consent so your app can access the user's data

Service account key
Enables server-to-server, app-level authentication using robot accounts

Help me choose
Asks a few questions to help you decide which type of credential to use

11. Select the Application Type which must be Web application for this
recipe:

&  Createclient ID

Application type

@ Web application
Android Learn more
Chrome App Learn more
i0S Learn more
PlayStation 4
Other

Name

social googlel

12. Then enter the URL settings for JavaScript origins and Authorized
redirect URISs, as presented in the following screenshot:
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Restrictions
Enter JavaScript origins, redirect URIs, or both

Authorized JavaScript origins
For use with requests from a browser. This is the origin URI of the client application. It can't contain a wildcard

(http://*.example.com) or a path (http://example.com/subdir). If you're using a nonstandard port, you must include it in
the origin URI.

http://localhost:8080 X

41 fanaw avamer AR
http://www.example.com

Authorized redirect URIs

For use with requests from a web server. This is the path in your application that users are redirected to after they have
authenticated with Google. The path will be appended with the authorization code for access. Must have a protocol.
Cannot contain URL fragments or relative paths. Cannot be a public IP address.

http://localhost:8080/connect/google X

tdme flvana I AVAFAT Aanm /natithDaallkhanl
http://www.example.com/oauth2callback

13. Click on Create and grab the client ID and client secret that will be
prompted by Google as follows:

OAuth client

Here is your client ID
6886451 707@4—4:!1;l4p7?gib4dtahc69ca5v9pfseBogr.apps.googleusercontent.cmT:]
Here is your client secret

BVIMB7Nyj73ysQ5TwdSOGHM_ n]

OK

14. Now, you have all that's needed to create a social-googie1 project.

15. Create the initial project using Spring Initializr as we did for other
recipes in this book. Go to https:/start.spring.io/ and define the following
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data:

o Set up the group as com.packt.example.

e Define the Artifact as sociai-googie1 (you can use different names if
you prefer, but do not forgot to change all the references to sociai-
google1 Used throughout this recipe).

e Add web, Thyme1ear and security as the dependencies for this project.

16. Import the project to your IDE (if using Eclipse, import as a Maven
Project).
17. Open the pon.xm1 file and add the following dependencies:

<dependency>
<groupld>org.springframework.social</groupId>
<artifactId>spring-social-google</artifactId>
<version>1.0.0.RELEASE</version>

</dependency>

<dependency>
<groupld>org.springframework.social</groupld>
<artifactId>spring-social-security</artifactId>

</dependency>

18. Create the class coogieproperties Within the package
com.packt.example.socialgooglel.config and add the fOHOWil’lg content:

@ConfigurationProperties ("spring.social.google")
public class GoogleProperties ({

private String appId;

private String appSecret;

public String getAppId() { return this.appld; }

public void setAppld(String appId) { this.appId = appId; }

public String getAppSecret () { return this.appSecret; }

public void setAppSecret (String appSecret) { this.appSecret = appSe

19. Now add the respective attributes within the file app1ication.properties
which maps to the attributes defined in the coogierroperties class (change
the credentials to those received when registering the application):

spring.social.google.appld=688645170704
spring.social.google.appSecret=0IRTUxhs

20. Create the class GoogleConfigurerAdapter inside
com.packt.example.socialgooglel.config with the following content:

@Configuration @EnableSocial
@EnableConfigurationProperties (GoogleProperties.class)
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21.

22.

23.

public class GoogleConfigurerAdapter extends SocialConfigurerAdapter {
@Autowired
private GoogleProperties properties;

Now add the following method to configure the connectionractory for the
Google provider (this method must be declared inside
GoogleConfigurerAdapter)Z

@Override
public void addConnectionFactories (ConnectionFactoryConfigurer configtu
Environment environment) {
GoogleConnectionFactory factory = new GoogleConnectionFactory (
this.properties.getAppId(), this.properties.getAppSecret()):;
configurer.addConnectionFactory (factory);

Add the following method to declare the bean responsible for providing
the (DSL) Domain Specific Language for Google API (when importing
the Scope class, 1mp0rt 1t from org.springframework.context.annotation
package and the connection class, you must import from
org.springframework.social.connect]DaCkage):

@Bean
@Scope (value = "request", proxyMode = ScopedProxyMode.INTERFACES)
public Google google (final ConnectionRepository repository) {
final Connection<Google> connection = repository.findPrimaryConnect
return connection !'= null ? connection.getApi() : null;

As per the documentation of Spring Social, we need to configure the
ConnectionRepository bean using a Session scope, or in other words, a
connectionRepository Must be created on a per user basis. To do so, add
the following two method declarations inside coogleconfigureradapter:

@Override
public UsersConnectionRepository getUsersConnectionRepository (
ConnectionFactoryLocator connectionFactoryLocator) {
return new InMemoryUsersConnectionRepository (connectionFactoryLocat

}

@Override
public UserIdSource getUserIdSource () {
return new AuthenticationNameUserIdSource () ;

}

24. Now, as the class authenticationNameusertdsource retrieves the logged user
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25.

26.

217.

from the Spring Security context, you need to configure Spring Security,
defining how to protect the application as well as declaring how to
authenticate users. Create the class securityconfiguration within the
package com.packt.example.socialgooglel.security, containing the
following initial code:

@EnableWebSecurity
public class SecurityConfiguration extends WebSecurityConfigurerAdapte

}

Then add the following method inside securityconfiguration to define
what should be protected, what does not need to be protected, and how
the authentication must be performed (which 1s defined to use form basis
authentication):

@Override
protected void configure (HttpSecurity http) throws Exception ({
http.authorizeRequests ()

.antMatchers ("/connect/google?*") .permitAll ()
.anyRequest () .authenticated () .and ()
.formLogin () .and ()
.logout () .permitAll () .and()
.csrf () .disable();

And to declare some predefined users, add the following method to

SecurityConfiguration.

@Override
protected void configure (AuthenticationManagerBuilder auth) throws Exc
auth.inMemoryAuthentication ()
.withUser ("adolfo") .password("123") .authorities ("USER")
.and ()
.withUser ("jujuba") .password("123") .authorities ("USER") ;

Therefore, create the main controller that decides when to redirect a user
to the provider's authentication and authorization page and which
retrieves the user's profile by interacting with the Google Plus API.
Create the class GooglePlusController inside

thecon. packt.example.socialgooglel package as presented in the following
code:

@Controller
public class GooglePlusController {
@Autowired
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private Google google;
@Autowired
private ConnectionRepository connectionRepository;

@GetMapping
public String profile (Model model) {
if (connectionRepository
.findPrimaryConnection (Google.class) == null) {
return "redirect:/connect/google";

}

String name = google.plusOperations ()
.getGoogleProfile ()
.getDisplayName () ;

model.addAttribute ("name", name);

return "profile";

28. Now let's start creating all the views, primarily defining profiie.ntm
nside the templates directory, which resides within the src/main/resources
project directory. Add the following content to profile.ntmi:

<!DOCTYPE html>
<html xmlns:th="http://www.thymeleaf.org">
<head>
<title>LinkedIn integration</title>
</head>
<body>
<h3>
Hello, <span th:text="${name}">User</span>!
</h3>
<br />
</body>
</html>

29. Create the googleConnect.html and googleConnected.html files inside
templates/connect as presented in the following screenshot:

v @ > sre/main/resources
[E= static

&, > templates

¥ gy connect
E‘gh googleConnect.html
i} googleConnected.html
> profile.html

30. Add the following content to googieconnect.htmi:

| <html>
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31.

32.

<head>
<title>Social Google+</title>
</head>
<body>
<h2>Connect to Google+ to see your profile</h2>

<form action="/connect/google" method="POST">
<input type="hidden" name="scope"
value="https://www.googleapis.com/auth/plus.me" />
<div class="formInfo">
Click the button to share your profile with

<b>google plus</b>

</div>
<p>
<button type="submit">Connect to Google</button>
</p>
</form>
</body>
</html>

Add the following content to googleconnected.htmi:

<html>
<head><title>Social Google Plus</title></head>
<body>
<h2>Connected to Google</h2>
<p>Click <a href="/">here</a> to see your profile.</p>
</body>
</html>

Now the application is ready to be executed. Start the application and go
to nttp://localhost:8080 to start the authorization process to interact with
the Google Plus API.
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How it works...

An important thing that we did for this recipe was to bind the application
users to their respective connection with the OAuth 2.0 Provider (Google in
this case). It's important because by doing so, we have a connection per user,
unlike the other recipes using Spring Social. But instead of allowing users to
register themselves to the social-googie1 application, we are using an in-
memory model using pre-defined user credentials, as presented in the
following code:

auth.inMemoryAuthentication ()
.withUser ("adolfo") .password("123") .authorities ("USER")
.and ()
.withUser ("jujuba") .password("123") .authorities ("USER") ;

So, when running the application and pointing your browser to
http://localhost:8080, you must be prompted by an authentication form, as
follows.

® #) Login Page

€= C' @ localhost:8080/login
Bookmarks [5 pending tabs 3 bioinformatica B p

Login with Username and Password

User: adolfo
Password: e..
Login

Enter one of the credentials we declared within the securityconfiguration class
and click on the Login button, which will lead you to the following page:
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® #) Social Google+ X

&= C' @ localhost:8080/connect/google

Bookmarks [E5 pending tabs [E3 bioinformatica E3 packt E3 cool things
Connect to Google+ to see your profile

Click the button to share your profile with google plus

Connect to Google

This is the page where you might choose to connect with Google by clicking
on Connect to Google, which will redirect you to Google's authentication and
authorization form as presented in the following screenshot:

Google
Signin

with your Google Account

Email or phone

adolfo|

Forgot email?

More options m

Authenticate yourself and grant all the requested permissions and you will be
redirected back to the connected page:
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® ® ® o social Google Plus X

~

C' @ localhost:8080/connect/google#
Bookmarks [E5 pending tabs [E5 bioinformatica E3 packt

Connected to Google

Click here to see your profile.

Click on the link here and you will be redirected to the profile's HTML view
which will retrieve your name from the Google Plus API. Now, if you go to
http://localhost:8080/1logout, you Will be logged out, as you might expect, and
if you try to log in with another user you will have to start a new connection
flow proving that you have a connection per logged user.
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There's more...

For this recipe, we did not configure the base URL, which must be done to
avoid issues when running your application behind a proxy. To do so, you
might add the following bean declaration inside coogieconfigureradapter:

@Bean

public ConnectController connectController (
ConnectionFactoryLocator locator,
ConnectionRepository repository) {

ConnectController controller =

new ConnectController (locator, repository):;
controller.setApplicationUrl ("http://localhost:8080") ;
return controller;

Do not forget to define the same redirect URL for the OAuth 2.0 Provider
and to make all the communications through TLS/SSL.

To improve security configurations, you might use a database to store all
users and respective credentials being held in a cryptographically manner
(these features are provided by Spring Security and can be read about in the
official documents at https://projects.spring.io/spring-security/).
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See also

e Preparing the environment
e Reading the user's contacts from Facebook on the server side
e Accessing OAuth 2.0 LinkedIn protected resources
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Implementing Your Own OAuth 2.0
Provider

In this chapter, we will cover the following recipes:

e Protecting resources using the Authorization Code grant type

e Supporting the Implicit grant type

Using the Resource Owner Password Credentials grant type as an
approach for OAuth 2.0 migration

Configuring Client Credentials grant type

Adding support for refresh tokens

Using a relational database to store tokens and client details
Using Redis as a token store

Implementing client registration

Breaking the OAuth 2.0 Provider in the middle

Using Gatling to load test the token validation process using shared
databases
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Introduction

Nowadays we have scenarios which demand that applications interact with a
large number of services and also provide services by themselves distributed
as APIs throughout the network. Despite this, it's common to allow users of
our applications to grant permissions to third-party applications, where
OAuth 2.0 has proven to be a good option.

In this chapter, you will learn how to create, configure, and distribute an
OAuth 2.0 Provider covering distinct scenarios using all the grant types
described by the OAuth 2.0 specification, as well as how to use different
access token management strategies through relational databases and Redis (a
NoSQL database). All the recipes in this chapter will be implemented using
Spring Security OAuth2, which at the time of writing this book, was at the
2.2.0.RELEASE version (check the official documentation for Spring
Security OAuth?2 at http://projects.spring.io/spring-security-oauth/docs/oauth2.html).
It's important learning how to configure your own OAuth 2.0 Provider
because of the large number of integrations being done among applications
nowadays. Additionally, by reading this chapter, you will be able to apply all
the OAuth 2.0 details from specifications practically through the usage of
Spring Security OAuth2.

Bear in mind to use TLS/SSL in production to always protect all
transferred data between clients and the OAuth 2.0 Provider.
0 This must be considered to all recipes on this book, so when

running production OAuth 2.0 applications, make sure to use
TLS/SSL.

113


http://projects.spring.io/spring-security-oauth/docs/oauth2.html

Download from finelybook www.finelybook.com

Protecting resources using the
Authorization Code grant type

This recipe shows you how to configure the most well-known OAuth 2.0
grant type, which is the Authorization Code grant type. After configuring an
OAuth 2.0 Provider comprised of an Authorization Server and a Resource
Server, the application built through this recipe will provide all the necessary
Resource Owner's authorizations for resources usage (resources available
through APIs protected by the Resource Server).
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Getting ready

To run this recipe, you can use your preferred IDE and must have Java 8 and
Maven installed. To run the examples, I recommend you to use the command
line tool CURL, or install the application Postman which allows to create
HTTP requests in an intuitively manner. If you want to use Postman, the
installation file can be download from https://www.getpostman.com/. This recipe
will use Spring Security OAuth2 Framework and to keep it as possible, we
will not add any database support at moment; that is, we will use in-memory
configuration to store client details as well as access tokens. The source code
for this recipe can be downloaded from https://github.com/PacktPublishing/OAuth-2
.0-Cookbook/tree/master/Chapter(02/auth-code-server.

115


https://www.getpostman.com/
https://github.com/PacktPublishing/OAuth-2.0-Cookbook/tree/master/Chapter02/auth-code-server

Download from finelybook www.finelybook.com

How to do it...

The following steps will guide you to configure an Authorization Server and
a Resource Server using Spring Security OAuth2, which prevents you from
having to write an OAuth 2.0 Provider from scratch (which would be very
unproductive and prone to security failures):

1. Create the initial project using Spring Initializr as we did for the other
recipes in this book. Go to https://start.spring.io/ and define the following
data:

o Set up the GI'Ollp aS com.packt.example
e Define the Artifact as auth-code-server
e Add web and security as dependencies for this project

2. After creating the auth-code-server project, import it to your IDE. If you
are using Eclipse, import it as a Maven project.

3. Open the pon.xm1 file and add the following dependency, as we will use
the Spring Security OAuth2 project (to use an up-to-date Spring
Security OAuth2 version, we have to override the version provided by
Spring Boot):

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-oauth2</artifactId>

<version>2.2.0.RELEASE</version>
</dependency>

4. Open the appilication.properties file and add the following content to
configure the user of the auth-code-server application (you can use a
different user of course, but remember to change it whenever
appropriate):

security.user.name=adolfo
security.user.password=123

5. As we want to protect the user's resources through OAuth 2.0, we need
to create something to be protected. To do so, create the
UserController.java and userprofile .java classes within the
com.packt.example.authcodeserver.api package.
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6. Open the userprorfile.java class and make sure to add the following

attributes (do not forget to create appropriate getters and setters for each
attribute):

public class UserProfile {
private String name;
private String email;
// getters and setters hidden for brevity

7. Open the usercontroller.java class and add the econtroi1er annotation at
the head of the class declaration as follows:

As you might notice, Spring provides us some annotations such
as @controller, @Service, ANd @component. Some annotations such
as eservice and eécomponent just defines a declared class as a
Spring managed bean (to be managed by Spring which allows
for dependency injection mechanism). The econtroiier
annotation is a specialization of ecomponent annotation adding

semantics for a web controller that can map endpoints to Java
source code.

@Controller
public class UserController {

}

8. Now, let's add the respective method that will provide the endpoint
which will be protected by OAuth 2.0, as presented in the following
code (import the vser class from package

org.springframework.security.core.userdetails)l

@RequestMapping ("/api/profile™)
public ResponseEntity<UserProfile> profile() {
User user = (User) SecurityContextHolder.getContext ()
.getAuthentication () .getPrincipal () ;
String email = user.getUsername () + "@mailinator.com";

UserProfile profile = new UserProfile();
profile.setName (user.getUsername () ) ;

profile.setEmail (email) ;

return ResponseEntity.ok(profile);

9. Once we have the endpoint to be OAuth 2.0 protected, let's create the
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OAuth 2.0 Authorization Server configuration by creating the
OAuth2Authorizationserver class within the
com.packt.example.authcodeserver.config]DaCkage.

10. Add the following annotations to oruth2authorizationserver class and
extend the authorizationserverconfigureradapter class which comes from
the Spring Security OAuth2 project:

@Configuration

@EnableAuthorizationServer

public class OAuth2AuthorizationServer extends
AuthorizationServerConfigurerAdapter {

}

11. To configure all the client details data, override the configure method
which allows you to customize the ciientpetailsserviceconfigurer
instance:

@Override
public void configure (ClientDetailsServiceConfigurer clients) throws E
clients.inMemory ()
.withClient ("clientapp") .secret ("123456")
.redirectUris ("http://localhost:9000/callback")
.authorizedGrantTypes ("authorization code")
.scopes ("read profile", "read contacts");

12. At the moment, the application is ready to start issuing access tokens,
given the user grants permission. But to be allowed to access the user's
resources (the Resource Owner profile for this recipe), we need to create
the Resource Server's configuration by declaring the oauthoresourceserver
class within the same package as oauth2authorizationserver.

13. Then add the following annotations at the class level for
oAuth2ResourceServer as follows:

@Configuration
@EnableResourceServer
public class OAuth2ResourceServer
extends ResourceServerConfigurerAdapter {

}

14. And to start protecting the user's profile endpoint, add the following
configuration method within the oauth2resourceserver class:

| @QOverride
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public void configure (HttpSecurity http) throws Exception {
http.authorizeRequests () .anyRequest () .authenticated () .and ()
.requestMatchers () .antMatchers ("/api/**");

15. The application is ready for access token issuing as well as access token
validation through the API's usage.
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How it works...

Through this recipe we will be able to access the user's resources, which must
be available at http://10calnost:8080/api/profile if the application is running
correctly. Supposing you have followed all the steps in this recipe and the
application is running, after retrieving an access token, you would be able to
send a request to the profile endpoint to obtain the following JavaScript
Object Notation (JSON) result:

{

"name": "adolfo",
"email": "adolfo@mailinator.com"

}

But to access this endpoint, you have to present a valid access token retrieved
after the user's approval to share her profile. The access token in this case will
be validated because of the Resource Server configuration. By adding the
@EnableResourceserver annotation as we did for the oauthoresourceserver ClaSS,
we are importing some configurations which will add the filter
OAuth2AuthenticationProcessingFilter within the Sprlng SCCUI’itY'S FilterChain
configuration. That's the filter that will be in charge of starting the access
token validation process for any endpoint that matches the /api/++ pattern.

In addition to the Resource Server configuration, we added the Authorization
Server configuration through the oauth2authorizationserver class. By looking
at the oauth2authorizationserver class, you might realize that it does not
contain a lot of code. It's really easy to configure an Authorization Server
with Spring Security OAuth2 Framework, but there are a lot of things
happening behind the scenes.

By adding the eenabienuthorizationserver annotation, we are importing some
important configuration classes which are
AuthorizationServerEndpointsConfiguration and
AuthorizationServerSecurityConfiguration. The
AuthorizationServerEndpointsConfiguration ClaSS, has an important dependency
for an OAuth 2.0 Authorization Server to work. That's the
AuthorizationServerEndpointsConfigurer class, which declares the following
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beans:

e AuthorizationEndpoint
e TokenEndpoint
e CheckTokenEndpoint

Those beans declare OAuth 2.0 related endpoints as endpoints for
authorization flow and for access token and refresh token requests. If you
want to deeply understand how each endpoint works, I encourage you to read
the source code of Spring Security OAuth2 available at GitHub. Running the
application, we can interact with some of the OAuth 2.0 declared endpoints.
To see how the process works, start the application through your IDE or by
running the mvn spring-boot: run command. After the application is running,
point to the following URL through your browser:

| http://localhost:8080/cauth/authorize?client id=clientappé&redirect uri=http:/

As we are using the Authorization Code grant type, we need to redirect the
Resource Owner to the authorization page which is declared by the
/oauth/authorize €ndpoint. Notice that we are sending the ciient iq,

redirect uri, response type, which must be code and the SCOPC aS read profile.
If you want to better understand each of these parameters you can read about
the Authorization Request section of the OAuth 2.0 specification at https://tools
detf.org/html/rfc6749#section-4.1.1. Note that we are not sending the important
state parameter to avoid CSRF attacks (we will see more of this in Chapter 8,
Avoiding Common Vulnerabilities).

After going to the authorization endpoint, the Authorization Server must
authenticate the Resource Owner as per the OAuth 2.0 specification:
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o000 localhost:8080/oauth/authorize?: x %

& C @ localhost:8080/oauth/authorize?client id=clientapp&redirect.. ¥ [J| %

Bookmarks [ pending tabs [S bioinformatica [F5 packt [ES cool things » [E3 Other Bookmarks

Authentication Required

http://localhost:8080 requires a username and password.

User Name: adolfo

Password: | see

Cancel LogIn

Enter the User Name and Password declared in the app1ication.yml
configuration file, which in my case is ado10 and 123 respectively. After
clicking on Log In, you will be redirected to the user's consent page where
the Resource Owner can choose which scopes to grant permission to for
third-party application (client). The following page is generated automatically
by Spring Security OAuth2 but can easily be replaced by a custom one:

® @) localhost:8080/oauthfauthori= x =

= C @ localhost:8080/0authjauthorize?client_id=clientapp&redirect... ¥ [ %

Bookmarks pending tabs bioinformatica packt cool things  » Other Bookmarks
OAuth Approval

Do you authorize 'clientapp' to access your protected resources?

+ scope.read_profile: @ Approve © Deny

Authorize

The next step is to click on Authorize so that the user can be redirected back
to the client application, which must be specified by the redirect uri attribute.
When redirected back to the redirection URI, the Authorization Server must
issue an Authorization Code which depicts the user's approval granting
permission for the specified client on the specified Resource Server. The

Authorization Code comes as a query string parameter defined as code as
follows:
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|http://localhost:9000/callback?code=55Pk8A

The previous URL has the code randomly generated by the Authorization
Server which must be used by the client to request for an access token at the
server side. To request an access token using the previous received
Authorization Code, run the following CURL command through any terminal
(pay attention to the code parameter which must be different for you):

|cur1 -X POST --user clientapp:123456 http://localhost:8080/cauth/token -H "cc

Note that we need to use the same redirect URI we have sent before on the
authorization request. As per the OAuth 2.0 specification, the redirect URI
must be sent if you have sent the redirect URI on the authorization request.

After running the previous CURL command, you should receive something
like this:

{
"access_token": "43c6£525-041£f-43c8-b970- 82ba435d3c2c",

"token_ type": "bearer",
"expires_in": 43199,
"scope": "read profile"

}

Let's try to access the user's profile by presenting the retrieved access token to
the /api/prorile endpoint, as follows:

|cur1 -X GET http://localhost:8080/api/profile -H "authorization: Bearer 43cé6f

If everything is running as expected, you should see the following content in
the output:

{
"name": "adolfo",
"email": "adolfo@mailinator.com"
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There's more...

This recipe was written to be as straightforward as possible, but when
configuring an OAuth 2.0 Provider, consider using a database instead of
declaring all the client details using an in-memory database as we did.

We are also supposed to use TLS/SSL to protect any interaction between the
client and OAuth 2.0 Provider components.
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Supporting the Implicit grant type

This recipe shows you how to configure the Implicit grant type, which is
appropriate for web applications which run directly on web browsers (such as
JavaScript applications). This recipe will provide everything needed to allow
the client to use resources in the name of the Resource Owner by accessing
an OAuth 2.0 protected API.
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Getting ready

To run this recipe, you can use your preferred IDE and must have Java 8 and
Maven installed. As this grant type run totally on the web browser, you don't
need to run commands to retrieve access tokens as if they were being
performed on the server side. Here the access token will be retrieved
implicitly when the user grants permissions for third-party applications. This
recipe will use Spring Security OAuth2 Framework and, to keep it as straight
as possible, we will not add any database support. The source code for this
recipe can be downloaded from https://github.com/PacktPublishing/OAuth-2.0-Cook
book/tree/master/Chapter02/implicit-server.
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How to do it...

The following steps will guide you to configure an Authorization Server and
a Resource Server using Spring Security OAuth2:

1.

Create the initial project using Spring Initializr, as we did for other
recipes in this book. Go to https://start.spring.io/ and define the following
data:

o Set up the Group aS com.packt.example

e Define the Artifact as implicit-server

e Add web and security as dependencies for this project

After creating the imp1icit-server project, import it to your IDE. If you
are using Eclipse, import it as a Maven project.

Open the pom.xm1 file and add the following dependency as we will use
the Spring Security OAuth2 project (I recommend you to use the latest
version of this project, particularly if you are using JWT, which is not

the case for this recipe):

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-oauth2</artifactId>
</dependency>

Open the appiication.properties file and add the same configuration as
we did for the first recipe to set up the user's credentials (which were
username adolfo and password 123).

Create the vserprofile .Jjava and usercontroller classes within the
com.packt.example.implicitserver.api package. The content for both
classes must be the as same provided for the first recipe (you can also
download the source code from GitHub if you want).

Now create the oauth2resourceserver class with the following content to
declare how to protect endpoints which matches the /api/++ pattern. This
class should be created within the com.packt.example.implicitserver.confi
package:

@Configuration
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7.

10.

@EnableResourceServer
public class OAuth2ResourceServer extends ResourceServerConfigurerAdar
public void configure (HttpSecurity http) throws Exception {
http
.authorizeRequests () .anyRequest () .authenticated()
.and ()
.requestMatchers () .antMatchers ("/api/**");

Note that the Resource Server is being configured the same way we did
when adding support for the Authorization Code grant type.

Create the oauth2authorizationserver class as presented in the following
code, to configure the Implicit grant type:

@Configuration
@EnableAuthorizationServer
public class OAuth2AuthorizationServer extends AuthorizationServerConft
public void configure (ClientDetailsServiceConfigurer clients) thrc
clients.inMemory ()
.withClient ("clientapp") .secret ("123456")
.redirectUris ("http://localhost:9000/callback™)
.authorizedGrantTypes ("implicit")
.accessTokenValiditySeconds (120)
.scopes ("read profile", "read contacts");

The preceding class looks similar to the one created for the
Authorization Code grant type. The difference now is that we are
defining authorizedcrantTypes as Implicit and we are also defining a short
validity time for the access token.

Run the application using your IDE actions or by running the Maven
Command, mvn spring-boot:run.
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How it works...

EVCI'ythiIlg we did when USiIlg the eenableruthorizationserver and
@EnableResourceServer annotations configures our current application, imp1icit-
server t0 support both OAuth 2.0 token validation as well as the OAuth 2.0
endpoints for authorization and token requests. The main difference now is
that we have changed the authorized grant type to use, so the authorization
flow will be a little bit different. In addition, we have the fact that we don't
need to send a request to /oauth/token for this grant type because the access
token is retrieved implicitly, as defined by the name of the grant type by
itself.

With the application running, go to the following authorization URL which is
sending the response type parameter as token instead of code:

| http://localhost:8080/cauth/authorize?client id=clientappé&redirect uri=http:/

Note that we are not encoding the parameters using URL encoding; that's
because of didactical purposes. When implementing a real application,
consider encoding all the parameters. After going to the authorization
endpoint, the Authorization Server will authenticate the Resource Owner by
asking for the User Name and Password, as shown in the following
screenshot:

Authentication Required

http://localhost:8080 requires a username and password.

User Name: adolfo

Password: eee

Cancel Log In

Enter the User Name and Password, which in my case was ado1£o0 and 123
respectively. After being authenticated, the user will be sent to the user's
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consent page, as follows:

OAuth Approval

Do you authorize 'clientapp' to access your protected resources?
¢ scope.read_profile: @ Approve  'Deny

Authorize

Select the required scope, which 1S read profile, and click on Authorize so
you get redirected back to the redirect URI callback, as defined by the
redirect uri parameter. As you might see in the following code, the
access_token 18 retrieved as a URL fragment in addition to the state parameter
that we sent before when redirecting the user to the Authorization Server's
authorization endpoint:

| http://localhost:9000/callback#access_token=a68fce80-522f-43ee-85d4-6705c34et

Along with the access token and the state parameter, we also receive back the
token type and expires in parameter. These parameters were also present when
requesting for an access token when using the Authorization Code grant type.
But when using the Implicit grant type, it's important to bear in mind that this
grant type is not allowed to issue an access token as per the OAuth 2.0
specification. This behavior makes sense because as the user must be present
when using an application that runs within the browser, then the user can
always authorize the third-party application again if needed.

Moreover, the Authorization Server has plenty of conditions to recognize the
user's session and avoid asking the Resource Owner to authenticate and
authorize the client again. Another reason for not issuing a refresh token for
the Implicit grant type, is because this grant type is aimed at public
applications that are not able to protect confidential data, as is the case with
refresh tokens.

Now, try to retrieve the user's profile through the /api/prorile endpoint using
the previously issued access token and the user's profile should be returned as
JSON content.
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There's more...

When using the Implicit grant type, always be aware of requiring the redirect
URI registration by the third-party application. This will ensure that the
access token won't be delivered to an undesired registered client. Any
malicious user might be capable of registering an application to try to
impersonate another regular client application to receive an access token in
its name, and the results might be disastrous if not requiring the registering of
the redirection URI.

Another important issue that will be enforced on each recipe is
to bear in mind the need to use TLS/SSL in production to always
protect all the transferred data between clients and the OAuth
2.0 Provider.

131



Download from finelybook www.finelybook.com

See also

¢ Protecting resources using the Authorization Code grant type

e Using the Resource Owner Password Credentials grant type as an
approach for OAuth 2.0 migration

e Configuring Client Credentials grant type
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Using the Resource Owner
Password Credentials grant type as
an approach for OAuth 2.0
migration

This recipe will show you how to configure the Resource Owner Password
Credentials, or Password Credentials for short. Although this grant type
should be avoided at any cost, because by using it we are asking for the user's
credentials (and that's what OAuth 2.0 wants to solve by the user's access
delegation), it's important to mention this recipe as a strategy when migrating
from a user's credential sharing approach to the OAuth 2.0 approach. In
addition, it might be used safely when both the client and the OAuth 2.0
Provider belong to the same solution.
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Getting ready

To run this recipe, you can use your preferred IDE and must have Java 8 and
Maven installed. It's also recommended to have CURL or Postman installed,
because we will interact with the Authorization Server and Resource Server
automatically without actually using any client. By running this recipe, your
OAuth 2.0 Provider will be able to issue an access token for any registered
client by using the Resource Owner's credentials. This recipe still does not
use any kind of persistent database to store client details and tokens. The
source code for this recipe can be downloaded at https://github.com/PacktPublishi
ng/OAuth-2.0-Cookbook/tree/master/Chapter02/password-server.
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How to do it...

The following steps will guide you to configure an Authorization Server and
a Resource Server using Spring Security OAuth2:

1.

Create the initial project using Spring Initializr as we did for other
recipes in this book. Go to https://start.spring.io/ and define the following
data:

o Set up the Group aS com.packt.example

e Define the Artifact as password-server

e Add web and security as dependencies for this project
After creating the password-server project, import it to your IDE. If using
Eclipse, import it as a Maven project.

Open the pom.xm1 file and add the following dependency, as we will use
the Spring Security OAuth2 project:

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-oauth2</artifactId>
</dependency>

Open the appiication.properties file and add the same configurations that
we did for the first recipe to set up the user's credentials, which were
adolfo for security.user.name and 123 for security.user.password.

Create the vserprofile .Jjava and vsercontroller classes within the
com.packt.example.passwordserver.api package. The source code for both
classes, must be the same that was provided for the first recipe on this
chapter (you can also download the source code from GitHub if you
want).

Now create the oauthzresourceserver class with the following content to
declare how to protect endpoints, which matches the /api/+ pattern. This
class should be created within the con. packt.example.passwordserver.config
package:

@Configuration
@EnableResourceServer
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public class OAuth2ResourceServer extends ResourceServerConfigurerAdarg
@Override
public void configure (HttpSecurity http) throws Exception {
http
.authorizeRequests () .anyRequest () .authenticated()
.and ()
.requestMatchers () .antMatchers ("/api/**");

7. Create the oauth2authorizationserver class within the same package as
oAuth2Resourceserver, as follows, to configure the Password grant type:

@Configuration
@EnableAuthorizationServer
public class OAuth2AuthorizationServer extends
AuthorizationServerConfigurerAdapter {
@Override
public void configure(ClientDetailsServiceConfigurer clients)
throws Exception ({
clients.inMemory ()
.withClient ("clientapp")
.secret ("123456")
.redirectUris ("http://localhost:9000/callback™)
.authorizedGrantTypes ("password")
.scopes ("read profile", "read contacts");

8. The only difference between the oauth2authorizationserver created for this
recipe and the others created for any grant type presented in this chapter
1S the declared authorizedcrantType, Which 1n this case 1S password. The
main difference appears when interacting with our OAuth 2.0 Provider.

9. If you run the application as it is, you will face the following error when
trying to request an access token. Such an error occurs because the
Password grant type requires you to declare an authenticationManager
inside the oauth2authorizationserver configuration class:

{
"error": "unsupported_grant_type",
"error_ description": "Unsupported grant type: password"

}

10. Inject the following attribute within the oauth2authorizationserver class:

@Autowired
private AuthenticationManager authenticationManager;
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11. Then set up the authenticationManager for
AuthorizationServerEndpointsConfigurer by overriding the fOHOWil’lg
method from AuthorizationServerConfigurerAdapter , within
OAuth2AuthorizationsServer as follows:

public void configure (AuthorizationServerEndpointsConfigurer endpoints

endpoints.authenticationManager (authenticationManager) ;

}

12. Now run the application through your IDE actions or by running the
Maven mvn spring-boot:run command.
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How it works...

As we are using the same configuration annotations for the
OAuth2AuthorzationServer and oAuth2Resourceserver classes,allthe OAuth 2.0
support is being added the same way as that provided by Spring Security
OAuth2. The important difference in configurations here is denoted by the
usage of an authenticationManager instance. The authenticationManager has to be
present because the Authorization Server has to authenticate the Resource
Owner's credential when trying to respond for a required access token by the
third-party application.

In addition to the configuration differences, we also have an important
difference in the authorization flow by itself. When using this grant type, the
user (or the Resource Owner) has to send her credentials, which will be in the
power of the client application. There must be a trust relation between the
Resource Owner and the client application in most cases when dealing with
the client and server that are comprised of the same solution (for example, if
you as a Resource Owner are interacting with the official Facebook's client
application, which in turn interacts with Facebook's server-side applications).

To see how this grant type works for this recipe, start the application and try
sending the following request, which is sending the Resource Owner's
credentials as the form parameter's username and password respectively (look
for the client authentication which must always be performed by the
Authorization Server when requesting an access token through the
/oauth/token €ndpoint):

|cur1 -X POST --user clientapp:123456 http://localhost:8080/cauth/token -H "ac

After running the previous command, you should see the following JSON
response (obviously with a different access token):

{
"access_token": "28405009-b53d-4e52-bfc3-c8889a477675",

"token_ type": "bearer",
"expires_in": 43199,
"scope": "read profile"

}
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Note that as we are not defining any access token expiration time; Spring
Security OAuth2 defines 43200 seconds by default. Depending on the grant
type used, you should consider using a short time access token (for example,
when using the Implicit grant type).

Now that you have a valid access token, try to retrieve the user's profile
through the following command:

|cur1 -X GET http://localhost:8080/api/profile -H "authorization: Bearer 2840F

After running the previous command, you should see the user's name and
email.
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There's more...

Besides the fact that we should avoid this grant type, it's not a problem if you
use it when interacting with one server that belongs to the same domain of
the client application. That is to say, that both client and OAuth 2.0 Provider
belong to the same solution as well. As it comprises of the same application
divided between the client and server, the users can trust sharing the
credentials because it belongs to the same application. The only important
thing to mention is that, as the client application, it must throw away the
client's username and password required to obtain an access token.

Once again, do not forget to use TLS/SSL when running such solutions
described by this recipe in production.
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See also

¢ Protecting resources using the Authorization Code grant type
e Supporting the Implicit grant type
e Configuring the Client Credentials grant type
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Configuring the Client Credentials
grant type

This recipe shows you how to configure the Client Credentials grant type,
which is appropriate when an application needs to access resources for its
own benefit instead of accessing the Resource Owner's resources.
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Getting ready

To run this recipe, you can use your preferred IDE and must have Java 8 and
Maven installed. For this recipe, we will be executing some HTTP requests
through the usage of CURL commands as we did before. Make sure you have
CURL or Postman tools installed before continuing. This recipe will use
Spring Security OAuth2 Framework and we will not add any database

support. The source code for this recipe can be downloaded from https://github.
com/PacktPublishing/OAuth-2.0-Cookbook/tree/master/Chapter02/client-credentials-

SEerver.
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How to do it...

The following steps will guide you to configure an Authorization Server and
a Resource Server using Spring Security OAuth2:

1.

Create the initial project using Spring Initializr, as we did for other
recipes in this book. Go to https://start.spring.io/ and define the following
data:

o Set up the Group aS com.packt.example

e Define the Artifact as ciient-credentials-server

e Add web and security as dependencies for this project
After creating the ciient-credentials-server project, import it to your
IDE. If using Eclipse, import it as a Maven project.
Open the pon.xm1 file and add the following dependency as we will use
the Spring Security OAuth2 project:

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-oauth2</artifactId>
</dependency>

Open application.properties and add the same content that we have
added for the first recipe to configure the user's credentials.

. Although this recipe isn't focused on the user's experience, we still have

to create the API to retrieve user profile. To keep users being able to
access the application in a safe manner to access their own profile,
create the userprorile and vsercontroller classes within the api sub-
package. The content for both classes must be the same as that was
provided in the first recipe (generate a constructor using fields for
UserProfile ClaSS).

Open usercontroller class and replace the value for erequestiapping
annotation with »/user" instead of »/api/profiler.

As we are using the Client Credentials grant type, we won't allow any
client to access the user's profile. Instead of the user's profile, we will
create an API where the client application is able to retrieve all the users
registered on the application server that we are protecting with OAuth
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2.0. Perhaps, this business rule does not make sense to you, but let's stay
focused on how to use the Client Credentials grant type with Spring
Security OAuth2 instead of focusing on the business product itself. So,
create the aamincontrolier class as presented in the following code within
the package com.packt.example.clientcredentialsserver.api.

@Controller
@RequestMapping ("/api")
public class AdminController {

@RequestMapping (" /users")
public ResponseEntity<List<UserProfile>> getAllUsers () {
return ResponseEntity.ok (getUsers()):;

}

private List<UserProfile> getUsers () {
List<UserProfile> users = new ArrayList<>();
users.add (new UserProfile("adolfo", "adolfo@mailinator.com"));
users.add (new UserProfile ("demigreite", "demigreite@mailinator
users.add (new UserProfile ("jujuba", "jujubalmailinator.com"));
return users;

8. Now to protect this API, create the following Resource Server
configuration class declared as oauth2resourceserver inside the

com.packt.example.clientcredentialsserver.config]QaCkageI

@Configuration
@EnableResourceServer
public class OAuth2ResourceServer extends ResourceServerConfigurerAdar
@Override
public void configure (HttpSecurity http) throws Exception {
http.authorizeRequests ()
.anyRequest ()
.authenticated()
.and ()
.requestMatchers ()
.antMatchers ("/api/**") ;

9. And to 1ssue access tokens, create the oauth2authorizationserver Within
the same package as the oauth2resourceserver class (now configure a
different client ID and client secret, as well as the authorizedcrantTypes):

@Configuration

@EnableAuthorizationServer

public class OAuth2AuthorizationServer extends
AuthorizationServerConfigurerAdapter {
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@Override
public void configure (ClientDetailsServiceConfigurer clients)
throws Exception {
clients.inMemory ()
.withClient ("clientadmin")
.secret ("123")

.authorizedGrantTypes ("client credentials")
.scopes ("admin") ;

10. Now to protect the /users API from users that are not registered, let's
create the following Spring Security configuration class within the

config package as we did for the OAuth 2.0 Provider configuration
classes:

@Configuration
@EnableWebSecurity

public class WebSecurityConfiguration extends WebSecurityConfigurerAdsz
@Override

protected void configure (HttpSecurity http) throws Exception {
http
.authorizeRequests ()

.anyRequest () .authenticated () .and ()
.antMatcher ("/user/**")

.httpBasic ()

.and ()
.csrf () .disable();

11. Now run the application through your IDE actions or by running the
Maven mvn spring-boot:run command.
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How it works...

This recipe presents a particular case of OAuth 2.0 grant types which allows
for any registered client to access resources on its own behalf. All the
previous recipes, described how to use grant types which allow a third-party
application to access resources on behalf of the Resource Owner. Because of
the purpose of this grant type, we have created a fictitious API that provides
one endpoint so the client could retrieve all registered users on the OAuth 2.0
Provider.

Almost all the configurations for the Authorization Server and Resource
Server were similar to the other grant types. The main difference now is that
we don't need any redirection URI. In addition, we also have to set up the
correct grant type to use, as presented in the following code:

clients.inMemory ()
.withClient ("clientadmin")
.secret ("123")
.authorizedGrantTypes ("client_credentials")
.scopes ("admin") ;

Let's start the application to understand how to interact with the main pieces
of this OAuth 2.0 Provider. When using the Client Credentials grant type, we
do not have any user interaction so we don't have the authorization flow, but
we just have to request for an access token for sending the Client's
Credentials and the grant type, which 1S ciient credentiais, as presented in the
following CURL command line:

|curl -X POST "http://localhost:8080/ocauth/token" --user clientadmin:123 -d "g

After running the previous command, you should see something similar to
the following:

{
"access_token":"£f6£81a52-7920-4£95-a83b-72fbfb5188c5",
"token_ type":"bearer",
"expires_in":43157,
"scope":"admin"
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It's important to note that when using the Client Credentials grant type, as per
the OAuth 2.0 specification, the Authorization Server should not issue a
refreshed token because there is no reason to worry about the user experience
in this case. When using Client Credentials, the client by itself is able to
request a new access token in case of an expiration.

To use the access token, the process is the same because, as you might
already know, it doesn't matter how the access token was obtained. So, to
make a request for an OAuth 2.0 protected resource, you just need to send the
HTTP authorization header with the retrieved access token as follows:

|curl "http://localhost:8080/api/users" -H "Authorization: Bearer £6£8la52-792

After running the previous command, you should see the following result:

[
{ "name": "adolfo", "email": "adolfo@mailinator.com"},
{ "name": "demigreite", "email": "demigreite@mailinator.com"}

1

This recipe shows that you can still protect the other resources so that they
can be accessed safely using another authentication mechanism, such as
HTTP Basic Authentication or any other. To exemplify it, we have declared
the configuration class websecurityconfiguration Which extends from
WebSecurityConfigureradapter. AS you can see in the following code, all the
endpoints that match with /user/++ pattern would be protected using HTTP
Basic Authentication:

|.antMatcher("/user/**").htthasic()

Note that you are not able to make a request to the /user endpoint using the
previously issued access token because this endpoint is not protected by
OAuth 2.0, but by HTTP Basic Authentication. The right way to retrieve the
user's profile now is to send the following request:

| curl "http://localhost:8080/user" --user adolfo:123
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There's more...

This grant type is supposed to be used by applications that do not access
resources on behalf of any Resource Owner, but for their own purposes. It
has been adopted for the current ecosystem of microservices, because it's
easy to rotate access tokens by using refresh tokens and it's also easy to use
the dynamic registration process, automating all the process when integrating
services. It does not need to be only interactions between microservices, but
also include with third-party applications despite the fact of issuing an access
token manually for any given client (it depends on the scenario of course,
because if you have too much clients it would be impossible to manage client
registration manually).

Shortly the word microservices, according to Sam Newman, in
0 the book Building Microservices, it means small autonomous

services that work together with well-defined responsibilities.
Regarding the fact of many small services talking to each other in such a way
that we have many access token validations, it's important to consider the
strategy used for token validation because such an approach might be faced
by performance issues. Take a look at the final recipe in this chapter to learn
how to create a load testing application, using Gatling to measure the
response times when validating access tokens.
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See also

¢ Protecting resources using the Authorization Code grant type

e Supporting the Implicit grant type

e Using the Resource Owner Password Credentials grant type as an
approach for OAuth 2.0 migration
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Adding support for refresh tokens

This recipe covers an important feature described by the OAuth 2.0
specification and implemented by Spring Security OAuth2 as well. That's the
refresh token grant type, which allows for a better user experience because
the Resource Owner does not have to go through all the steps of
authentication and authorization against the Authorization Server every time
an access token expires.
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Getting ready

To run this recipe, you can use your preferred IDE and must have Java 8 and
Maven installed. As we will add support to refresh tokens for the
Authorization Code and Password grant types, now we will interact with the
Authorization Server and Resource Server using the already known tools that
are CURL and your web browser. By running this recipe, your OAuth 2.0
Provider will be able to issue an access token and a refresh token for any
registered client. This recipe still does not use any kind of persistent database

to store client details and tokens and the source code can be downloaded at htt
ps://github.com/PacktPublishing/O Auth-2.0-Cookbook/tree/master/Chapter02/refresh-serv

CT.
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How to do it...

The following steps will guide you to configure an Authorization Server and
a Resource Server using Spring Security OAuth2:

1.

Create the initial project using Spring Initializr, as we did for the other
recipes in this book. Go to https://start.spring.io/ and define the following
data:

o Set up the Group aS com.packt.example

e Define the Artifact as refresh-server

e Add web and security as dependencies for this project
After creating the refresnh-server project, import it to your IDE. If using
Eclipse, import it as a Maven project.
Open the pom.xm1 file and add the following dependency, as we will use
the Spring Security OAuth2 project:

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-oauth2</artifactId>
</dependency>

Open the appiication.properties file and add the same configuration that
we did for the first recipe to set up the user's credentials, which were
adolfo for security.user.name and 123 for security.user.password.

To have an API to explore and to protect it using OAuth 2.0, you must
create the usercontroller and vserprofile classes, within the
com.packt.example.refreshserver.api package. The content for both classes
must be the same as that provided for the first recipe (remember that you
can download the source code from GitHub if you want).

Now let's create the classes which will be present within the
com.packt.example.refreshserver.config package beginning by Creating the
Resource Server configuration, as described by the following source
code:

@Configuration

@EnableResourceServer

public class OAuth2ResourceServer extends ResourceServerConfigurerAdar
@Override
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10.

public void configure (HttpSecurity http) throws Exception {
http.authorizeRequests ()
.anyRequest ()
.authenticated ()
.and ()
.requestMatchers ()
.antMatchers ("/api/**") ;

And for the Authorization Server configuration, create the
OAuth2Authorizationserver class as follows:

@Configuration

@EnableAuthorizationServer

public class OAuth2AuthorizationServer extends
AuthorizationServerConfigurerAdapter {

@Override
public void configure (ClientDetailsServiceConfigurer clients)
throws Exception {
clients.inMemory ()
.withClient ("clientapp")
.secret ("123456")
.authorizedGrantTypes (
"authorization code", "password", "refresh token")
.accessTokenValiditySeconds (120)
.scopes ("read profile", "read contacts");
}
}

. Notice that the Authorization Server we are configuring has support for

the Authorization Code, Password, and refresh token grant types. The
refresh token can also be considered a grant type because it also
describes how to request for new access tokens. In addition, to retrieve a
refresh token, we use the same endpoint used to retrieve an access token,
that 1S /oauth/token.

Also notice the usage of the accessTokenvalidityseconds method from
ClientDetailsserviceconfigurer Which 1s defining the expiration time of
the access token to happen 2 minutes after the token is issued.

As we have used the Password grant type besides the other two, we need
to inject dN AuthenticationManager and set up the injected
AuthenticationManager OrlAuthorizationServerEndpointsConfigurer.TFO d()SO,
add the following snippet of code within the oauth2authorizationserver
class:

QAutowired
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private AuthenticationManager authenticationManager;

@QOverride

public void configure (AuthorizationServerEndpointsConfigurer endpoints
throws Exception {

endpoints.authenticationManager (authenticationManager) ;

11. Now run the application through your IDE actions or by running the
Maven mvn spring-boot:run command.
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How it works...

Imagine if every time an access token became invalid because of expiration
time, the user will have to go through all the process of authenticating against
the Authorization Server and granting all the permissions again. Besides the
fact of the user experience being compromised, the user might not be present
at a specific time. Once the user has granted permission for third-party
applications to access resources on its behalf, this third-party application can
use the resources even if the user is not logged in. Take a look at the
following image that describes a fictitious scenario to better understand how
an application can access a user's resources when the user is not present:

= S

Resource Owner OAuth2 Provider

start a

payment @%
order

send the request to the user is not present
be processed when the consumer
l asynchronously starts working
’ — o000
Queue

Client Consumer

As you can see in the preceding image, when the consumer starts processing
the payment order against the OAuth 2 Provider, which might be a payment
provider by itself, the user is not present at all. The consumer would not be
able to ask the user to authenticate and authorize the issue of a new access
token. Furthermore, all the processing is happening on the server side.

Given the need for refresh tokens, Spring Security OAuth2 allows you to
configure this feature by defining one more authorized grant types as a
refresh token, as follows:
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|.authorizedGrantTypes("authorization_code", "password", "refresh token")

And to help you to start testing the refresh token usage, we have also defined
a pretty short expiration time for the access token of 120 seconds (2 minutes),
as follows:

| .accessTokenvaliditySeconds (120)

Make sure the application is running and let's start by requesting an access
token. You can use the Authorization Code flow, but here I am using the
Password grant type for practical reasons. So to retrieve an access token, we
can send the following request to the Authorization Server:

|curl -X POST --user clientapp:123456 http://localhost:8080/cauth/token -H "ac

The result now must have one more field which is the refresh token, and is as
shown here:

"access token":"91541ac7-8d63-4106-9660-c1847fd4b37e",
"token type":"bearer",

"refresh token":"985436a9-85cc-45ce-90d4-66a840alab5dd",
"expires in":119,

"scope":"read profile"

Try to access the user's profile using the issued access token to see if
everything is working fine and wait for 2 minutes to try a new request. Send
the following request after 2 minutes:

|cur1 -X GET http://localhost:8080/api/profile -H "authorization: Bearer 91541

The result should be as follows:

{

"error":"invalid_token",
"error_ description":"Access token expired: 91541ac7-8d63-4106-9660-c1847£d4
}

Now it's time to request for a new access token using the previously issued
refresh token. Send the following request using the command line:

|cur1 -X POST --user clientapp:123456 http://localhost:8080/cauth/token -H "cc
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The result must be a brand new access token that can be used to keep
accessing the user's resources (which in this case is the user's profile).
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There's more...

As presented by this recipe, the grant types allowed for using refresh tokens
are the Authorization Code and Password grant types. Notice that both grant
types are aimed at confidential clients. That is, applications capable of using
both described grant types are client types which are able to store confidential
data in a safe manner. When working with public clients, you are not
supposed to use refresh tokens because public clients can't store the refresh
token safely.

The request for an access token when using refresh tokens must also be
encrypted by SSL/TLS, as mentioned before, initiating any interaction
between the OAuth 2.0 Provider and the client.

If you are using a custom vserpetailsservice, you have to inject it
Within the authorizationserver configuration class and have to
set up the vserpetailsservice property for
AuthorizationServerEndpointsConfigurer (the same as way we dld
for authenticationmanager). This has to be set up because when
trying to refresh an access token, the Resource Owner could
have redefined her credentials which could invalidate the
permission granted before.
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See also

¢ Protecting resources using the Authorization Code grant type
e Using the Resource Owner Password Credentials grant type as an
approach for OAuth 2.0 migration
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Using a relational database to store
tokens and client details

This recipe provides you with a storage strategy that is more production-like
instead of using an in-memory registry. The strategy presented in this recipe
helps you how to use a Relational Database Management System
(RDBMS) to store all client details and data related to tokens.
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Getting ready

To run this recipe, you need the MySQL database besides the other tools,
such as your preferred IDE and tools that allows to interact with the OAuth
2.0 Provider. The source code for this recipe is available on GitHub at https://g
ithub.com/PacktPublishing/OAuth-2.0-Cookbook/tree/master/Chapter02/rdbm-server.
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How to do it...

Perform the following steps to set up a database as the store for the client
details and tokens repository:

1. Create the initial project using Spring Initializr as we did for other
recipes in this book. Go to https://start.spring.io/ and define the following
data:

o Set up the Group aS com.packt.example
e Define the Artifact as rabm-server
e Add web, gea, mysor and security as dependencies for this project

2. After creating the rdom-server project, import it to your IDE. If using

Eclipse, import it as a Maven project.

3. Open the pon.xm1 file and add the following dependencies:

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-ocauth2</artifactId>
</dependency>

4. Open the appiication.properties file and add the following content to
configure the user's credentials as well as the database connection
properties:

security.user.name=adolfo

security.user.password=123
spring.datasource.url=jdbc:mysqgl://localhost/ocauth2provider
spring.datasource.username=ocauth2provider
spring.datasource.password=123
spring.datasource.driver-class-name=com.mysqgl.jdbc.Driver
spring.jpa.properties.hibernate.dialect=org.hibernate.dialect.MySQL5Di
spring.jpa.properties.hibernate.hbm2ddl.auto=validate

5. To start using the database configured before, you first need to create the
database by itself by running the following SQL commands into the
MySQL console:

CREATE DATABASE ocauth2provider;
CREATE USER 'ocauth2provider'@'localhost' IDENTIFIED BY '123';
GRANT ALL PRIVILEGES ON oauth2provider.* TO 'oauth2provider'@'localhos
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6. Now run the following SQL commands to start using the cauthzprovider
database and to create the table that will be used to store all the data
related to the client registration:

create table oauth client details (
Client_id VARCHAR (256) PRIMARY KEY,
resource ids VARCHAR(256),
client secret VARCHAR(256),
scope VARCHAR(256),
authorized grant types VARCHAR(256),
web server redirect uri VARCHAR(256),
authorities VARCHAR (256),
access token validity INTEGER,
refresh token validity INTEGER,
additional information VARCHAR(4096),
autoapprove VARCHAR (256)

)5

7. To store all the issued access tokens, create the following table:

create table oauth _access token (
token_id VARCHAR (256) ,
token LONG VARBINARY,
authentication id VARCHAR (256) PRIMARY KEY,
user name VARCHAR(256),
client id VARCHAR(256),
authentication LONG VARBINARY,
refresh token VARCHAR(256)
);

8. Also run the following commands so Spring Security OAuth2 can store
the user's approvals and issue refresh tokens respectively:

create table oauth approvals (
userId VARCHAR (256),
clientId VARCHAR (256),
scope VARCHAR(256),
status VARCHAR(10),
expiresAt TIMESTAMP,
lastModifiedAt TIMESTAMP

)i

create table oauth refresh token (
token id VARCHAR(256),
token LONG VARBINARY,
authentication LONG VARBINARY

);

9. All the configurations that we were defining within the
OAuchAuthorizationServertlHTﬂlg}lthe ClientDetailsServiceConfigurer
instance, can now be done by inserting a new row into the
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cauth client details table by running the following SQL command:

INSERT INTO oauth client details
(client id, resource ids, client secret, scope, authorized grant t
web server redirect uri, authorities, access token validity, refre
additional information, autoapprove)

VALUES
('clientapp', null, '123456"',
'read profile,read posts', 'authorization code',
'http://localhost:9000/callback’,
null, 3000, -1, null, 'false');

10. To improve the client credentials protection, let's save an encrypted
client secret. Create a temporary main method (in any class you want),
just to generate an encrypted version of the client secret value as
presented in the following code:

public static void main(String[] args) {
BCryptPasswordEncoder encoder = new BCryptPasswordEncoder (4);
String clientSecret = "123456";
clientSecret = encoder.encode (clientSecret);
System.out.println(clientSecret);

11. Run the preceding source code and copy the client secret that will be
printed on standard output. Then, run the following update command on
MySQL database console (The following update command is already
using the right encrypted value for 123456 password):

UPDATE ocauth client details
SET client secret = '$2a$04SPXzjIdEJkglftLx.z9BaB.LmvgSOtOgl4acON3HCWZ2
WHERE client id = 'clientapp';

12. Create the oautnzauthorizationserver class, by injecting ONE DataSource
attribute (which must come from the javax.sq1 package) and override the
method presented in the following code to set up the
ClientDetailsServiceConfigurer 1O USE the present datasource attribute:

@Configuration

@EnableAuthorizationServer

public class OAuth2AuthorizationServer extends
AuthorizationServerConfigurerAdapter {

@Autowired
private DataSource dataSource;

@Override
public void configure (ClientDetailsServiceConfigurer clients) thrc
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clients.jdbc (dataSource) ;

13. Now declare the following beans within the oauth2authorizationserver

class to define the TokenStore, ApprovalStore and passwordEncoder
respectively:

@Bean
public TokenStore tokenStore() {
return new JdbcTokenStore (dataSource);
}
@Bean
public ApprovalStore approvalStore () {
return new JdbcApprovalStore (dataSource);

}

@Bean
public PasswordEncoder passwordEncoder () {
return new BCryptPasswordEncoder (4) ;

}

14. Just declaring the previous beans is not enough for Spring Security
OAuth2 to start using gpsc patasource to store tokens and approve data
entries. To do so, you need to override the following configure methods:

@Override
public void configure (AuthorizationServerEndpointsConfigurer endpoints
throws Exception ({
endpoints
.approvalStore (approvalStore())
.tokenStore (tokenStore());
}
@Override
public void configure (AuthorizationServerSecurityConfigurer security)
throws Exception {

security.passwordEncoder (passwordEncoder () ) ;

15. The Resource Server is similar to the others declared for the previous
recipes, as presented in the following code:

@Configuration
@EnableResourceServer

public class OAuth2ResourceServer extends ResourceServerConfigurerAdarg
@Override

public void configure (HttpSecurity http) throws Exception {
http
.authorizeRequests ()
.anyRequest () .authenticated() .and ()
.requestMatchers ()
.antMatchers ("/api/**");
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}

16. Create the usercontroiler and userprorile classes declared for the
previous recipes with the same content and the application will be ready
to be started.

17. Run the application through your IDE actions or by running the Maven
mvn spring-boot:run command.
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How it works...

This recipe showed you how to use a JDBC patasource to allow for client
details registration in a persistent manner. Besides the client details, the
OAuth 2.0 Provider configured also has the capability of saving access
tokens and approvals on the database as well. We did the client details
configuration just by defining the injected patasource with jabc property of
ClientDetailsServiceConfigurer. By dOll’lg lt, Spl'll’lg Securlty OAuth2 will
configure the internal class, sdabcciientpetailsserviceruilder that is in charge of
creating the sapcclientpetailsservice Which in turn implements
ClientDetailsService. 1 h€ clientDetailsservice INnterface defines just the
following method that serves the purpose of retrieving the client's registration
data:

|ClientDetails loadClientByClientId(String clientId) throws ClientRegistratior

The c1lientpetailsservice and ciientpetails interfaces defines the contract
required by Spring Security OAuth2 to manipulate and define client
registration data respectively. Now we are left with rokenstore and
approvalstore Interfaces. The Toxenstore defines the contract to store, retrieve,
remove, and even read authentication data related to tokens (which can be
access tokens or refresh tokens). The approvaistore interface defines methods
to add, retrieve, and revoke the Resource Owner's approvals. All these
interfaces allow for extension points that you can use to create custom
storage strategies for client details and tokens within the application.

Now that you know some important extension points provided by Spring
Security OAuth2, what happens when we run the application and perform the
authorization and token request phases? Start the application by running the
mvn spring-boot:run command and go to the following URL:

| http://localhost:8080/cauth/authorize?client id=clientappé&redirect uri=http:/

The Authorization Server will ask you for your credentials to authenticate
you and then you should approve the scope required by the raom-server
application. After granting permission to the ciientapp application , you will
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be redirected to the following URL with a different value for code parameter:

|http://localhost:9000/callback?code=lch2$

When you as the Resource Owner had approved the ciientapp to client access
your profile, a row will be created in the cautnh_approvais table. Run the
following query in your MySQL console to check for a new row.

select * from ocauth approvals;

Now if you request for a new access token by running the following CURL
command, you will receive a new access token generating a new row into the
oauthiaccessitokentablei

|cur1 -X POST --user clientapp:123456 http://localhost:8080/cauth/token -H "cc

Run the following SQL query to check for a new access token inside the
oauth_access_tokentable.

select * from oauth access token;
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There's more...

When using the database as we did for this recipe, you might notice that the
access token inserted into the cautn access toxen table i1s different from what
you've received in response to the CURL command to request for a new
access token. That's because, Spring Security OAuth2 serializes the
pefaultonuth2accessToken Object which represents an access token by itself.

Another thing to notice in this recipe is how the Resource Server knows we
are using a database to store access tokens. To validate access tokens the
Resource Server needs to check for the received access token against the
persisted one on the database. Such an operation is performed by
ResourceServerTokenServices ON€ Which relies on the current roxenstore available
in the Spring context. As both the Resource Server and Authorization Server
are running at the same context, the roxenstore available will be the
JdbcTokenstore bean that we have declared within the Authorization Server
configuration.
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See also

¢ Protecting resources using the Authorization Code grant type
e Using Redis as a token store
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Using Redis as a token store

This recipe will show you how to use Redis to store access tokens and also
approval information. Unlike the previous recipe, we won't use Redis to store
client details because this kind of data must be persistent and Redis uses a
memory data structure to store data.
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Getting ready

To run this recipe, you need a Redis database (make sure to set up Redis
authentication for production environment) along with the other tools, such as
your preferred IDE and tools that allow you to interact with the OAuth 2.0
Provider. The source code for this recipe is available on GitHub at https:/githu
b.com/PacktPublishing/OAuth-2.0-Cookbook/tree/master/Chapter02/redis-server.

173


https://github.com/PacktPublishing/OAuth-2.0-Cookbook/tree/master/Chapter02/redis-server

Download from finelybook www.finelybook.com

How to do it...

Perform the following steps to set up Redis to store tokens:

1. As the Redis database is a prerequisite, you need to download and install
Redis on your machine. Download the latest stable version from https://re
dis.io/download.

2. After downloading, go to the pownicaa directory and run the following
commands to compile Redis (notice that Redis is not officially
supported for Windows, but as per Redis documents you can look for
more details at https://github.com/MicrosoftArchive/redis:

tar xzf redis-4.0.1l.tar.gz
cd redis-4.0.1
make

3. After compiling Redis, you are ready to run the redis-server and reais-
<11 commands available within the src Redis directory.

4. Run the reais-server command to make Redis available for this recipe.
5. Create the initial project using Spring Initializr, as we did for other
recipes in this book. Go to https://start.spring.io/ and define the following
data:
o Set up the Group aS com.packt.example
e Define the Artifact as redis-server
e Add web, redis, and security as dependencies for this project
6. After creating the reais-server project, import it to your IDE. If using
Eclipse, import it as a Maven project.
7. Open the pon.xm1 file and add the following dependency for Spring
Security OAuth2:

<dependency>
<groupId>org.springframework.security.oauth</groupId>
<artifactId>spring-security-ocauth2</artifactId>
</dependency>

8. Open the appiication.properties file and add the following content to
configure the user's credentials and Redis connection:
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security.user.name=adolfo
security.user.password=123
spring.redis.url=redis://localhost:6379

9. Create the usercontroiler and uvsererorile classes declared in the previous
recipes with the same content into the package
com.packt.example.redisserver.api.

10. Create the fOHOWil’lg class within the com.packt.example.redisserver.config
package to configure the Resource Server details:

@Configuration
@EnableResourceServer
public class OAuth2ResourceServer extends ResourceServerConfigurerAdag

@Override
public void configure (HttpSecurity http) throws Exception {
http
.authorizeRequests () .anyRequest () .authenticated()
.and ()
.requestMatchers () .antMatchers ("/api/**");

11. And now, create the oauth2authorizationserver within the config sub-
package with the following content:

@Configuration

@EnableAuthorizationServer

public class OAuth2AuthorizationServer extends
AuthorizationServerConfigurerAdapter {

@Autowired
private AuthenticationManager authenticationManager;

@Override
public void configure (AuthorizationServerEndpointsConfigurer endpoir
endpoints.authenticationManager (authenticationManager) ;

}

@Override
public void configure (ClientDetailsServiceConfigurer clients)
throws Exception {
clients.inMemory ()
.withClient ("clientapp") .secret ("123456")
.authorizedGrantTypes ("password", "authorization code")
.scopes ("read profile", "read contacts");

12. Until this point, we are configuring the Authorization Server to store
both client credentials and tokens using the in-memory strategy. To start
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13.

using Redis, inject an instance of redisconnectionFactory within
OAuth2AuthorizationServer, dS follows:

@Autowired
private RedisConnectionFactory connectionFactory;

With an instance of redisconnectionFactory, we are ready to declare one
bean of type rokenstore Which uses Redis as the store strategy:

@Bean

public TokenStore tokenStore() {
RedisTokenStore redis = new RedisTokenStore (connectionFactory);
return redis;

14. Now that we have the reaisTokenstore, let's define the token store strategy

15.

by setting up the AuthorizationServerEndpointsConfigurer within the
oAuth2authorizationserver class, as presented in the following code (it
already has the configuration we did for authenticationManager):

@Override
public void configure (AuthorizationServerEndpointsConfigurer endpoints
throws Exception {
endpoints
.authenticationManager (authenticationManager)
.tokenStore (tokenStore () ) ;

Run the application through your IDE actions or by running the Maven
command, mvn spring-boot:run.
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How it works...

Looking at the configuration we did to use Redis as the token store strategy,
we just had to declare the appropriate bean, redisTokenstore, which
implements the rokenstore interface. This recipe shows you how Spring
Security OAuth2 allows for extensibility by simply implementing some
interfaces and using it within some configurers.

To check how reaisTokenstore persists the access tokens and related data, start
the redis-server application and try to request for an access token using one of
the authorized grant types declared, which are Authorization Code and
Password Credentials. For practical reasons, I will make the access token
request through the Password Credentials, as you can see in the following
CURL command:

|cur1 -X POST --user clientapp:123456 http://localhost:8080/cauth/token -H "ac

After running the previous command, the response should be a new access
token, as follows:

"access_token":"edf78a75-7aab-48£5-a6c5-0a0684208d74",
"token_type":"bearer",

"expires_ in":43140,

"scope":"read profile"

Then run the redis-c1i command to start exploring Redis to check if the
respective key was created and after starting the Redis console, run the xeys =
command. You will see some keys related to the access token recently issued,
as presented next:

) "auth to access:643c3ce5f£7876962d689f63a66a48d83"
) "access:edf78a75-7aab-48f5-a6c5-0a0684208d74"

) "client id to access:clientapp"
)
)

g W N

"uname to access:clientapp:adolfo"
"auth:edf78a75-7aab-48£f5-a6c5-0a0684208d74"

And if you want to know the value from one of the presented keys, just enter
the get <key name> command where the xey name could be
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auth to access:643c3ce5f7876962d689f63a66a48d83.
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See also

¢ Protecting resources using the Authorization Code grant type

e Using the Resource Owner Password Credentials grant type as an
approach for OAuth 2.0 migration

e Using the relational database to store tokens and client details
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Implementing client registration

This recipe shows you how to use Spring Security OAuth?2 to streamline the
development of OAuth 2.0 client registration so that you do not have to
worry about writing a code that interacts with the database. As you will learn,
Spring Security OAuth2 provides an abstraction, leaving you in charge of
creating just controller code and the respective views.
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Getting ready

To run this recipe, we have to create an OAuth 2.0 Provider project which
has at least one registered user (which is the Resource Owner), and we have
to use one relational database (MySQL for this recipe) and configure it
appropriately, as we did for rabms-server project that was created for the
recipe, Using a relational database to store tokens and client details.

The source code for this recipe is available on GitHub at https://github.com/Packt
Publishing/OAuth-2.0-Cookbook/tree/master/Chapter02/oauth2provider.

181


https://github.com/PacktPublishing/OAuth-2.0-Cookbook/tree/master/Chapter02/oauth2provider

Download from finelybook www.finelybook.com

How to do it...

Perform the following steps to create an OAuth 2.0 Provider that allows for
client registration:

1. Create the initial project using Spring Initializr as we did for other
recipes in this book. Go to https://start.spring.io/ and define the following
data:

o Set up the Group aS com.packt.example

e Define the Artifact as ocauth2provider

e Add web, ea, MysoL, security, and thyme1ear as dependencies for this
project

2. After creating the cauth2provider project, import it to your IDE. If using
Eclipse, import it as a Maven project.

3. Open the pon.xm1 file and add the following dependencies:

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-ocauth2</artifactId>
<version>2.2.0.RELEASE</version>

</dependency>

<dependency>
<groupld>org.webjars</groupId>
<artifactId>bootstrap</artifactId>
<version>3.3.5</version>

</dependency>

4. Add the following content into application.properties file to set up the
user's credentials, datasource, and gea properties, and the Thymeieart
property to avoid caching content (it's helpful when in development
mode so you do not have to restart an application every time when
something changes within the HTML files):

security.user.name=adolfo
security.user.password=123

spring.datasource.url=jdbc:mysqgl://localhost/cauth2provider
spring.datasource.username=cauth2provider
spring.datasource.password=123
spring.datasource.driver-class-name=com.mysql.jdbc.Driver
spring.jpa.properties.hibernate.dialect=org.hibernate.dialect.MySQL5Di
spring.jpa.properties.hibernate.hbm2ddl.auto=validate
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10.

spring.thymeleaf.cache=false

. After setting up the properties, create the vsercontrolier and userprofile

classes within the con. packt.example.oauth2provider.api package, the same
way as we did for other recipes in this chapter (look at the first recipe or
go to GitHub to see the contents of these classes). These classes will
provide the OAuth 2.0 protected API.

Then create the Resource Server and Authorization Server
configuration, the same way we did for the recipe Using a relational
database to store tokens and client details. But for didactical purposes,
remove the client secret encryption configuration within the
Authorization Server.

After creating the oauth2authorizationserver class with the same content
from the rdaoms-server project, add the following bean declaration at the
end of the class body:

@Bean
public ClientRegistrationService clientRegistrationService() {
return new JdbcClientDetailsService (dataSource);

}

Create the con. packt.example.oauth2provider.client package that will hold
all the classes related to the client registration.

To define the client type that someone can register at cauth2provider
application, let's create the following enun class within the previously
created package:

public enum ClientType {
PUBLIC, CONFIDENTIAL
}

As we want to provide a way for client registration, we need to map all
the attributes to an entity to be persisted and retrieved from the database.
When using Spring Security OAuth2, we have to implement the
ClientDetails Interface so that ciientregistrationserver can recognize the
entity we are talking about. Create the app1ication class within the
previous created package, implementing the ciientpetaiis interface, as
presented in the following code:
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public class Application implements ClientDetails {

}

11. Notice that we have to implement a lot of methods from the
clientpetails Interface. Each method will return data that will be
provided by the following properties that you must add at the beginning
of the Application class bOdY:

public class Application implements ClientDetails {
private String clientId;
private String clientSecret;
private ClientType clientType;
private Set<String> resourcelds new HashSet<>();
private Set<String> scope = new HashSet<>();
private Set<String> webServerRedirectUri = new HashSet<>();
private int accessTokenValidity;
private Map<String, Object> additionalInformation = new HashMap<> (
// all methods hidden

12. Create the setters presented in the following code, so that we can set up
all the values needed to register client details. The setters presented must
be created within the app1ication class:

public void setName (String name) {
additionalInformation.put ("name", name);

}

public void setClientType(ClientType clientType) {
additionalInformation.put("client type", clientType.name());

}

public void setClientId(String clientId) {
this.clientId = clientId;

}

public void setClientSecret (String clientSecret) {
this.clientSecret = clientSecret;

}

public void setAccessTokenValidity(int accessTokenValidity) {
this.accessTokenValidity = accessTokenValidity;

}

13. Now add the following methods to allow us to set up collection-based
attributes:

public void addRedirectUri (String redirectUri) {
this.webServerRedirectUri.add (redirectUri) ;

}

public void addScope (String scope) {
this.scope.add (scope) ;

}

public void addResourcelId(String resourcelId) {
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this.resourcelds.add (resourceld);

14. To finish the app1ication class creation, make sure the getters looks like
the following:

public String getClientId()

{ return clientId; }

public Set<String> getResourcelds ()

{ return resourcelds; }

public boolean isSecretRequired()

{ return clientType == ClientType.CONFIDENTIAL; }

public String getClientSecret ()

{ return clientSecret; }

public boolean isScoped()

{ return scope.size() > 0; }

public Set<String> getScope ()

{ return scope; }

public Set<String> getRegisteredRedirectUri ()

{ return webServerRedirectUri; }

public Collection<GrantedAuthority> getAuthorities()

{ return new HashSet<>(); 1}

public Integer getAccessTokenValiditySeconds ()

{ return accessTokenValidity; }

public Integer getRefreshTokenValiditySeconds ()

{ return null; }

public boolean isAutoApprove (String scope)

{ return false; }

public Map<String, Object> getAdditionalInformation ()

{ return additionalInformation; }

public Set<String> getAuthorizedGrantTypes ()

{
Set<String> grantTypes = new HashSet<>();
grantTypes.add ("authorization code");
grantTypes.add("refresh token");
return grantTypes;

15. Before creating the controller that will manage the client registration
flow, create the sasicciienttnfo class as presented in the following code.
This class maps all attributes to the registration form fields so that we
can effectively persist the client information (I have omitted getters and
setters just for brevity, but you must declare them):

public class BasicClientInfo {
private String name;
private String redirectUri;
private String clientType;
// getters and setters hidden
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16. Now, let's create the main class for this recipe, which is ciientcontroiiler,
as presented in the following code (this class must be created in the
same package as BasicclientInfo, Application, @nd clientType:

@Controller
@RequestMapping ("/client™)
public class ClientController ({
@Autowired
private ClientRegistrationService clientRegistrationService;

17. Notice that the registration endpoints will be rooted by the /ciient path.
All the actions will be mapped alongside the /ciient path (also notice
that we are not creating RESTful endpoints because that's not the
purpose of the recipe). Next, the following steps will present you with
all the actions that the ciientcontroiier class will provide and the
respective view (which 1s HTML files). Add the following method that
will be responsible for returning the registration view to the web
browser:

@GetMapping ("/register™)

public ModelAndView register (ModelAndView mv) {
mv.setViewName ("client/register");
mv.addObject ("registry", new BasicClientInfo());
return mv;

18. Create the register.htmlﬁﬁle inside the src/main/resources/templates/client
folder with the following content:

<!DOCTYPE html>
<html lang="en" xmlns:th="http://www.thymeleaf.org">

<head>
<title>ocauth2server</title>
<link href="../webjars/bootstrap/3.3.5/css/bootstrap.min.css"

rel="stylesheet" media="screen"></link>
<link href="/bootstrap-select.min.css" rel="stylesheet"></link>
</head>
<body>
<div class="container">
<div class="jumbotron">
<h1>0Auth2 Provider</hl>
</div>
<h2>Create your application (client registration)</h2>
<form action="#" th:action="@{/client/save}l" th:object="${registry
method="post">
<div class="form-group">
<label for="nome">Name:</label> <input class="form-control"
id="name" type="text" th:field="*{name}" />
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<div th:if="S${#fields.hasErrors('name')}" th:errors="*{name}">
name</div>

</div>
<div class="form-group">

<label for="redirectUri">Redirect URL:</label> <input
class="form-control" id="redirectUri" type="text"
th:field="*{redirectUri}" />

<div th:if="${#fields.hasErrors('redirectUri'") }"
th:errors="*{redirectUri}">Callback URL to receive the
authorization code</div>

</div>
<div class="form-group">

<label for="clientType">Type of application:</label>
<div>
<select id="clientType" class="selectpicker"
th:field="*{clientType}">
<option value="PUBLIC">Public</option>
<option value="CONFIDENTIAL">Confidential</option>
</select>
</div>

</div>
<div class="form-group">

<button class="btn btn-primary" type="submit">Register</buttor
<button class="btn btn-default" type="button"
onclick="javascript: window.location.href="'/'">Cancel</buttc

</div>
</form>

</div>

</body>
<script
<script
<script
</html>

src="/jquery.min.js"></script>
src="/bootstrap-select.min.js"></script>
src="../webjars/bootstrap/3.3.5/js/bootstrap.min.js"></script>

19. Notice that we need some assets such as CSS and JavaScript files.
Download the JavaScript libraries that I have provided at https://github.co
m/PacktPublishing/OAuth-2.0-Cookbook/tree/master/Chapter02/oauth2provider/src/
main/resources/static and copy each of these files to the
src/main/resources/static folder of the ocauth2provider pI'OjCCt.

To receive the client details information provided by the user, create the
following method at the end of the ciientcontroiier class body:

20.

@PostMapping ("/save")
public ModelAndView save (@Valid BasicClientInfo clientDetails, Bindinc

if (bindingResult.hasErrors()) { return new ModelAndView ("client/r
Application app = new Application();

app.setName (clientDetails.getName ()) ;

app.addRedirectUri (clientDetails.getRedirectUri());
app.setClientType (ClientType.valueOf (clientDetails.getClientType ()
app.setClientId (UUID.randomUUID() .toString()) ;

app.setClientSecret (UUID.randomUUID () .toString()) ;
app.setAccessTokenValidity (3000) ;

app.addScope ("read profile");
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app.addScope ("read contacts");
clientRegistrationService.addClientDetails (app) ;

ModelAndView mv = new ModelAndView ("redirect:/client/dashboard") ;
mv.addObject ("applications", clientRegistrationService.listClientL
return mv;

21. Add the following method to allow the user to remove a registered

22.

23.

application:

@GetMapping ("/remove")
public ModelAndView remove (@RequestParam(value = "client id", requirec

{
clientRegistrationService.removeClientDetails (clientId) ;
ModelAndView mv = new ModelAndView ("redirect:/client/dashboard") ;
mv.addObject ("applications", clientRegistrationService.listClientl
return mv;

And to allow the logged user to see all registered applications, create the
following method inside ciientcontroller:

@GetMapping ("/dashboard")

public ModelAndView dashboard (ModelAndView mv) {
mv.addObject ("applications", clientRegistrationService.listClientL
return mv;

Now, create the HTML file named dashvoard.ntm1 inside
src/main/resources/templates/client tO present all the registered clients:

<!DOCTYPE html>
<html lang="en" xmlns:th="http://www.thymeleaf.org">

<head>
<title>oauth2server</title>
<link href="../webjars/bootstrap/3.3.5/css/bootstrap.min.css"

rel="stylesheet" media="screen"></link>
<link href="/bootstrap-select.min.css" rel="stylesheet"></link>
</head>
<body>
<div class="container">
<div class="jumbotron"><hl>0OAuth2 Provider</hl></div>
<h2>Registered applications</h2>

<div th:if="${applications != null}">
<table class="table">
<tr>

<td>Application name</td>
<td>client type</td>
<td>client ID</td>
<td>client secret</td>
<td>Delete app</td>
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</tr>
<tr th:each="app : ${applications}">
<td th:text="${app.additionalInformation['name']}"></t
<td th:text="${app.additionalInformation['client type'
<td th:text="S${app.clientId}">client id</td>
<td th:text="${app.clientSecret}">client secret</td>
<td><a class="btn btn-danger" href="#"
th:href="@{/client/remove (client id=${app.clientId}
</tr>
</table>
</div>
<a class="btn btn-default" href="/client/register">Create a new ar
</div>
</body>
<script src="/jquery.min.js"></script>
<script src="/bootstrap-select.min.js"></script>
<script src="../webjars/bootstrap/3.3.5/js/bootstrap.min.js"></script>
</html>

24. Before trying to run the application, make sure you have created the
cauthzprovider database with the respective tables. If you have not
created the database yet, you can run the SQL commands available at hit
ps://github.com/PacktPublishing/OAuth-2.0-Cookbook/blob/master/Chapter02/oauth
2provider/database.sql.

25. The application now is ready to be executed by running the mvn spring-
boot : run command or through the IDE.
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How it works...

This recipe presents you with a classic Create, Retrieve, Update, and Delete
(CRUD) application for users to register applications the same way Facebook
and other providers do. But the most important concept to be considered here
is the ciientregistrationservice interface. By injecting this Spring Security
OAuth2 provided bean, we do not need to know how to persist and retrieve
client details from the database at all. In addition, we can also switch the type
of database to use without modifying the controller by itself. That's what
gives flexibility and extensibility for Spring projects. Notice that we are using
just methods to add, remove, and retrieve client details, but the
ClientRegistrationservice Interface also provides two more methods for
updating client details and client secrets:

public interface ClientRegistrationService {
void addClientDetails (ClientDetails clientDetails) throws ClientAlreadyExist
void updateClientDetails (ClientDetails clientDetails) throws NoSuchClientExc
void updateClientSecret (String clientId, String secret) throws NoSuchClientE
void removeClientDetails (String clientId) throws NoSuchClientException;
List<ClientDetails> listClientDetails();

But you may ask how the service we are wiring to ciientcontroller knows
how to use the JDBC interface to interact with the database that we have
created before? That's because of the bean declaration we have done within
OAuth2AuthorizationServer, dS follows:

@Bean
public ClientRegistrationService clientRegistrationService () {
return new JdbcClientDetailsService (dataSource) ;

}

To see the client registration process in action, start the application and go to
http://localhost:8080/client/dashboard SO you can see the following page (the
application will try to authenticate you, so enter the user credentials that you
have set up within the application.properties ﬁle):
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OAuth2 Provider

Registered applications

Application name client type client ID client secret Delete app

Create a new app

Then click on Create a new app and fill out the form content with relevant
data (you can use the same client details information presented in the
following screenshot):

OAuth2 Provider

Create your application (client registration)
Name:

My profile app

Redirect URL:

http://localhost:3000

Type of application:

Confidential -

Then click on Register and you will be redirected to the dashboard with the
new client registered details with client ID and client secret information
available, as follows:

Registered applications

Application name ~ client type client ID client secret Delete app

My client application ~ CONFIDENTIAL ~ eba3a6f6-b59b-47e8-a0e5-966efedf2ae5  9370cebf-7bff-4109-ba5s-4fadbI326da
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Now you can copy the client ID and client secret to start requesting an access
token and use it to retrieve the user's profile data the same way we did for the
other recipes. Just notice that we are providing the Authorization Code grant
type and supporting refresh tokens. You will notice that by looking at the
getAuthorizedGrantTypes method from the Application.ClaSS:

public Set<String> getAuthorizedGrantTypes () {
Set<String> grantTypes = new HashSet<>();
grantTypes.add ("authorization code");
grantTypes.add("refresh token");
return grantTypes;
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See also

¢ Protecting resources using the Authorization Code grant type
e Using relational database to store tokens and client details
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Breaking the OAuth 2.0 Provider in
the middle

This recipe will show how you can create an OAuth 2.0 Provider, dividing
Authorization Server and Resource Server responsibilities into different
projects.
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Getting ready

To run this recipe, you will need to create two different applications to
implement the Authorization Server and the Resource Server responsibilities.
As the Authorization Server is in charge of issuing access tokens and
Resource Server has to validate access tokens, both applications need a
shared database. In that way, the Resource Server can query for an access
token that was persisted in some database structure by the Authorization
Server. For this recipe, you will need Redis as the strategy for database
sharing.
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How to do it...

Perform the following steps to start creating the Authorization Server and
Resource Server separately:

1.

The first thing to do is to create both applications. Go to Spring Initializr
and generate the project for the Authorization Server named (Artifact) as
authorization-server and generate another project for the Resource Server
named (Artifact) as resource-server. With Spring Initializr, add wev,
security, and redis as dependencies for both projects (the group name is
up to you but [ am llSiIlg com.packt. example).

After generating those projects, unpack them and import them to your
IDE (if you are using Eclipse, you can import it as a Maven project).

. Now open the pom.xm1 file from both applications and add the following

dependency for Spring Security OAuth2:

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-ocauth2</artifactId>
</dependency>

Open the application.properties file from the authorization-server project
and add the following content:

security.user.name=adolfo
security.user.password=123
spring.redis.url=redis://localhost:6379

Open the application.properties file from the resource-server project and
add the following content (as we are running two applications at the
same time, they must listen to different server ports):

server.port=8081
spring.redis.url=redis://localhost:6379

To configure the Authorization Server, we don't have to write too much
code. Just create the oauth2authorizationserver class with the following
content inside authorization-server project (notice that we are using redis
as the TokenStore):
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@Configuration @EnableAuthorizationServer
public class OAuth2AuthorizationServer extends AuthorizationServerConft
@Autowired private RedisConnectionFactory connectionFactory;
@Autowired private AuthenticationManager authenticationManager;
public void configure (AuthorizationServerEndpointsConfigurer endpc
endpoints
.authenticationManager (authenticationManager)
.tokenStore (tokenStore()) ;
}
@Bean public TokenStore tokenStore() {
return new RedisTokenStore (connectionFactory);
}
public void configure (ClientDetailsServiceConfigurer clients) thrc
clients.inMemory ()
.withClient ("clientapp") .secret ("123456")
.redirectUris ("http://localhost:9000/callback™)
.authorizedGrantTypes ("authorization code" ,"password")
.scopes ("read profile", "read contacts");

7. If you want to test the Authorization Server, the application is ready to
be executed, but do not forget to start Redis before running the
Authorization Server.

8. Now we have to create the API that will be protected by OAuth 2.0
within the resource-server application. To do So, create the usercontroller
and vserprorile classes the same way we did for the first recipe. You can
create these classes within the comn. packt.example.resourceserver.api
package.

9. And now, create the oautn2resourceserver class inside the
com.packt.example.resourceserver.config]DaCkage:ﬁIHIlresourece—server

project, with the following content:

@Configuration @EnableResourceServer
public class OAuth2ResourceServer extends ResourceServerConfigurerAdagx
@Autowired
private RedisConnectionFactory connectionFactory;
@Override
public void configure (ResourceServerSecurityConfigurer resources)
resources.tokenStore (tokenStore()) ;
}
@Bean
public TokenStore tokenStore() {
return new RedisTokenStore (connectionFactory);
}
@Override
public void configure (HttpSecurity http) throws Exception {
http
.authorizeRequests () .anyRequest () .authenticated()
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.and ()
.requestMatchers () .antMatchers ("/api/**");

10. After creating the previous configuration, the Resource Server is ready
to be executed. If you have retrieved an access token from the running
Authorization Server, you can access the user's profile by sending a
request using port sos1, as presented in the following command:

| curl -X GET http://localhost:8081/api/profile -H "authorization: Beare
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How it works...

By running both applications, that is, the Authorization Server and Resource
Server projects, at the same time, we can request for the access token for the
application that's running on port soso and we can access the user's profile by
sending a request to port sos1. It's recommended to run the OAuth2 Provider
broken into two applications like we did for this recipe so we can decrease
the surface attack. Moreover, we can scale applications separately depending
on specific needs.

It's really important to notice that for this architecture to work, we need to use
database sharing so the access tokens issued by the Authorization Server can
be queried by the Resource Server when validating access tokens. Take a
look at the following image that depicts our current architecture:

. Reguests OAuth 2.0

Client App \?ﬁ protected resource
l I

Authorization Server Resource Server

Issues an access
token and store

it 6r1 Redis Validate the access
token at the same
repository (Redis)

Bear in mind that in the same way we are using Redis as the shared database,
you can also use any other NoSQL or relational database that are more
appropriate for your scenario. Consider the performance when comparing
between databases, because depending on how much the Resource Server
will be validating access tokens, you might need to scale up as is appropriate.
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In previous recipes that use databases to store access tokens, we were
configuring just the Authorization Server to know how to store access tokens.
But now that we are creating the Resource Server as a separate application,
how do you configure this application to know where to look for access
tokens so the Resource Server can evaluate any given access token?

Look at the following code that is present on the Resource Server
configuration class:

@Autowired
private RedisConnectionFactory connectionFactory;

@Override
public void configure (ResourceServerSecurityConfigurer resources) throws Exce
resources.tokenStore (tokenStore());

}

@Bean
public TokenStore tokenStore() {
return new RedisTokenStore (connectionFactory);

}

As you can see, we are configuring a rokenstore the same way we did for the
Authorization Server configuration. The difference is that we are setting the
token store to an instance of resourceserversecurityconfigurer.
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See also

e Protecting resources using the Authorization grant type
e Using the relational database to store tokens and client details
e Using Redis as a token store
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Using Gatling to load test the token
validation process using shared
databases

This recipe shows you how to evaluate the performance of a chosen
architecture for the OAuth 2.0 Provider created for the last recipe that relies
on shared databases as a Tokenstore.
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Getting ready

To run this recipe, you will have to use Gatling to create one load testing
project. Gatling relies on the Scala language, but don't worry about it because
I have already prepared a base project with Maven that will be helpful for this
recipe. Afterwards, we need some IDE to edit all the files appropriately. You
can use the Scala IDE for Eclipse, which is available at http://scala-ide.org/ or
you can use IntelliJ (to use IntellilJ you must install the Scala plugin by
navigating to Preferences/Plugins). To run this recipe, we will also need the
applications created for the last recipe to be running.
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How to do it...

Perform the following steps to create and load test the OAuth 2.0 Provider
that uses Redis as a shared token storage:

1.

Clone or download the project available at https:/github.com/adolfoweloy/sc
ala-maven-skel. As you will notice, this project is just a skeleton for the
recipe that we will be creating now. If you want to clone this project
using GitHub, just run the following command:

git clone git@github.com:adolfoweloy/scala-maven-skel

Now rename the scala-maven-ske1 project to load-testing by running the
following command (this command works for Linux or macOS X, so if
using Windows just use the user interface):

mv scala-maven-skel load-testing

Go to the 10ad-testing directory and open pom.xm1 With any editor you
want (I recommend using vim or any lightweight editor before
importing the project).

Make sure the artifact1d tag has the name 10ad-testing instead of scaia-
maven-skel.

Now open the Scala IDE for Eclipse and import the project as a Maven
project (the same way we import projects to Eclipse when using Java).
After importing the project, you might notice some errors because of
language compatibility. Open the project's preferences and click on the
Scala Compiler, as presented in the following screenshot:
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Git

Scala Installation Latest. 2.11 bundle [u_\,fnam'!c)

Java Build Path
¥ Java Code Style
¥ Java Compiler
P Java Editor

Project Compiler Settings

Javadoc Location Standard

F Maven
Project References deprecation
Run/Debug Settings e ire =

Secala Async Debugger
Scala Compiler a vars

Properties for load-testing2

Presentation Compil

T T
‘.:iﬁ.:i:“-. Advanced

Emit warning and |location for usages of d
Emit warning and |location for usages of fi

E Set level of generated debugging info. Ch

Scala Formatter =

Compiler flag for the optimizer in Scala 2.

ﬂ Target platform for object files. All JVM 1

Scala Organize Imports optimise
Task Tags gt S
P Validation
unchecked =
=

no-specialization
verbose
explaintypes

nowarn

Additional command line parameters:

Enable additional warnings where general
_. Pass an option to a plugin

Ignore @specialize annotations.

Output messages about what the compile

Explain type errors in more detail.

Generate no warnings.

-Xspurce:2.11 -Ymacro-expand:none

7. Then check the Use Project Settings option and choose Scala Installation
to be Latest 2.11 bundle (dynamic), as presented in the previous

screenshot.
Click on the Apply button, then OK.

*

9. Now that the compatibility problems have gone, open the pom.xm1 file
and add the following dependencies for Gatling:

<dependency>
<groupld>io.gatling</groupId>
<artifactId>gatling-app</artifactId>
<version>2.2.5</version>

</dependency>

<dependency>
<groupld>io.gatling</groupId>

<version>2.2.5</version>
</dependency>
<dependency>

<version>2.2.5</version>
</dependency>
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10.

11.

12.

Add the following dependencies because we need to interact with
OAuth 2.0 Provider endpoints:

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactId>httpclient</artifactId>
<version>4.5.3</version>

</dependency>

<dependency>
<groupIld>org.jsonds</groupIld>
<artifactId>jsonds-native 2.11</artifactId>
<version>3.5.2</version>

</dependency>

And, finally, to be able to run Gatling load tests using Maven, add the
following plugin inside the piugin tag within your pon.xm1 file:

<plugin>
<groupld>io.gatling</groupId>
<artifactId>gatling-maven-plugin</artifactId>
<version>2.2.4</version>
<executions>
<execution>
<goals>
<goal>execute</goal>
</goals>
</execution>
</executions>
</plugin>

The load test we are creating will interact with the OAuth 2.0 Provider
automatically instead of the using CURL or Postman tools. For practical
reasons, we will use the Resource Owner Password Credentials grant
type because if we use Authorization grant type, we would need more
sophisticated configuration. To retrieve access tokens using the
Password grant type, create a Scala object named oautnh within cauth2
package inside the src/main/scala directory. Make sure this object has the
following content:

object OAuth {
def getToken(): String = {
val url = "http://localhost:8080/cauth/token"
val auth = java.util.Base64.getEncoder ()
.encodeToString ("clientapp:123456".getBytes ("UTF-8")) ;
val post = new HttpPost (url)

post.addHeader ("Content-Type", "application/x-www—-form-urlencoded"
post.addHeader ("Authorization", "Basic " + auth)

val client = new DefaultHttpClient

val attributes = new ArrayList[NameValuePair] (1)
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attributes.add(new BasicNameValuePair ("grant type",

attributes.add(

attributes.add (new BasicNameValuePair ("password", "123"))

attributes.add(
(

post.setEntity(new UrlEncodedFormEntity (attributes))

( "password"))
new BasicNameValuePair ("username", "adolfo"))
(

new BasicNameValuePair ("scope", "read profile"))

val response = client.execute (post)
val responseString = new BasicResponseHandler () .handleResponse (re
responseString

13. Don't forget to add the following import statements to the recently

created oauth object:

import java.io.

import org.apache.commons.

import org.apache.http.

import org.apache.http.client.

import org.apache.http.client.methods.HttpPost
import org.apache.http.impl.client.DefaultHttpClient
import java.util.Arraylist

import org.apache.http.message.BasicNameValuePair

import org.apache.http.impl.client.BasicResponseHandler

import org.apache.http.client.entity.UrlEncodedFormEntity

14. Now, inside src/test/scala, Create the cauthzprovider package, then create
the authorizationscenarios Object within the newly created package with

the following content:

import oauth2.0OAuth

import io.gatling.core.Predef.

import io.gatling.http.Predef.

import org.jsonds.DefaultFormats

import org.jsonéds.native.JsonMethods.parse

object AuthorizationScenarios {
case class Token (access_ token:String)
implicit val formats = DefaultFormats
val jsValue = parse (OAuth.getToken())
val accessToken = "Bearer " + jsValue

.extract[Token] .access_ token

.exec (http("Validate access token scenario 1")
.get ("/api/profile")
.header ("Authorization", accessToken)

var scenariol = scenario("Validation of the access token (strategyl)

15. Then we must create a simulation, as follows, by using the previously

created scenario:
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import scala.concurrent.duration.

import io.gatling.core.Predef.

import io.gatling.http.Predef.

import oauth2.OAuth

import org.json4ds.DefaultFormats

import org.jsonéds.native.JsonMethods.parse

class ValidationSimulation extends Simulation {
val httpConf = http.baseURL ("http://localhost:8081")
val authorizationScenarios = List(
AuthorizationScenarios.scenariol.inject (rampUsers (100) over (10 sec
setUp (authorizationScenarios) .protocols (httpConf)

16. In the next step, you just need to create the gat1ing.cont file with the
following content. Notice that this file must be created inside the
src/test/resources project's folder:

gatling {
core {
outputDirectoryBaseName = "result"
runDescription = "Token validation using Redis as shared database"
encoding = "utf-8"
simulationClass = "oauth2provider.ValidationSimulation"
directory {
data = src/test/resources
results = target/gatling
bodies = src/test/resources
binaries = target/classes
}
}
charting {
indicators {
lowerBound = 5
higherBound = 10
}

17. Now go to your terminal and run the nvn gatiling:execute command to
start load testing the application (make sure that both the Authorization
Server and the Resource Server are running).
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How it works...

After creating the project for load testing and having everything configured,
the first thing we did was to create an object called oautn. We have created
this object as a helper to allow us to retrieve an access token before running
the load test, which, in this case, has the purpose of sending requests to
/api/profile SO you could evaluate the response times for access token
validation. As you might notice, we are using some Java classes besides
using Scala (that's because Scala runs on the JVM).

The next step we did was to create an object to describe the scenario which
basically creates an HTTP request to the /api/proriie endpoint using the
retrieved access token from the Authorization Server that we had configured
before. The following snippet of code shows how this HTTP request is being
created:

var scenariol = scenario("Validation of the access token (strategyl)")
.exec (http("Validate access token scenario 1")
.get ("/api/profile™)
.header ("Authorization", accessToken)

)

Finally, we have created one simulation (notice that validationsimulation
extends simulation) for the previously declared scenario describing how to run
the load test with the following strategy:

|AuthorizationScenarios.scenariol.inject(rampUsers(100) over (10 seconds)))

The strategy described, basically tells Gatling to run all the scenarios for 100
users in 10 seconds. So these 100 users (users here means we are simulating
requests from the client) will progressively send requests every second until
10 seconds have passed. By using this configuration, we are telling Gatling to
send 10 requests every second for 10 seconds.

In addition to the code written for this recipe, you also had to create the
configuration file that describes some directory information for Gatling to
know how to run all the application. Also notice that we have defined some
boundaries for response times that we are considering for this simulation. The
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lower bound was 5 and the higher bound was 10. These boundaries means the
response time boundaries in seconds. After running mvn gatling:execute ON My
machine, for example, I got the following result on my console output:

---- Global Information ---————=="""""""""""""""""""-"—"—“" "~~~ ————
> request count 100 (OK=100 KO=0 )

> min response time 2 (OK=2 KO=- )

> max response time 22 (OK=22 KO=- )

> mean response time 5 (OK=5 KO=- )

> std deviation 3 (OK=3 KO=- )

> response time 50th percentile 4 (OK=4 KO=- )

> response time 75th percentile 5 (OK=5 KO=- )

> response time 95th percentile 10 (OK=10 KO=- )

> response time 99th percentile 18 (OK=18 KO=- )

> mean requests/sec 10 (OK=10 KO=- )

---- Response Time Distribution ---------- - - - - - - - - - =" ="-"----0:\ - : . .. L
>t < 5 ms 62 ( 62%)

> 5 ms < t < 10 ms 33 ( 33%)

>t > 10 ms 5 ( 5%)

> failed 0 ( 0%)

All of these results can also be read by opening the generated report
presented at the end of the execution. If you open this report on your web
browser, you might see the following graphics:
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80

Number of Requests
=N
L]

0 | | = | |
t<5ms Sms<t<10 t>10ms failed
ms

This graphic report is just one of the many others that you can evaluate when
using Gatling.
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See also

e Using the Resource Owner Password Credentials grant type as an
approach for OAuth 2.0 migration

e Using Redis as token store

e Breaking the OAuth 2.0 Provider in the middle
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Using OAuth 2.0 Protected APIs

In this chapter, we will cover the following recipes:

Creating an OAuth 2.0 client using the Authorization Code grant type
Creating an OAuth 2.0 client using the Implicit grant type

Creating an OAuth 2.0 client using the Resource Owner Password
Credentials grant type

Creating an OAuth 2.0 client using the Client Credentials grant type
Managing refresh tokens on the client side

Accessing an OAuth 2.0 protected API with RestTemplate
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Introduction

The last chapter presented you with how to create your own OAuth 2.0
Provider by implementing both the Authorization Server and Resource
Server. All the interactions with the OAuth 2.0 Provider were made using
direct requests through the CURL command-line tool. This chapter will show
you how to create client applications using Spring Security OAuth2 and the
restTemplate INterface. As this chapter is focused on client applications (that
is, the third-party application that can be granted permissions by the Resource
Owner), you will also see how to manage refresh tokens at the client side.

All recipes in this chapters does not use TLS/SSL when
interacting with the OAuth Provider just for didactical

0 purposes. When running in production, you must use TLS/SSL
to protect every communication between the Client and the
QAuth Provider.

214



Download from finelybook www.finelybook.com

Creating an OAuth 2.0 client using
the Authorization Code grant type

This recipe presents you with how to create a client application that interacts
with the OAuth 2.0 Provider by using the Authorization Code grant type.
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Getting ready

To run this recipe, make sure you have an OAuth 2.0 Provider running on
your machine. I recommend you to use the project auth-code-server presented
in the first recipe from Chapter 2, Implementing Your Own OAuth 2.0 Provider
which is available at GitHub through https:/github.com/PacktPublishing/OAuth-2.0-
Cookbook/tree/master/Chapter02/auth-code-server. To have an OAuth 2.0 Provider
running, you will also need Java 8, Maven, and your preferred IDE.
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How to do it...

The next steps will present with you how to create the client application that
uses the Authorization Code grant type to retrieve an access token and to
interact with the user's profile endpoint:

1.

Create the project using Spring Initializr. Go to https://start.spring.io/ and
fill out the form using the following data:
o Set up the Group aS com.packt.example
e Define the Artifact as client-authorization-code
e Add web, security, Thymeleat, gea and uysor as dependencies for this
project (you can choose each of these dependencies through the
Spring Initializr main's page)

2. After creating the ciient-authorization-code project, import it to your

3.

IDE. If using Eclipse, import it as a Maven project.
Open the pom.xm1 file and add the following dependency, as we will use
the Spring Security OAuth2 project:

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-ocauth2</artifactId>
</dependency>

The client application we are writing for this recipe needs to store access
token related information and needs to create an association between the
access token and the current logged user. To allow it, run the following
SQL commands:

CREATE DATABASE clientdb;
CREATE USER 'clientdb'@'localhost' IDENTIFIED BY '123';
GRANT ALL PRIVILEGES ON clientdb.* TO 'clientdb'@'localhost';
use clientdb;
create table client user (

id bigint auto_increment primary key,

username varchar (100),

password wvarchar (50),

access token varchar (100) NULL,

access_token validity datetime NULL,

refresh token varchar (100) NULL
)

insert into client user (username, password) value ('aeloy', 'abc');
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5. Now, open the application.properties file and add the following content
to configure the data source and to add a custom port for this application
to run at the same time as the OAuth Provider:

server.
spring.
spring.
spring.
spring.
spring.
spring.
spring.

port=9000

http.converters.preferred-json-mapper=jackson
datasource.url=jdbc:mysqgl://localhost/clientdb
datasource.username=clientdb

datasource.password=123
datasource.driver-class-name=com.mysql.jdbc.Driver
jpa.properties.hibernate.dialect=org.hibernate.dialect.MySQL5Di
jpa.properties.hibernate.hbm2ddl.auto=validate

6. This client application will provide a web interface to allow the user to
see some fictitious data and her profile (which is stored within the
OAuth Provider). There will be two simple pages: the first one will just
provide one link to allow the user to navigate to the profile's page, and
the second will be the page which shows the user's profile. Let's create
the first web page as index.html inside the src/main/resources/templates

directory:

<!DOCTYPE html>

<html xmlns="http://www.w3.0rg/1999/xhtml" xmlns:th="http://www.thymel
<head><title>client app</title></head>

<body><a href="/dashboard">Go to your dashboard</a></body>

</html>

7. Then create the file dashboard.ntm1 within src/main/resources/templates
with the following content:

<body>

<!DOCTYPE html>
<html xmlns="http://www.w3.0rg/1999/xhtml" xmlns:th="http://www.thymel
<head><title>client app</title></head>

<hl>that's your dashboard</hl>
<table>
<tr><td><b>That's your entries</b></td></tr>
<tr th:each="entry : ${user.entries}">
<td th:text="${entry.value}">value</td>
</tr>
</table>
<h3>your profile from [Profile Application]</h3>
<table>
<tr>

<td><b>name</b></td>
<td th:text="${profile.name}">username</td>

</tr>
<tr>

<td><b>email</b></td>
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8.

10.

<td th:text="${profile.email}">email</td>
</tr>
</table>
</body>
</html>

To support the flow that will be managed by one controller, we need to
create some base classes. So create the class encry within the package
com.packt.example.clientauthorizationcode.user AS follows (thiS class will
be used to represent some user's fictitious data):

public class Entry {
private String value;
public Entry(String value)
{ this.value = value; }
public String getValue ()
{ return value; }

Create the class ciientuser with the following content within the same
package as the entry class. This class will represent the user's data inside
the database (add getters and setters, because it was hidden for brevity).
Notice that when importing all the referenced classes, your IDE will ask
you to chose from what package to import erransient annotation. Import
eTransient annotation from javax.persistence package:

@Entity
public class ClientUser {
@Id</span> @GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;
private String username;
private String password;
private String accessToken;
private Calendar accessTokenValidity;
private String refreshToken;
@Transient
private List<Entry> entries = new ArrayList<>();
// getters and setters hidden for brevity

The c1ientuser class previously declared, is an entity which can be
managed by JPA. So, let's declare a repository using the facilities
provided by Spring Data JPA. To do this, create the class vserrepository
within the same package as ciientuser as follows:

public interface UserRepository extends CrudRepository<ClientUser, Lor
Optional<ClientUser> findByUsername (String username) ;

}
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1.

12.

13.

Create the following class within the same package as the previous
classes, because we will need it to map all the fields retrieved by the
/api/profile endpoint from the OAuth Provider application (also, declare
the getters and setters):

public class UserProfile {
private String name;
private String email;
// getters and setters hidden for brevity

Before creating the controller class, let's first create some classes that are
in charge of managing the user's details from a security perspective.
Create the class ciientuserpetails wWhich implements thevserpetaiis
interface from Spring Security. This class should be created within the
p%uﬂiage com.packt.example.clientauthorizationcode.security.

public class ClientUserDetails implements UserDetails {
private ClientUser clientUser;
public ClientUserDetails(ClientUser user) { this.clientUser = user
public ClientUser getClientUser () { return clientUser; }
@Override public Collection<? extends GrantedAuthority> getAuthori

return new HashSet<>();

}
@Override public String getPassword() { return clientUser.getPassw
@Override public String getUsername () { return clientUser.getUserr
@Override public boolean isAccountNonExpired() { return true; }
@Override public boolean isAccountNonLocked() { return true; }
@Override public boolean isCredentialsNonExpired() { return true;
@Override public boolean isEnabled() { return true; }

Complementary to the ciientuserpetaiis class, create the class
ClientUserDetailsservice Within the same package as ClientUserDetails. AS
you might notice, the following class implements the vserpetailsservice
interface, which allows Spring Security to load user related data when
authenticating any user:

@Service
public class ClientUserDetailsService implements UserDetailsService {
@Autowired
private UserRepository users;
@Override
public UserDetails loadUserByUsername (String username) throws User
Optional<ClientUser> optionalUser = users.findByUsername (userr
if (!'optionalUser.isPresent()) {
throw new UsernameNotFoundException ("invalid username or ¢

}
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14.

15.

16.

17.

return new ClientUserDetails (optionalUser.get());

Now, to allow Spring Security to start using the vserpetaiisservice that
we have implemented in the previous step, create the following class to
configure security details within the same package as vserpetailsservice.

@Configuration @EnableWebSecurity
public class SecurityConfiguration extends WebSecurityConfigurerAdapte
@Autowired
private UserDetailsService userDetailsService;
@Override
protected void configure (AuthenticationManagerBuilder auth) throws
auth.userDetailsService (userDetailsService);

}

@Override
protected void configure (HttpSecurity http) throws Exception {
http.authorizeRequests () .antMatchers ("/", "/index.html")

.permitAll () .anyRequest () .authenticated () .and ()
.formLogin () .and ()
.logout () .permitAll () ;

At this moment we are ready to create the controller which will manage
all the requests to the respective client application endpoints. Create the
class userpashboara Within the package

com.packt.example.clientauthorizationcode.user.

@Controller
public class UserDashboard {

}

The first path to provide will be the root path of the application which
will be in charge of presenting the index.ntm1 page. Add the following
method inside vserpashboard:

@GetMapping ("/™)
public String home () {
return "index";

}

Before adding the method responsible for rendering dashboard.ntm1, add
the following attribute, which is the oauthorestrempiate bean, into the
class userpashboard. The oauth2restrempiate 1S provided by Spring Security
OAuth2 and will be configured further:
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@Autowired
private OAuth2RestTemplate restTemplate;

18. Now add the following methods within userpashooarda. These methods
will collaborate to retrieve the user's profile from the OAuth 2 Provider
application that must be running on port soso:

@GetMapping ("/dashboard")

public ModelAndView dashboard() {
ClientUserDetails userDetails = (ClientUserDetails) SecurityContex

.getContext () .getAuthentication() .getPrincipal () ;

ClientUser clientUser = userDetails.getClientUser();
clientUser.setEntries (Arrays.aslList (new Entry("entry 1"),new Entry
ModelAndView mv = new ModelAndView ("dashboard") ;
mv.addObject ("user", clientUser);
tryToGetUserProfile (mv) ;
return mv;

}

private void tryToGetUserProfile (ModelAndView mv) {

String endpoint = "http://localhost:8080/api/profile";

try {
UserProfile userProfile = restTemplate.getForObject (endpoint,
mv.addObject ("profile", userProfile);

} catch (HttpClientErrorException e) {
throw new RuntimeException("it was not possible to retrieve us

}

19. When using the Authorization Code grant type, if the current user does
not have any access token associated with its account, the
oauth2restTemplate INStance will start redirecting the user to the OAuth
Provider so she can be authenticated and granted the required
permissions. After granting all the permissions, the user is redirected
back to the redirect URI. To accept the request of the redirect URI, we
need to declare the appropriate method as follows. Declare the following
method callback within the userpashboard class:

@GetMapping ("/callback")
public ModelAndView callback() {
return new ModelAndView ("forward:/dashboard") ;

}

20. Now we have all the required logic to run the client application, but to
properly interact with the OAuth Provider we must do some
configurations and have to declare how to save and retrieve any access
token issued by the Authorization Server. Let's start by declaring the
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21.

22.

23.

24.

clientTokenservices class that will provide CRUD operations on token
related data. This class should be created within the

com.packt.example.clientauthorizationcode.oauth]DaCkageZ

@Service
public class OAuth2ClientTokenSevices implements ClientTokenServices {

Add the following attribute to inject userrepository and add the following
private method to retrieve token information related to the current
logged user:

@Autowired private UserRepository users;

private ClientUser getClientUser (Authentication authentication) {
ClientUserDetails loggedUser = (ClientUserDetails) authentication.
Long userId = loggedUser.getClientUser () .getId()
return users.findOne (userId);

Now, add the following method to retrieve any previously saved access
tokens:

@Override
public OAuth2AccessToken getAccessToken (OAuth2ProtectedResourceDetails
Authentication authentication) {
ClientUser clientUser = getClientUser (authentication);
String accessToken = clientUser.getAccessToken () ;
Calendar expirationDate = clientUser.getAccessTokenValidity():;
if (accessToken == null) return null;
DefaultOAuth2AccessToken oAuth2AccessToken = new DefaultOAuth2Acce
oAuth2AccessToken.setExpiration (expirationDate.getTime ()) ;
return oAuth2AccessToken;

Then add the following method to save an issued access token:

@Override

public void saveAccessToken (OAuth2ProtectedResourceDetails resource,
Authentication authentication, OAuth2AccessToken accessToken) {
Calendar expirationDate = Calendar.getInstance();
expirationDate.setTime (accessToken.getExpiration());
ClientUser clientUser = getClientUser (authentication);
clientUser.setAccessToken (accessToken.getValue())
clientUser.setAccessTokenValidity (expirationDate) ;
users.save (clientUser) ;

And finally, add the last method to allow the removing of an access
token (this might be performed because of token expiration or because
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of any other reason why an access token might become invalid):

@QOverride

public void removeAccessToken (OAuth2ProtectedResourceDetails resource,
Authentication authentication) {
ClientUser clientUser = getClientUser (authentication);
clientUser.setAccessToken (null) ;
clientUser.setRefreshToken (null);
clientUser.setAccessTokenValidity (null);
users.save (clientUser) ;

25. To finish creating all the OAuth 2.0 configurations to the client
application, create the class ciientconfiguration With the following
content within the same package as oauth2ciientTokenservices that we
previously created:

@Configuration @EnableOAuth2Client
public class ClientConfiguration {
@Autowired
private ClientTokenServices clientTokenServices;
@Autowired
private OAuth2ClientContext oauth2ClientContext;

26. Declare the following bean inside ciientconfiguration:

@Bean
public OAuth2ProtectedResourceDetails authorizationCode () {
AuthorizationCodeResourceDetails resourceDetails = new Authorizati

resourceDetails.setId ("oauth2server");
resourceDetails.setTokenName ("oauth token");
resourceDetails.setClientId ("clientapp")
resourceDetails.setClientSecret ("123456") ;
resourceDetails.setAccessTokenUri ("http://localhost:8080/0cauth/tok
resourceDetails.setUserAuthorizationUri ("http://localhost:8080/0at
resourceDetails.setScope (Arrays.asList ("read profile"));
resourceDetails.setPreEstablishedRedirectUri (("http://localhost:9C
resourceDetails.setUseCurrentUri (false);
resourceDetails.setClientAuthenticationScheme (AuthenticationScheme
return resourceDetails;

27. And declare the oauth2restrempiate bean that will be responsible for
managing all requests to OAuth 2.0 protected resources:

@Bean
public OAuth2RestTemplate oauth2RestTemplate () {
OAuth2ProtectedResourceDetails resourceDetails = authorizationCode

OAuth2RestTemplate template = new OAuth2RestTemplate (resourceDetai
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AccessTokenProviderChain provider = new AccessTokenProviderChain (
Arrays.asList (new AuthorizationCodeAccessTokenProvider()))

provider.setClientTokenServices (clientTokenServices);

template.setAccessTokenProvider (provider) ;

return template;

28. One important thing that must be done is to override the name of the
ssesstontp cookie that's created by default when implementing web
applications. Add the following method inside the class
ClientAuthorizationCodeApplication and make sure that this class
innplenlents ServletContextInitializer .

@Override
public void onStartup (ServletContext servletContext) throws ServletExc
servletContext.getSessionCookieConfig () .setName ("client-session");

}
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How it works...

The most important classes created in this recipe were ciientconfiguration and
oAuth2ClientTokenservices, Which add all that is required for our client
application to access OAuth's protected resources. The other classes are more
focused on the functionality by itself, which is to retrieve some fictitious
user's entries and her profile, that in turn is held by the OAuth profile
application.

Notice that clientconfiguration class, 1S annotated with econfiguration and
@EnableoAuth2client because we are both enabling our application as an OAuth
2.0 Client and we are declaring some other beans. ¢enabieoauthaciient
annotation imports another annotation called oauth2ciientconfiguration Which
in turn configures the context needed for an access token request.

The ciientconfiguration class declares two other important elements for an
OAuth 2.0 client which 1s implemented using Spring Security OAuth 2.0.
They are oAuth2ProtectedResourcebetails and OAuth2RestTemplate. The former
allows us to set up all the required data that is used for authorization and
token request phases. As you might realize, we are using the
AuthorizationCodeResourceDetails implementation of
OAuth2ProtectedResourcebetails. SpPring Security OAuth2 provides the resource
details of concrete classes for each grant type described by the OAuth 2.0
protocol.

When setting up the client ID, client secret, the URI to obtain the user's
authorization, and the URI to obtain access token, the application has
conditions to use the other declared bean, which is oauth2restTemp1ate. That's
one of the most important elements used in most of the recipes in this
chapter, because it's through this restremp1ate implementation that the
OAuth's dance starts executing, thus allowing for an access token request.

And what about oauth2ciientTokenservices? This class is declared as a service
by the use of the eservice annotation, which means that it can be injected
whenever you want (since the place you are injecting is managed by Spring's
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context). The class oauth2ciientTokenservices implements the interface

ClientTokenServices .

By implementing ciienttokenservices, the client application is able to retrieve,
save, or remove an access token from its database, allowing you to choose
where to save this data. For example, you might use another kind of database.

One important thing that we have done is to define another name for
ssesstontp cookie. We did this because as the OAuth Provider and the client
application are running at the same location (which is localhost), one
application will override the cookie created by the other application, leading
us to the impossibility of saving states between redirections performed by the
OAuth 2.0 protocol.

Now, to see all of the code implemented here in practice, start both the
OAuth Provider and the client application that we have created in this recipe.
After starting both the client application and the server, go to
http://localhost:9000 and click on co to your dashboard link that will be
rendered when visiting the index.ntm1 page. Then you will be prompted to log
in using the credentials defined for the client application, which was ac10y for
username and avc for the password (these credentials were created through
SQL commands in the recipe, but you may use anything that you want).

After logging in you will be redirected to the auth-code-server application
where you will need to enter the credentials defined at the Authorization
Server, which in my case was ado1fo and 123 for the username and password
respectively. Grant the required permissions and you will be redirected back
to the URI defined by the redirect uri parameter that will be handled by the
cal1back method defined within the vserpasnboard class. After being redirected
back to the ciient-authorization-code application, you should see the
dashboard page with the user's profile data.
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Creating an OAuth 2.0 client using
the Implicit grant type

This recipe will present you with how to implement a client application that
uses the Implicit grant type to retrieve an access token and to retrieve a user's
profile which is protected by the OAuth 2.0 protocol.
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Getting ready

To run this recipe, make sure you have an OAuth 2.0 Provider running on
your machine. I recommend you use the project inpiicit-server presented in C
hapter 2, Implementing Your Own OAuth 2.0 Provider. This project is
available on GitHub at https://github.com/PacktPublishing/OAuth-2.0-Cookbook/tree/
master/Chapter02/implicit-server. In addition, this recipe requires the use of the
database and table created for the first recipe, which was ciientabr and

client user respectively. To have an OAuth 2.0 Provider running, you will
need Java 8, Maven, jQuery, and your preferred IDE (remember that most
examples are presented using Eclipse).
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How to do it...

The next steps will present you with creating client applications that use the
Implicit grant type to retrieve an access token and to interact with the user's
profile endpoint:

1. Create the project using Spring Initializr. Go to https://start.spring.io/ and
fill out the form using the following data:
o Set up the Group aS com.packt.example
e Define the Artifact as client-implicit
e Add web, security, Thymeleat, gea, and mysor as dependencies for this
project (you can choose each of these dependencies through the
Spring Initializr's main page)
2. After creating the ciient-imp1icit project, import it to your IDE.
3. Open the pon.xm1 file and add the following dependency, as we will use
the Spring Security OAuth2 project:

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-ocauth2</artifactId>
</dependency>

4. This application relies on the database to store the user's credentials.
Make sure you have the database c1ientan and the table ciient user that
was created in the first recipe. In addition, make sure you have created
an entry for the ciient user table so you will be able to log in to the
client-implicit application (also clean the table fields access token,
access_token_validity’an(1refresh_token).

5. Now open the appiication.properties file and add the same content that
was defined in the first recipe to configure the data source and server
port.

6. This Client application will provide a web interface to allow the user to
see some fictitious data and her profile (which is stored within the
OAuth Provider). There will be two simple pages with similar content
used in the first recipe. There will be the files index.ntm1 and
dashboard.html 1nside the src/main/resources/templates djrectory.(}oloack
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to recipe one to see the content for these files, or look at the source code
available on GitHub at https://github.com/PacktPublishing/OAuth-2.0-Cookbook
/tree/master/Chapter03/client-implicit.

7. As the profile data will be retrieved on the client side, we will use Ajax
and the content will be presented dynamically. To do so, change the
table for the profile data of dashboarda.ntm1 to look like follows:

<table>
<tr>
<td><b>name</b></td>
<td><span class="name"></span></td>
</tr>
<tr>
<td><b>email</b></td>
<td><span class="email"></span></td>
</tr>
</table>

8. In addition, insert the following script tags after the body tag within the
dashboard.html file:

<script src="/jquery-2.2.0.min.Jjs"></script>
<script src="/profile.js"></script>

9. Download the jQuery minified version from https://code jquery.com/jquery-2
.2.0.min.js, add it to the src/main/resources/static folder, and create the

profile.js file within the same folder. Add the following JavaScript code
within profile.js:

$ (function () {

var fragment = window.location.hash;

var parameters = fragment.slice(l).split('&'");

var oauth2Token = {};

S (parameters) .each (function (idx, param) {
var keyValue = param.split('="');
oauth2Token[keyValue[0]] = keyValuel[l];

)

S.ajax ({

url: 'http://localhost:8080/api/profile’,
beforeSend: function (xhr) {
xhr.setRequestHeader ("Authorization", "Bearer " + oauth2Toke
b
success: function(data) {
$('.name') .text (data.name) ;
$('.email').text (data.email);
window.location.replace ("#");
b
error: function (jgXHR, textStatus, errorThrown) {
console.log(textStatus);
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10. Before creating the OAuth 2.0 configuration classes, you must create all
the classes that were also created for the first recipe. We need those
classes because we want the same features implemented for this recipe
(which is to retrieve the user's profile from the OAuth 2.0 Provider). So
make sure you have declared all the classes presented in the following
screenshot, within the ciient-imp1icit project, using the same source
code presented in ciient-authorization-code project from first recipe (all
the source code for these classes is also available on GitHub):

v {1 security
» [ ClientUserDetails.java
> |_Jﬁ ClientUserDetailsService.java
> JﬁSecurHyConﬁguraﬁonJava
v H3 user
P |} ClientUser.java
P |} Entry.java
- J?,UserDashboardJava
P |} UserProfile.java
| 2 gf,UserReposnoryJava

11. Regarding the class userpashboard, we need to make some changes
because of the flow defined by the Implicit grant type. Make sure the
userbashboard class has the following content:

@Controller
public class UserDashboard {
@Autowired
private OAuth2RestTemplate restTemplate;

@GetMapping ("/™)
public String home () { return "index"; }

@GetMapping ("/callback")

public ModelAndView callback() {
ClientUser clientUser = getClientUserData/();
ModelAndView mv = new ModelAndView ("dashboard") ;
mv.addObject ("user", clientUser);
return mv;

}

@GetMapping ("/dashboard")

public ModelAndView dashboard() {
ClientUser clientUser = getClientUserData/();
ModelAndView mv = new ModelAndView ("dashboard") ;
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mv.addObject ("user", clientUser);
startOAuth2Dance () ;
return mv;

}
private void startOAuth2Dance () { restTemplate.getAccessToken(); }

private ClientUser getClientUserData () {
ClientUserDetails userDetails = (ClientUserDetails) SecurityCor
.getContext () .getAuthentication () .getPrincipal();
ClientUser clientUser userDetails.getClientUser();
clientUser.setEntries (Arrays.aslList (new Entry("entry 1"), new
return clientUser;

12. Now let's move on to OAuth configurations. The first thing to do is to
create the oauth2ciientTokenservices Within the sub-package cautn. This
class must implement ciientTokenservices and must be equal to the
OAuth2ClientTokenservices that we created for client-authorization-code 1IN
the first recipe.

13. Then create the class ciientconfiguration, Which will have some changes
to suit to the Implicit grant type. This time, the implementation for
OAuth2ProtectedResourceDetails t0 be created will be of the
ImplicitResourceDetails type as follows:

@Configuration @EnableOAuth2Client

public class ClientConfiguration {
@Autowired private ClientTokenServices clientTokenServices;
@Autowired private OAuth2ClientContext ocauth2ClientContext;

@Bean
public OAuth2ProtectedResourceDetails implicitResourceDetails () {
ImplicitResourceDetails resourceDetails = new ImplicitResource

resourceDetails.setId ("oauth2server");
resourceDetails.setTokenName ("oauth token");
resourceDetails.setClientId("clientapp");
resourceDetails.setUserAuthorizationUri ("http://localhost:808C
resourceDetails.setScope (Arrays.asList ("read profile"));
resourceDetails.setPreEstablishedRedirectUri ("http://localhost
resourceDetails.setUseCurrentUri (false) ;
resourceDetails.setClientAuthenticationScheme (AuthenticationSc
return resourceDetails;

14. Add the following method to declare the oauthorestTempiate bean inside

ClientConfiguration:

| @Bean
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public OAuth2RestTemplate oauth2RestTemplate () {
OAuth2ProtectedResourceDetails resourceDetails = implicitResourcel
OAuth2RestTemplate template = new OAuth2RestTemplate (resourceDetai
AccessTokenProviderChain provider = new AccessTokenProviderChain (

Arrays.asList (new CustomImplicitAccessTokenProvider()));

provider.setClientTokenServices (clientTokenServices);
template.setAccessTokenProvider (provider) ;
return template;

15. Notice that we are supplying an instance of
CustomImplicitAccessTokenProvider as @ provider for the Implicit grant type.
In order for this code to compile, create the following class within the
same package of ciientconfiguration:

public class CustomImplicitAccessTokenProvider implements AccessTokent

@Override public OAuth2AccessToken obtainAccessToken (OAuth2Protect
AccessTokenRequest request) throws RuntimeException {
ImplicitResourceDetails resource = (ImplicitResourceDetails) c
Map<String, String> requestParameters = getParametersForTokenF
UserRedirectRequiredException redirectException = new UserRedi

resource.getUserAuthorizationUri (), requestParameters)
throw redirectException;

}

@Override public boolean supportsResource (OAuth2ProtectedResourcel
return resource instanceof ImplicitResourceDetails

&& "implicit".equals(resource.getGrantType());

}

@Override public OAuth2AccessToken refreshAccessToken (
OAuth2ProtectedResourceDetails resource, OAuth2RefreshToken re
AccessTokenRequest request) throws UserRedirectRequiredExcepti

return null;
}

@Override public boolean supportsRefresh (OAuth2ProtectedResourceDe
return false;

}

private Map<String, String> getParametersForTokenRequest (

ImplicitResourceDetails resource, AccessTokenRequest reque
// need to create the parameters to request an access token

16. The previous code is still incomplete because we did not create the
parameters required to request a new access token through the
authorization endpoint (which is done when using the Implicit grant
type). Add the following snippet of code inside the private method
getParametersForTokenRequest which bClOﬂgS to the

CustomImplicitAccessTokenProvider class:

| private Map<String, String> getParametersForTokenRequest (
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ImplicitResourceDetails resource, AccessTokenRequest request)

Map<String, String> queryString = new HashMap<String, String>();
queryString.put ("response type", "token");
queryString.put ("client id", resource.getClientId());
if (resource.isScoped()) {
queryString.put (
"scope", resource.getScope().stream().reduce((a, b) -> a +

}

String redirectUri = resource.getRedirectUri (request);

if (redirectUri == null) throw new IllegalStateException ("No redir
queryString.put ("redirect uri", redirectUri);

return queryString;

17. Now, open the class clienttmplicitapplication and make sure it
implements the servietcontextinitializer, overriding the method

onstartup as follows (remember that we are using this strategy to avoid
session collision):

@Override
public void onStartup (ServletContext servletContext) throws ServletExc
servletContext.getSessionCookieConfig() .setName ("client-session");

}

Before running the application, go to How it works... section
because this client application needs that the Resource Server
provides Cross-origin Resource Sharing (CORS) support.
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How it works...

This recipe has some subtleties regarding the ciientconfiguration class. The
first thing to notice is that we are declaring an oauth2protectedresourcebetails
bean of type tmpiicitresourcenetails. By using this concrete class to satisfy the
Implicit grant type requirements, notice that we are not setting up the client
secret and the token endpoint. This makes sense because the Implicit grant
type uses the authorization endpoint to deliver the access token implicitly in
such a way that the client does not need to make a request for the /cauth/token
endpoint.

The other interesting point to note is that we are using an instance of
CustomImplicitAccessTokenProvider O Create the OAuth2RestTemplate bean. When
oauth2RestTemplate tri€s to request an access token or tries to access some of
OAuth's protected resources, the obtainaccesstoken method from
CustomImplicitAccessTokenProvider triggers the user's redirection to the
authorization endpoint. The token extraction has to be done on the client side
(for example, using JavaScript).

Notice that for this client application to run without any problems, the
Resource Server must support Cross-origin Resource Sharing (CORS). So,
make sure the source code for the Resource Server configuration looks as
follows (you have to edit the class oauth2resourceserver.java from the impiicit-
server project recommended for this recipe):

@EnableResourceServer
public class OAuth2ResourceServer extends ResourceServerConfigurerAdapter {
@Override public void configure (HttpSecurity http) throws Exception {
http.authorizeRequests ()
.anyRequest () .authenticated () .and ()
.requestMatchers () .antMatchers ("/api/**") .and ()
.cors();

In addition, you also need to add the following annotation above the method
declaration for the profile endpoint of the implicit-server application. The
following snippet of code shows the usage of the ecrossorigin annotation:
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@Controller
public class UserController {
@CrossOrigin
@RequestMapping ("/api/profile")
public ResponseEntity<UserProfile> profile() {
// body of this method hidden for brevity
}

Start the applications impiicit-server and client-implicit and go to
http://localhost:9000. After logging in with the same credentials used for the
first recipe and after granting permissions, you will be redirected back to
client-implicit With the access token presented through a URI fragment
(which is extracted by the prorile.js JavaScript). Notice that the fragment is
cleaned so as to prevent the user from looking up the access token.
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There's more...

Notice that instead of using the ImplicitAccessTokenProvider from Sprlng
Security OAuch, we have created the class CustomImplicitAccessTokenProvider.
We did this because the implementation provided by the framework is using
a different approach to retrieve access tokens through the Implicit grant type.
Instead of only using the authorization endpoint, the implementation from
Spring Security OAuth2 is using the token endpoint which does not adhere to
OAuth 2.0's specifications. There might be good reasons to do so, but as this
book follows what is defined by OAuth 2.0's specifications, this recipe
presented a customized version for the tmplicitaccessTokenprovider.
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See also

e Creating an OAuth 2.0 client using the Authorization Code grant type
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Creating an OAuth 2.0 client using
the Resource Owner Password
Credentials grant type

This recipe shows you how to create an OAuth 2.0 client application using
the Resource Owner Password Credentials grant type.
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Getting ready

To run this recipe, make sure you have an OAuth 2.0 Provider running on
your machine. I recommend you use the project password-server presented in C
hapter 2, Implementing Your Own OAuth 2.0 Provider. This project is
available on GitHub at https://github.com/PacktPublishing/OAuth-2.0-Cookbook/tree/
master/Chapter02/password-server. In addition, this recipe requires the use of the
databases and tables created for the first recipe which were ciientan and
client user respectively. Besides having an OAuth 2.0 Provider running, you
will need Java 8, Maven, and your preferred IDE (remember that most
examples are presented using Eclipse).
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How to do it...

The next steps will help you create a client application that uses the Resource
Owner Password Credentials grant type to retrieve an access token and to
interact with the user's profile endpoint:

1. Create the project using Spring Initializr. Go to https://start.spring.io/ and
fill out the form using the following data:
o Set up the Group aS com.packt.example
e Define the Artifact as client-password
e Add web, security, Thymeleat, gea and uysor as dependencies for this
project (you can choose each of these dependencies through the
Spring Initializr's main page)
2. After creating the ciient-imp1icit project, import it to your IDE.
3. Open the pon.xm1 file and add the following dependency, as we will use
the Spring Security OAuth2 project:

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-ocauth2</artifactId>
</dependency>

4. This application relies on the database to store user's credentials. Make
sure you have the database ciientab and the table ciient user that were
created in the Creating an OAuth 2.0 Client using the Authorization
Code grant type recipe. In addition, make sure you have created an entry
for the c1ient user table so you are able to log in to the ciient-password
application.

5. Now open the appiication.properties file and add the same content that is
defined in the Creating an OAuth 2.0 client using the Authorization
Code grant type recipe to configure the datasource and server port.

6. This client application will provide the same web interfaces that we
provided for the first recipe where you were presented with how to
create a Client using the Authorization Code grant type. So copy
index.html and dashboard.html from the client-authorization-code project
inside the folder src/main/resources/templates, from the client-password
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project.

7. Make sure you have created all classes highlighted in the following
screenshot. These classes should have the same content present as in the
client-authorization-code Project. Just copy those classes to their
respective packages as presented below (do not copy the classes that are
not highlighted because this recipe will present you with how you can
create them):

¥ [ src/mainfjava
v % com.packt.example.clientpassword
¥ {f} oauth
> E}S ClientConfiguration.java

-, OAuth2ClientTokenSevices.java

¥ £} security

If ClientUserDetails.java

[ » FfClientUserDetailsService.java
_]i SecurityConfiguration.java
v i user

I8 ClientUser.java
i} Entry.java

> ES UserDashboard.java

I% UserProfile.java
I% UserRepository.java

> E}S ClientPasswordApplication.java

8. Now create the class userpashnoard within the package presented in the
previous screenshot and add the following content:

@Controller
public class UserDashboard ({
@Autowired
private OAuth2RestTemplate restTemplate;
@Autowired
private AccessTokenRequest accessTokenRequest;
@GetMapping ("/")
public String home () { return "index"; }
@GetMapping ("/callback")
public ModelAndView callback () {
return new ModelAndView ("forward:/dashboard") ;
}
@GetMapping (" /dashboard")
public ModelAndView dashboard() {
ClientUserDetails userDetails = (ClientUserDetails) SecurityCc
.getContext () .getAuthentication () .getPrincipal();
ClientUser clientUser = userDetails.getClientUser();
clientUser.setEntries (Arrays.asList (new Entry("entry 1"), new
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ModelAndView mv = new ModelAndView ("dashboard") ;
nv.addObject ("user", clientUser);
tryToGetUserProfile (mv) ;
return mv;
}
private void tryToGetUserProfile (ModelAndView mv) {
accessTokenRequest.add ("username", "adolfo");
accessTokenRequest.add ("password", "123");
String endpoint = "http://localhost:8080/api/profile";
try |
UserProfile userProfile = restTemplate.getForObject (endpoi
mv.addObject ("profile", userProfile);
} catch (HttpClientErrorException e) {
throw new RuntimeException ("it was not possible to retriev

9. Then create the class ciientconfiguration as follows:

@Configuration @EnableOAuth2Client
public class ClientConfiguration {
@Autowired
private ClientTokenServices clientTokenServices;
@Autowired
private OAuth2ClientContext ocauth2ClientContext;
@Bean
public OAuth2ProtectedResourceDetails passwordResourceDetails () {
ResourceOwnerPasswordResourceDetails resourceDetails = new Res
resourceDetails.setId("ocauth2server");
resourceDetails.setTokenName ("oauth token");
resourceDetails.setClientId("clientapp");
resourceDetails.setClientSecret ("123456") ;
resourceDetails.setAccessTokenUri ("http://localhost:8080/cautt
resourceDetails.setScope (Arrays.asList ("read profile"));
resourceDetails.setClientAuthenticationScheme (AuthenticationSc
return resourceDetails;

}

@Bean
public OAuth2RestTemplate oauth2RestTemplate () {
OAuth2ProtectedResourceDetails resourceDetails = passwordResot

OAuth2RestTemplate template = new OAuth2RestTemplate (resourcel
ocoauth2ClientContext) ;

AccessTokenProviderChain provider = new AccessTokenProviderChe
Arrays.asList (new ResourceOwnerPasswordAccessTokenProv

provider.setClientTokenServices (clientTokenServices);

template.setAccessTokenProvider (provider) ;

return template;
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How it works...

Besides declaring the appropriate bean to configure resource details using the
class ResourceOwnerPasswordResourceDetails, WEC are also declaring one bean of
type oauth2restTemplate Which uses the respective provider for the current
grant type being addressed. That is, we are setting up an instance of
ResourceOwnerPasswordAccessTokenProvider ﬂDrtkK:OAuchRestTemplate.1jlese]{h1ds
of configurations are not so special now that you have learned how to
configure the Authorization Code and Implicit grant types. But there is
something interesting happening inside the userpashovoarda class, within the
method tryrocetuserprorite. Let's take a look at the following snippet of code:

private void tryToGetUserProfile (ModelAndView mv) {
accessTokenRequest.add ("username", "adolfo");
accessTokenRequest.add ("password", "123");
// code hidden for brevity

We are setting up the user's credentials because we are using the Resource
Owner Password Credentials grant type. By doing so, we can define the
user's credentials through an instance of accesstokenrequest Which is created
by Spring Security OAuth2 with a request scope that is preserved by the
Defaultohuth2ClientcContext INStance which is session scoped.

Start both client and server applications, g0 t0 http://1ocalhost: 9000, and start
the same navigation process that you have done for the previous recipes
(make sure to clean the token related fields on ciient user table from ciientd
database and make sure to clean your project to prevent against cache issues).
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There's more...

Y ou might have realized that when setting up the user's credentials before
trying to access OAuth's protected resources at the userpashboarda class, we
were using hard coded credentials. A better approach here would be to ask
for the user's credentials (these must be the credentials the user has at the
Authorization Server instead of the credentials that she has in the client
application) and start setting up the username and password dynamically. Try
to do it as an exercise and do not forget to throw the credentials away after
receiving the access token issued by the Authorization Server. It's really
important to not persist the user's sent credentials.
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See also

e Creating an OAuth 2.0 client using the Authorization Code grant type
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Creating an OAuth 2.0 client using
the Client Credentials grant type

This recipe will help you create a client application using the Client
Credentials grant type. The project shown in this recipe retrieves the user's
profile from the running OAuth provider available. Unlike the other grant
types, when using Client Credentials the application will access OAuth's
protected resources on its own behalf, so the client application doesn't need
any user's approval.
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Getting ready

To run this recipe, make sure you have an OAuth 2.0 Provider running on
your machine. I recommend you to use the project client-credentials-server
presented in Chapter 2, Implementing Your Own OAuth 2.0 Provider. If you
have any doubt about the source code presented in this recipe, do not hesitate
to download the source code available on GitHub at https:/github.com/PacktPubli
shing/OAuth-2.0-Cookbook/tree/master/Chapter02/client-credentials-server. Besides
having an OAuth 2.0 Provider running, you will need Java 8, Maven, and
your preferred IDE (remember that most examples are presented using
Eclipse).
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How to do it...

The next steps will present you with how you can create a client application
that uses the Client Credentials grant type:

1. Create the project using Spring Initializr. Go to https:/start.spring.io/ and
fill out the form using the following data:
o Set up the Group aS com.packt.example
e Define the Artifact as ciient-client-credentials
e Add web, security, and thyme1lear as dependencies for this project
2. After creating the cilient-client-credentials project, import it to your
IDE.
3. Open the pon.xm1 file and add the following dependency, as we will use
the Spring Security OAuth2 project:

<dependency>
<groupId>org.springframework.security.oauth</groupId>
<artifactId>spring-security-oauth2</artifactId>
</dependency>

4. Add the fOHOWng content to the application.properties file:

server.port=9000

security.user.name=admin

security.user.password=123
spring.http.converters.preferred-json-mapper=jackson

5. This Client application will provide the same web interfaces that we
provided for Creating an OAuth 2.0 client using the Authorization Code
grant type recipe. So, COPY index.html and dashboard.htm1 from the ciient-
authorization—codejprOjeCtintO the folder src/main/resources/templates of
the client-client-credentials prqject

6. Change the nmr body content of dashboarda.ntmi file to what follows:

<table>
<tr>
<td><b>name</b></td>
<td><b>email</b></td>
</tr>
<tr th:each="user : ${users}">
<td th:text="${user.name}">name</td>
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<td th:text="${user.email}">email</td>
</tr>
</table>

7. For this recipe, instead of persisting access tokens related to data inside
any database, let's keep this information available through the user's
session. To do this, create the following class within the cautn sub-
package:

@Repository
@Scope (value = "session", proxyMode = ScopedProxyMode.TARGET CLASS)
public class SettingsRepository {

private String accessToken;

private Calendar expiresIn;

public String getAccessToken() { return accessToken; }

public void setAccessToken (String accessToken) { this.accessToken
public Calendar getExpiresIn() { return expiresIn; }

public void setExpiresIn(Calendar expiresIn) { this.expiresIn = ex

8. Create the class oauth2ciientTokenservices With the following content
ushlg SettingsRepositoryinstead,OflmersRepository:

@Service
public class OAuth2ClientTokenSevices implements ClientTokenServices {
@Autowired private SettingsRepository settings;
public OAuth2AccessToken getAccessToken (
OAuth2ProtectedResourceDetails resource, Authentication auther

String accessToken = settings.getAccessToken () ;

Calendar expirationDate = settings.getExpiresIn();

if (accessToken == null) return null;

DefaultOAuth2AccessToken oAuth2AccessToken = new DefaultOAuthZ
oAuth2AccessToken.setExpiration (expirationDate.getTime ()) ;

return oAuth2AccessToken;
}
public void saveAccessToken (OAuth2ProtectedResourceDetails resourc
Authentication authentication, OAuth2AccessToken accessTok
Calendar expirationDate = Calendar.getInstance();
expirationDate.setTime (accessToken.getExpiration());
settings.setAccessToken (accessToken.getValue());
settings.setExpiresIn (expirationDate) ;
}
public void removeAccessToken (OAuth2ProtectedResourceDetails resot
Authentication authentication) {
settings.setAccessToken (null) ;
settings.setExpiresIn(null);

9. Create the class userrrorile in the same way we did for the previous
recipes so the results from /api/users endpoint declared at ciient-
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10.

11.

12.

13.

credentials-server project, can be properly unmarshalled to a value
object (which is usereroriie). This class might be declared within the
cauth Sub-package as with the other OAuth related classes.

Finally, the last OAuth related class to create is ciientconfiguration
which will be the configuration class to declare two important beans. As
you might expect, we have to declare oauth2protectedresourcepetails and
oauth2restTemplate a8 W€ did for the other recipes. Declare the class
ClientConfiguration USing the same annotations and inject the same
dependencies that we added for the ClientConfiguration of the c1ient-
authorization—codejprOjeCt

Then, add the oauth2protectedresourcenetails bean's declaration inside

ClientConfiguration:

@Bean

public OAuth2ProtectedResourceDetails passwordResourceDetails () {
ClientCredentialsResourceDetails details = new ClientCredentialsRe
details.setId("oauth2server");
details.setTokenName ("oauth token");
details.setClientId("clientadmin") ;
details.setClientSecret ("123");
details.setAccessTokenUri ("http://localhost:8080/0cauth/token");
details.setScope (Arrays.asList ("admin™)) ;
details.setClientAuthenticationScheme (AuthenticationScheme.header)
return details;

And add the oautnoresttemplate bean declaration as follows:

@Bean
public OAuth2RestTemplate oauth2RestTemplate () {
OAuth2ProtectedResourceDetails resourceDetails = passwordResourcel

OAuth2RestTemplate template = new OAuth2RestTemplate (resourceDetai

AccessTokenProviderChain provider = new AccessTokenProviderChain (
Arrays.aslList (new ClientCredentialsAccessTokenProvider()))

provider.setClientTokenServices (clientTokenServices);

template.setAccessTokenProvider (provider) ;

return template;

After creating the security and OAuth configurations, create the class
AdminDashboard as follows:

@Controller
public class AdminDashboard {
@Autowired
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private OAuth2RestTemplate restTemplate;

@GetMapping ("/™)
public String home () { return "index"; }

@GetMapping ("/callback")
public ModelAndView callback() { return new ModelAndView ("forward:

@GetMapping (" /dashboard")
public ModelAndView dashboard() {
ModelAndView mv = new ModelAndView ("dashboard") ;

String endpoint = "http://localhost:8080/api/users";
try |
UserProfile[] users = restTemplate.getForObject (endpoint,

mv.addObject ("users", users);
} catch (HttpClientErrorException e) {

throw new RuntimeException("it was not possible to retriev
}

return mv;
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How it works...

The main difference between this recipe and the others is that we have just
declared an admin user which does not have any entry at the OAuth Provider
application. This means that this application is not accessing resources on the
user's behalf but on its own behalf. If you look at the resource details
configuration, we are creating an instance of ciientcredentialsresourcepetails
and setting up just the /oauth/token endpoint and client credentials, because
now the client application doesn't need to redirect the user to another
application (there is no OAuth 2.0 dance).

The creation of the oauthorestrempiate 1S also different because we are using
another provider implementation which is

ClientCredentialsAccessTokenProvider.

Start both ciient-credentials-server and client-client-credentials and g0 to
http://localhost:9000 to start interacting with the client application created in
this recipe. Notice that the currently logged user (which should be the admin)
does not share any credentials and isn't redirected to any other application.
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See also

e Creating an OAuth 2.0 client using the Authorization Code grant type
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Managing refresh tokens on the
client side

This recipe will show you how to add support for refresh tokens. As you will
realize, by using Spring Security OAuth2 it becomes simple to start persisting
refresh tokens, and all the logic to recognize when it's time to use the refresh
token to ask for a new access token will be done by Spring Security OAuth2.
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Getting ready

To run this recipe, make sure you have an OAuth 2.0 Provider running on
your machine. I recommend you use the project auth-code-server presented in
Chapter 2, Implementing Your Own OAuth 2.0 Provider. If you have any
doubts about the source code presented in this recipe, do not hesitate to
download the source code available on GitHub at https://github.com/PacktPublishi
ng/OAuth-2.0-Cookbook/tree/master/Chapter03/client-refresh-token. This recipe also
relies on a database that was created in the Creating an OAuth 2.0 client
using the Authorization Code grant type recipe for the ciient-authorization-
code project.

The database creation commands declare the column to persist
0 the refresh token.
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How to do it...

The next steps will present you with how you can add support for refresh
tokens to Client applications that are able to use refresh tokens.

Remember that refresh tokens should be supported when using
Authorization Code and Resource Owner Password Credentials
grant types. When using the Implicit grant type there is no need
for refresh tokens because it's expected that the user is present
when the access token expires and the Client application needs
to ask for a new access token. And when using the Client
Credentials grant type, the Client application can ask for a new
access token by not relying on the user's approval.

1. For this recipe, instead of creating a new project you must use the
application ciient-authorization-code project shown in the first recipe of
this chapter.

2. Import the project ciient-authorization-code and open the class
OAuth2ClientTokenServices.

3. Change the method getaccesstoken to look as follows:

@Override
public OAuth2AccessToken getAccessToken (OAuth2ProtectedResourceDetails
ClientUser clientUser = getClientUser (authentication);

String accessToken = clientUser.getAccessToken () ;

Calendar expirationDate = clientUser.getAccessTokenValidity();

if (accessToken == null) return null;

DefaultOAuth2AccessToken oAuth2AccessToken = new DefaultOAuth2Acce

oAuth2AccessToken.setExpiration (expirationDate.getTime ()) ;

oAuth2AccessToken.setRefreshToken (new
DefaultOAuth2RefreshToken (clientUser.getRefreshToken()));

return oAuth2AccessToken;

4. Then replace the method saveAccessToken fI'Ol’l’l OAuth2ClientTokenServices
with the snippet of code presented next:

@Override
public void saveAccessToken (OAuth2ProtectedResourceDetails resource,
Authentication authentication, OAuth2AccessToken accessToken)
Calendar expirationDate = Calendar.getInstance();
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expirationDate.setTime (accessToken.getExpiration());

ClientUser clientUser = getClientUser (authentication);
clientUser.setAccessToken (accessToken.getValue())
clientUser.setAccessTokenValidity (expirationDate) ;
clientUser.setRefreshToken (accessToken.getRefreshToken () .getValue (
users.save (clientUser) ;

5. And finally, replace the removeaccessToken method with the following one:

public void removeAccessToken (OAuth2ProtectedResourceDetails resource,
Authentication authentication) {
ClientUser clientUser = getClientUser (authentication);
clientUser.setAccessToken (null) ;
clientUser.setRefreshToken (null);
clientUser.setAccessTokenValidity (null) ;
users.save (clientUser) ;

6. For this new client to work, the application auth-code-server from Chapter
2, Implementing Your Own OAuth 2.0 Provider needs to add support for
refresh tokens. Make sure that the conrigure method from the
Authorization Server configuration looks like the code presented below
(notice the use of the refresh token grant type and the use of the
accessTokenValiditySecondsrneﬂJOd)Z

@Override

public void configure (ClientDetailsServiceConfigurer clients)
throws Exception ({
clients.inMemory () .withClient ("clientapp") .secret ("123456")
.redirectUris ("http://localhost:9000/callback™)
.authorizedGrantTypes ("authorization code", "refresh token")
.accessTokenValiditySeconds (120)
.scopes ("read profile", "read contacts");
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How it works...

This recipe showed how easy it can be when using some Spring Security
OAuth2 configuration classes. Just by persisting the refresh tokens and
setting their value to an instance of oauth2accesstoken , all the logic required to
send a request to the OAuth Provider when an access token expires is done
by the framework behind the scenes. When oauthzrestrempiate starts trying to
access OAuth's protected resources, it will invoke the obtainaccesstoken
method from accessTokenproviderchain Which implements the logic to decide
when to use the refresh token to retrieve a new access token.
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See also

e Creating an OAuth 2.0 client using the Authorization Code grant type
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Accessing an OAuth 2.0 protected
API with RestTemplate

This recipe is useful when you don't have Spring Security OAuth2 in your
project but are still using the Spring Framework. Instead of using
OAuth2RestTemplate, this recipe shows you how to use raw restTemplate
implementation to interact with any OAuth 2.0 Provider.
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Getting ready

To run this recipe, make sure you have an OAuth 2.0 Provider running on
your machine. I recommend you use the project auth-code-server presented in
Chapter 2, Implementing Your Own OAuth 2.0 Provider. If you have any
doubts about the source code presented in this recipe, do not hesitate to
download the source code available on GitHub at https://github.com/PacktPublishi
ng/OAuth-2.0-Cookbook/tree/master/Chapter03/client-rest-template. Besides having an
OAuth 2.0 Provider running, you will need Java 8, Maven, and your
preferred IDE (remember that most examples are presented using Eclipse).
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How to do it...

The next steps show you how to create a client application that uses the
Authorization Code grant type relying on restrempiate to interact with the
OAuth 2.0 Provider:

1. Create the project using Spring Initializr. Go to https://start.spring.io/ and
fill out the form using the following data:
o Set up the Group aS com.packt.example
e Define the Artifact as client-rest-template
e Add web, security, Thymeleat, gea and uysq1 as dependencies for this
project

2. After creating the ciient-rest-template project, import it to your IDE.

3. Now instead of using the facilities from Spring Security OAuth2, which
allow us to just use configuration classes, we will interact directly with
the provider's /oauth endpoints to request authorization and access tokens
to be able to access the user's resources.

4. Copy all the classes that we have created to interact with the user's
profile endpoint and all the classes that we have created in the security
package from ciient-authorization-code project that was built for the first
recipe. (After copying the classes, the project ciient-rest-template should
have the following package structure):

v th‘ com.packt.example.clientresttemplate
> i oauth
v i security
P |1} ClientUserDetails.java
| 4 ,_Jﬁ ClientUserDetailsService.java
> I_JEI SecurityConfiguration.java
v 3 user
» |1 ClientUser.java
P | 1] Entry.java
> l_Jﬁ UserDashboard.java
P |J| UserProfile.java
> ,'_J", UserRepository.java
> ,_JE ClientRestTemplateApplication.java
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5. Also, copy all the template files (index.ntm1 and dashboard.htn1) from
client-authorization-code Project that was built for the first recipe, to the
src/main/resources/templates direCtOYy'Of‘client—rest—template:pereCt

6. COpy the content from application.properties file from c1ient-
authorization-code project, to the application.properties file of c1ient-
rest-template pI'OjeCt.

7. The main difference starts at this point by creating the class oauth2roken
as follows, which should be within the cautn sub-package (also create the
getters and setters methods for each declared attribute):

public class OAuth2Token {
@JsonProperty ("access_ token")
private String accessToken;

@JsonProperty ("token type")
private String tokenType;

@JsonProperty ("expires in")
private String expiresIn;

@JsonProperty ("refresh token")
private String refreshToken;
// getters and setters hidden

8. Then create the class AuthorizationCodeConfiguration with the fOHOWiI’lg
content (Import vediaType class from org.springframework.nttp package).
The authorizationcodeconfiguration class should be located in the same
package as oauth2roken:

@Component

public class AuthorizationCodeConfiguration {
public String encodeCredentials (String username, String password)

String credentials = username + ":" + password;
String encoded = new String(Base64.getEncoder () .encode (
credentials.getBytes()))

return encoded;

}

public MultiValueMap<String, String> getBody (String authorizationcC
MultivValueMap<String, String> formData = new LinkedMultiValuel
formData.add ("grant type", "authorization code");
formData.add ("scope", "read profile");
formData.add ("code", authorizationCode);
formData.add("redirect uri", "http://localhost:9000/callback")
return formData;

}

public HttpHeaders getHeader (String clientAuthentication) {
HttpHeaders httpHeaders = new HttpHeaders():;
httpHeaders.setContentType (MediaType.APPLICATION FORM URLENCOL
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httpHeaders.setAccept (Arrays.asList (MediaType.APPLICATION JSON
httpHeaders.add ("Authorization", "Basic " + clientAuthenticati
return httpHeaders;

9. Then create the class authorizationcodeservice With the following content:

@Service
public class AuthorizationCodeTokenService ({
@Autowired
private AuthorizationCodeConfiguration configuration;
public String getAuthorizationEndpoint () {
String endpoint = "http://localhost:8080/cauth/authorize";
Map<String, String> authParameters = new HashMap<>();
authParameters.put ("client id", "clientapp"):;
authParameters.put ("response type", "code");
authParameters.put ("redirect uri",
getEncodedUrl ("http://localhost:9000/callback™)) ;
authParameters.put ("scope", getEncodedUrl ("read profile"));
return buildUrl (endpoint, authParameters);
}
private String buildUrl (String endpoint, Map<String, String> paran

List<String> paramlList = new ArraylList<>(parameters.size());
parameters.forEach ( (name, value) -> {
paramList.add (name + "=" + value);

1)
return endpoint + "?" + paramList.stream()
.reduce((a, b) -> a + "&" + b).get();
}
private String getEncodedUrl (String url) {
try {
return URLEncoder.encode (url, "UTF-8");
} catch (UnsupportedEncodingException e) {
throw new RuntimeException (e);
}

}
public OAuth2Token getToken (String authorizationCode) {

RestTemplate rest = new RestTemplate();

String authBase64 = configuration.encodeCredentials (
"clientapp", "123456");

RequestEntity<MultiValueMap<String, String>> requestEntity = r
configuration.getBody (authorizationCode),
configuration.getHeader (authBase64), HttpMethod.POST,
URI.create ("http://localhost:8080/cauth/token")) ;

ResponseEntity<OAuth2Token> responseEntity = rest.exchange (

requestEntity, OAuth2Token.class);

if (responseEntity.getStatusCode () .is2xxSuccessful ())
return responseEntity.getBody () ;

throw new RuntimeException ("error trying to retrieve access tc

10. Given that we already have all the logic needed to retrieve an access
token, let's create the code that uses the authorizationcodeTokenservice
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1.

12.

class to retrieve such access tokens to request the user's profile from
auth-code-server application. Inject an instance of
AuthorizationCodeTokenservice and an instance of UserRepository inside the
userbashboard class as presented in the following code:

@Autowired

private AuthorizationCodeTokenService tokenService;
@Autowired

private UserRepository users;

Then, replace the method caiiback from the vserpashboard, which now
should look as follows (notice the use of the toxenservice reference):

@GetMapping ("/callback™)

public ModelAndView callback(String code, String state) {
ClientUserDetails userDetails = (ClientUserDetails) SecurityContex

.getContext () .getAuthentication () .getPrincipal () ;

ClientUser clientUser = userDetails.getClientUser();
OAuth2Token token = tokenService.getToken (code) ;
clientUser.setAccessToken (token.getAccessToken()) ;
Calendar tokenValidity = Calendar.getInstance();
tokenValidity.setTime (new Date (Long.parselLong (token.getExpiresIn ()
clientUser.setAccessTokenValidity (tokenvValidity) ;
users.save (clientUser) ;
return new ModelAndView ("forward:/dashboard") ;

The dashboarda method from vserpashooara must be like the source code
shown in the following code. Notice that the logic which decides when
to redirect the user to the authorization endpoint is done here when

clientUser.getAccessTokens () == null I€tUINS true:

@GetMapping ("/dashboard")
public ModelAndView dashboard() {
ClientUserDetails userDetails = (ClientUserDetails) SecurityContex
.getContext () .getAuthentication () .getPrincipal () ;
ClientUser clientUser = userDetails.getClientUser();

if (clientUser.getAccessToken() == null) {
String authEndpoint = tokenService.getAuthorizationEndpoint();
return new ModelAndView ("redirect:" + authEndpoint);

}

clientUser.setEntries (Arrays.aslist (new Entry("entry 1"), new Entr
ModelAndView mv = new ModelAndView ("dashboard") ;

mv.addObject ("user", clientUser);

tryToGetUserProfile (mv, clientUser.getAccessToken());

return mv;

13. Now, to retrieve the user's profile, you can use restrempiate instead of

267



Download from finelybook www.finelybook.com

oauth2restTemplate. NOtice that it demands much more code be written
than what had to done when using oauth2restTemplate:

private void tryToGetUserProfile (ModelAndView mv, String token) {
RestTemplate restTemplate = new RestTemplate();
MultiValueMap<String, String> headers = new LinkedMultiValueMap<> (
headers.add ("Authorization", "Bearer " + token);
String endpoint = "http://localhost:8080/api/profile";
try {
RequestEntity<Object> request = new RequestEntity<>(
headers, HttpMethod.GET, URI.create(endpoint));

ResponseEntity<UserProfile> userProfile = restTemplate.exchanc
request, UserProfile.class);

if (userProfile.getStatusCode () .is2xxSuccessful ()) {
mv.addObject ("profile", userProfile.getBody());

} else {

throw new RuntimeException("it was not possible to retriev
}
} catch (HttpClientErrorException e) {
throw new RuntimeException ("it was not possible to retrieve us

}

14. Now, open the class cilientrestTemplateapplication and make sure it
implements theServletContextInitializer, OVCITidiIlg the methOdonStartup
as follows:

public void onStartup (ServletContext servletContext) throws ServletExc
servletContext.getSessionCookieConfig () .setName ("client-session");

}
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How it works...

The implementation of the userpashvoara controller has the same methods
inlplenlenled.ﬁarthe client—authorization—code,VthCh,areZhome,callback,
dashboard, and tryToGetUserProfile. Because userpashboard 18 handling the user's
redirection to the authorization endpoint and is also requesting new access
tokens, we had to change the methods callback and dashboard.

When a request is handled by the dashboara method, it tries to retrieve an
access token from the currently logged user and if it is nu11 the redirection is
fired as follows:

if (clientUser.getAccessToken () == null) {
String authEndpoint = tokenService.getAuthorizationEndpoint () ;
return new ModelAndView ("redirect:" + authEndpoint);

Then after the user is redirected back to the redirect URI (which is handled by
the cai1vack method), the Authorization Code received as the method's
parameters is used to obtain an access token through the use of the
tokenservice reference as follows:

|OAuth2Token token = tokenService.getToken (code);

All of this implemented logic will do the same as what we
achieve when using oauth2restremplate, but now we have to write
too much code and all the logic is not well encapsulated. So try
10 use oauth2restTemplate When it's possible.
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See also

e Creating an OAuth 2.0 client using the Authorization Code grant type
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OAuth 2.0 Profiles

In this chapter, we will cover the following recipes:

e Revoking issued tokens

Remote validation using token introspection

Improving performance using cache for remote validation
Using Gatling to load test remote token validation
Dynamic client registration
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Introduction

By reading this chapter, you will learn how to use some distinct OAuth 2.0
profiles which enable the protocol to address custom scenarios that aren't
specified by OAuth 2.0 specification (RFC 6749). These profiles are based on
some extension points of OAuth 2.0, which are grant types and token types.
It's essential to understand some OAuth 2.0 profiles so you can deliver real-
world applications when faced with some specific scenarios.

272



Download from finelybook www.finelybook.com

Revoking issued tokens

This recipe helps you to revoke client access tokens, which is defined by the
Token Revocation specification defined by RFC 7009 at https://tools.ietf.org/htm
1/rfc7009. As per the specification, this OAuth 2.0 profile was created to allow
clients to notify the Authorization Server that an access token or refresh token
is no longer needed. This provides the Authorization Server with the ability
to clear unused tokens in the database, thus avoiding useless data. Besides the
revocation support, this recipe will help you to create an OAuth 2.0 Provider
which also serves a user profile API, as we did for previous recipes in this
book.
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Getting ready

To run this recipe, you will need Java 8, Maven, MySQL, and your preferred
IDE. As we will use Spring Boot, it's also recommended that you create an
initial project using Spring Initializr.
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How to do it...

The next steps will show how you can create an Authorization Server that
implements a token revocation profile:

1. Create the project using Spring Initializr. Go to https://start.spring.io/ and
fill out the form using the following data:
o Set up the Group aS com.packt.example
e Define the Artifact as revoke-server and add Web, Security, JPA, and
mysor as dependencies for this project
2. Open the pom.xm1 file and add the following dependency, as we will use
the Spring Security OAuth2 project:

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-oauth2</artifactId>
</dependency>

3. Add the fOHOWil’lg content to the application.properties file:

security.user.name=adolfo
security.user.password=123

spring.datasource.url=jdbc:mysqgl://localhost/ocauth2provider
spring.datasource.username=ocauth2provider
spring.datasource.password=123
spring.datasource.driver-class-name=com.mysqgl.jdbc.Driver
spring.jpa.properties.hibernate.dialect=org.hibernate.dialect.MySQL5Di
spring.jpa.properties.hibernate.hbm2ddl.auto=validate

spring.jackson.property-naming-strategy=com. fasterxml.jackson.databinc

4. Create the user profile API for client usage by declaring the
Usercontroller and userprorileclasses with the same content from the
previous chapters. You can also view or download the source code for
this recipe at https://github.com/PacktPublishing/OAuth-2.0-Cookbook within
the Chapter04/revoke-server directory.

5. Create the sub-packages, cauth/config and oauth/revoke, within
com.packt.example.revokeserver.

6. Declare the oauth2autnorizationserver and oauth2resourceserver classes
within the cauth/config sub-package. You can copy these classes from
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*

10.

11.

rdom-server project, created on Using relational database to store tokens
and client details recipe from Chapter 2, Implementing Your Own OAuth
2.0 Provider (In order to ease the development of this recipe, for
didactical reason, I recommend you to remove the configuration that add
support for encryption of client credentials data, which was declared
within oauth2authorizationserver class. Also, make sure to use plain text
password for your client credentials).

The Authorization Server configuration should declare a saocrokenstore
using an injected patasource Instance because this recipe is using the
database previously created in Using relational database to store tokens
and client details recipe from Chapter 2, Implementing Your Own OAuth
2.0 Provider.

Make sure that the Resource Server is protecting the /api/+* endpoint.
In order to provide a complete token revocation feature, we need to
separate the responsibilities between services for the access token and
refresh token revocation. Create the following interface within the
oauth/revoke package, which describes how the revocation services must
work:

public interface RevocationService {
void revoke (String token);
boolean supports (String tokenTypeHint);

Then implement the previous interface for access the token revocation as
follows (this class should be created in the same package as the interface

RevocationService):

@Service
public class AccessTokenRevocationService implements RevocationService
@Autowired
private ConsumerTokenServices tokenService;
@Override
public void revoke (String token) {
tokenService.revokeToken (token) ;
}
@Override
public boolean supports (String tokenTypeHint) {
return "access token".equals (tokenTypeHint) ;

}

And to support the refresh token revocation, create the following class
within the same package used in the previous step:
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@Service
public class RefreshTokenRevocationService implements RevocationServic
@Autowired
private TokenStore tokenStore;
@Override
public void revoke (String token) ({
if (tokenStore instanceof JdbcTokenStore) {
JdbcTokenStore store = (JdbcTokenStore) tokenStore;
store.removeRefreshToken (token) ;
}
}
@Override
public boolean supports (String tokenTypeHint) {
return "refresh token".equals(tokenTypeHint);

}

12. To support the token revocation feature, we need to create an endpoint
that could be accessed by any registered client application. But instead
of using two endpoints to separate when to revoke access tokens or
refresh tokens, we will count on the token type nint parameter defined by
the OAuth 2.0 Token Revocation specification. But how would the
application be able to inject one instance of revocationservice Or another
one based on this parameter? The answer to this question is to create the
following ractory class within the sub-package, cauth/revoke (notice that
the create method presented below, search through all services to find
the one that supports a given hint):

@Component
public class RevocationServiceFactory {
@Autowired
private List<RevocationService> revocationServices;
public RevocationService create(String hint) {
return revocationServices.stream/()
.filter (service -> service.supports (hint))
.findFirst () .orElse (noopRevocationService());
}
private RevocationService noopRevocationService () {
return new RevocationService () {
public boolean supports (String hint) { return false; }
public void revoke (String token) { }
bi

13. Now we can create the following controller which will provide the
endpoint /oauth/revoke using the RevocationServiceFactory 1O retrieve the
appropriate revocationservice instance based on the token type nint
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parameter:

@Controller
public class TokenRevocationController {
@Autowired
private RevocationServiceFactory revocationServiceFactory;
@PostMapping ("/oauth/revoke")
public ResponseEntity<String> revoke (@RequestParam Map<String, Str
RevocationService revocationService = revocationServiceFactory
.create (params.get ("token type hint"));
revocationService.revoke (params.get ("token")) ;
return ResponseEntity.ok () .build();

14. But there is another important thing to do, that is to protect this endpoint
so it can only accept requests from registered client applications. To do
s0, let's create the custompathsconfigurer class as presented next (it should
be created within the same package as rokenrevocationcontroller):

@Configuration
public class CustomPathsConfigurer extends WebSecurityConfigurerAdapte
@Autowired
private ClientDetailsService clientDetailsService;
@Override
protected void configure (AuthenticationManagerBuilder auth) throws
ClientDetailsUserDetailsService userDetailsService
= new ClientDetailsUserDetailsService (clientDetailsService
auth.userDetailsService (userDetailsService);
}
@Override
protected void configure (HttpSecurity http) throws Exception {
http
.requestMatchers () .antMatchers ("/ocauth/revoke") .and ()
.httpBasic () .and ()
.authorizeRequests () .anyRequest () .authenticated() .and()
.csrf () .disable();

15. Now the application is ready to be executed through the nvn spring-
boot : run command.
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How it works...

As Spring Security OAuth? still does not provide the endpoint for token
revocation, this recipe presented how to allow for token revocation while
trying to be as close as possible to RFC 7009, which is the specification for
OAuth 2.0 Token Revocation. This implementation is relying on the

token type hint parameter which, as per specification, is an optional parameter
(if the Authorization Server is able to automatically detect the type of the
token to be revoked).

As you might have noticed, the revocationserviceractory Creates an anonymous
class for a non-operation revoking process which means to do nothing when a
token type hint 1S not recognized by the Authorization Server. In addition, if a
non-valid-token is sent to be revoked, the Authorization Server will return a
200 HTTP status because it means that the token is already an invalid one (so
the mission to invalidate an access token is already achieved).

Start the application and try to request an access token using any grant type
allowed for the client being used. Make sure you have a valid client
registered at the cauth client details table within the cautn2provider database.
Use the client details information retrieved by the following SQL command
(you can use any other ciient_ia you have registered before, but I am using
clientapp and 123456 as a plain text client_secret):

select client id, client secret,
scope, authorized grant types,
web server redirect uri
from oauth client details where client id = 'clientapp';

Let's suppose that you have retrieved the access token cdai2075-e3dc-4de1-bdae-
154680393a89; how could you request the access token revocation? To do so,
send the following request and you should expect a 200 status code as an
HTTP response:

|curl -v -X POST --user clientapp:123456 http://localhost:8080/ocauth/revoke -E

If you want to revoke a refresh token, you just have to replace the
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token type hint parameter value from access_token to refresh token.
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Remote validation using token
introspection

As an OAuth provider can be deployed as separate entities, the Resource
Server should be able to validate access tokens by querying directly at a
shared database or even by asking the Authorization Server through an
available endpoint. To support this approach, the community has created an
OAuth 2.0 profile called OAuth 2.0 Token Introspection, defined by the RFC
7662 specification which is available at https:/tools.ietf.org/html/rfc7662. This
recipe will present how to enable the Authorization Server to support the
/oauth/check token endpoint and how to conﬁgure RemoteTokenservices at the
Resource Server, which can be used to remotely validate any presented
access token.
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Getting ready

Because of the usage of remote token validation, you will need to create two
separate applications for the Authorization Server and the Resource Server.
Both applications will rely on the database to store and share the Resource
Owner's information instead of using Spring Boot auto-configurations
through appiication.properties as we've been doing until now for most of the
recipes. Besides these details, the applications will be built with Java 8 and
Spring Boot using Spring Initializr to help the bootstrap stage. You can check
the source code for this recipe on GitHub at https://github.com/PacktPublishing/OA
uth-2.0-Cookbook within the Chapter04/remote-validation directory.
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How to do it...

The following steps will show you how to implement both the Authorization
Server and Resource Server to use the remote token validation approach:

1. Create two applications using Spring Initializr named remote-authserver
and remote-resource, both using the group ID com.packt.example. Both
applications must use the dependencies web, security, sea, and uysor.
These dependencies can be added at Spring Initializr.

2. Import both applications to your preferred IDE and make sure you add
the following dependency into pom.xm1 for both projects:

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-oauth2</artifactId>
</dependency>

3. Create the table which will hold the Resource Owner's information by
running the following SQL commands into the cauth2provider database:

create table resource owner (
id bigint auto increment primary key,
name varchar (200),
username varchar (60),
password varchar (100),
email varchar (100)

);

4. Then instead of configuring the user's data within application.properties,
run the following command to insert the user's data into the

resource_ownertable:

insert into resource owner (name, username, password, email)
values ('Adolfo Eloy', 'adolfo', '123', 'adolfo@mailinator.com');

5. Now add the following database configuration for Authorization Server
and Resource Server applications:

spring.datasource.url=jdbc:mysqgl://localhost/cauth2provider
spring.datasource.username=oauth2provider
spring.datasource.password=123
spring.datasource.driver-class-name=com.mysqgl.jdbc.Driver
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spring.jpa.properties.hibernate.dialect=org.hibernate.dialect.MySQL5Di
spring.jpa.properties.hibernate.hbm2ddl.auto=validate

6. Make sure the Resource Server has the following property within the
application.properties file so both applications can run on the same
machine:

| server.port=8081

7. Now let's focus on the Authorization Server side by creating the
configuration class within the remote-autnserver project as follows (create
this class within the com.packt.example.remoteauthserver package). Note
that we are not presenting how to configure a sabcrokenstore and what
must be injected for this snippet of code to work. That's because you
already know how to do it, and if you don't know, you can go back to Ch

apter 2, Implementing Your Own OAuth 2.0 Provider or to the source
code at GitHub:

@Configuration @EnableAuthorizationServer
public class OAuth2AuthorizationServer extends AuthorizationServerConf
// datasource and authentication manager injection hidden for brev
public void configure (AuthorizationServerEndpointsConfigurer endpc
endpoints.authenticationManager (authenticationManager)
.tokenStore (tokenStore());
}
public void configure (ClientDetailsServiceConfigurer clients) thrc
clients.jdbc (dataSource) ;

}

8. Now, the most important piece of code to enable the /cauth/check token
endpoint must be added within the oauth2authorizationserver class which
is the following method declaration:

@Override
public void configure (AuthorizationServerSecurityConfigurer security)
security.checkTokenAccess ("hasAuthority ('introspection')");

}

9. And for the Resource Owner to be recognized by Spring Security,
declare the ResourceOwner, ResourceOwnerRepository, SecurityConfiguration,
and users classes within the com.packt.example.remoteauthserver.security
package.

10. Create the resourceowner class which represents the user's data (getters
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11.

12.

13.

14.

15.

and setters were omitted but you have to declare each one):

@Entity
public class ResourceOwner {
@Id @GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;
private String name;
private String username;
private String password;
private String email;

Create the resourceownerrepository Interface as follows:

public interface ResourceOwnerRepository extends CrudRepository<Resour
Optional<ResourceOwner> findByUsername (String username) ;

}

Create the users class which implements userpetaiisservice to allow for
user info validation (import the class vser from
org.springframework.security.core.userdetails]DaCkage):

@Service
public class Users implements UserDetailsService {
@Autowired
private ResourceOwnerRepository repository;
@Override
public UserDetails loadUserByUsername (String username) throws User
ResourceOwner resourceOwner = repository.findByUsername (userne
.orElseThrow (() -> new RuntimeException());
return new User (resourceOwner.getUsername (),
resourceOwner.getPassword (), new ArrayList<>());

Now that the Authorization Server is properly configured, let's move our
attention to the Resource Server by creating the user's profile API in the
same way we did for the Revoking Issued Tokens recipe declaring the
UserController and userprorile classes within the api sub-package of the
remote-resource application.

Also, create a sub-package called security in the same way we did for
the remote-authserver project in this recipe, and add the same classes we
created for the Resource Owner's validation.

Then create the oauth2resourceserver class using the following
configuration to protect the /api/*+ endpoint:

@Configuration
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@EnableResourceServer
public class OAuth2ResourceServer extends ResourceServerConfigurerAdag

@Override
public void configure (HttpSecurity http) throws Exception {
http
.authorizeRequests ()
.anyRequest () .authenticated () .and ()
.requestMatchers () .antMatchers ("/api/**");

16. And finally, add the following bean declarations inside the
oauth2resourceserver class to add support for remote access token
validation:

QAutowired

private Users userDetailsService;

@Bean

public RemoteTokenServices remoteTokenServices () {
RemoteTokenServices tokenServices = new RemoteTokenServices();
tokenServices.setClientId("resource server");
tokenServices.setClientSecret ("abcl23");
tokenServices.setCheckTokenEndpointUrl ("http://localhost:8080/0aut
tokenServices.setAccessTokenConverter (accessTokenConverter()) ;
return tokenServices;

}

@Bean

public AccessTokenConverter accessTokenConverter () {
DefaultAccessTokenConverter converter = new DefaultAccessTokenConv
converter.setUserTokenConverter (userTokenConverter ()) ;

return converter;

}

@Bean
public UserAuthenticationConverter userTokenConverter ()
DefaultUserAuthenticationConverter converter = new DefaultUserAutt

converter.setUserDetailsService (userDetailsService);
return converter;

17. As the Resource Server needs to validate access tokens against the
Authorization Server check token endpoint, the resource server needs its
own credentials. These credentials 1s configured in Spring Security
OAuth2 as client credentials although the Resource Server isn't a client
component from OAuth 2.0 specification. Make sure to run the
following SQL command on MySQL to create valid credentials for to
Resource Server:

INSERT INTO oauth client details (
client id, resource ids, client secret, scope, authorized grant types
web server redirect uri, authorities, access_token validity,
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refresh token validity, additional information, autoapprove)

VALUES (
'resource server', '', 'abcl23', 'read profile,write profile',
'authorization code', 'http://localhost:9000/callback', 'introspectic

null, null, null, ''");

18. Now both applications are ready to be executed wherein each one runs
on different ports. Start both applications by running the nvn spring-
boot : run command.
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How it works...

Because of the OAuth Provider being created with separate projects for the
Authorization Server and Resource Server, we have to interact with both
applications through different ports. For the Authorization Server, we will
send the requests through port soso, although we have to use port sos1 to
access the user's profile which is provided by the Resource Server. Let's make
sure that you have well suited client credentials so you can perform some
further tests. Run the following SQL command within MySQL console:

update ocauth client details
set authorized grant types = 'authorization code,password’
where client id = 'clientapp';

To understand how it works, start both applications and let's start by sending
the following request to retrieve an access token:

| curl -X POST --user clientapp:123456 http://localhost:8080/cauth/token -H "ac

The previous command should return an access token that we might use to
retrieve the user's profile by sending the following request (notice the sos:
port usage):

|cur1 -H "Authorization: Bearer £f2a0394f-f88f-4e7b-98ac-5ced5ecb73ca" "http://
By providing a remoteTokenservices bean, Spring Security OAuth2 will start
checking any given access token against the endpoint provided for the

checkTokenEndpointurl property (which in the case of this recipe is
http://localhost:8080/oauth/check_token).
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There's more...

Although the Resource Server is using the introspection endpoint to validate
an access token, both applications are sharing databases to retrieve the user's
data. It's still a good approach for security reasons because by breaking the
OAuth Provider in two separate applications we are reducing the surface
attack. But for complex enterprise solutions where many applications have to
be integrated together, the best approach would be to rely on a Federation
Identity Provider.

A Federation Identity Provider allows for a unified way for user

provisioning binding distinct Identity Providers within the same
o company, for example. It's largely used to achieve a single-sign

on leading to the advantage of having one single point for user
management.

Another important thing to mention about using /cauth/check token from
Spring is that it does not implement the RFC 7662 at all. As you might
notice, the response from /ocauth/check_token does not return the active
attribute that is required by the specification, as can be viewed at https:/tools.ie
tf.org/html/rfc7662#section-2.2.
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Improving performance using cache
for remote validation

This recipe will show how to improve the performance of the Resource
Server when it has to remotely validate access tokens. To help on
performance, we will use a cache strategy to avoid making requests to
/oauth/check token €Very time an OAuth's protected resource is requested.
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Getting ready

This recipe is an improvement on the previous recipe that we will create a
new Resource Server which will cache issued access tokens. So to run this
recipe, we need the application remote-authserver created for the Remote
validation using token introspection recipe. This recipe will rely on Redis for
cache, the MySQL database, and will be developed using Java 8 with Spring
Boot.

291



Download from finelybook www.finelybook.com

How to do it...

Follow the next steps to improve the performance of a Resource Server that

USes rRemoteTokenvalidation t0 check for access token validity with Spring
Security OAuth2:

1. You can just copy the remote-resource application created for the Remote
Validation using token introspection recipe or you can also create an
application using Spring Initializr. Just make sure this application is
named cache-introspection SO that we can reference the same application
name throughout this recipe.

2. Also make sure to include these dependencies: web, security, Jea, and
mysor. Do not forget the spring-security-autn2 dependency within the
pom.xml file.

3. All the classes and configurations must be the same from remote-resource.
The differences start by adding the following dependency because we
will use Redis to cache access tokens:

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-cache</artifactId>
</dependency>
<dependency>
<groupld>org.springframework.boot</groupld>
<artifactId>spring-boot-starter-data-redis</artifactId>
</dependency>

4. Now create a cache configuration through the following class (this class
should be created within the cacnhe sub-package):

@Configuration @EnableCaching
public class CacheConfiguration {
@Autowired
private RedisTemplate<Object, Object> redisTemplate;
@Bean
public CacheManager cacheManager () {
RedisCacheManager cacheManager = new RedisCacheManager (redisTe
cacheManager.setCacheNames (Arrays.asList ("oauth2"));
cacheManager.setUsePrefix (true);
cacheManager.setDefaultExpiration (60) ;
return cacheManager;
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5. After creating the cache configuration, let's create an extension of

rRemoteTokenservices, Which will use the cache strategy that we have
defined. Create the following class within the cautn sub-package (I have
added the import statements just for classes that will conflict when
automatically importing classes within your IDE):

import org.springframework.cache.annotation.Cacheable;
import org.springframework.security.core.AuthenticationException;

public class CustomRemoteTokenServices extends RemoteTokenServices {

private RemoteTokenServices remoteTokenServices;

public CustomRemoteTokenServices (RemoteTokenServices remoteTokenSe
this.remoteTokenServices = remoteTokenServices;

}

@Override

@Cacheable ("oauth2")

public OAuth2Authentication loadAuthentication(String accessToken)
throws AuthenticationException, InvalidTokenException {
return remoteTokenServices.loadAuthentication (accessToken) ;

}

@Override

public OAuth2AccessToken readAccessToken (String accessToken) {
return remoteTokenServices.readAccessToken (accessToken) ;

}

6. Then in the oauth2resourceserver configuration class, you have to declare

RemoteTokenServices dS fOllOVVS:

@Bean
public RemoteTokenServices remoteTokenServices () {

RemoteTokenServices tokenServices = new RemoteTokenServices();
tokenServices.setClientId("resource server");
tokenServices.setClientSecret ("abcl23");
tokenServices.setCheckTokenEndpointUrl ("http://localhost:8080/0caut
tokenServices.setAccessTokenConverter (accessTokenConverter ()) ;
return new CustomRemoteTokenServices (tokenServices);

Start Redis by running the redis-server command.
Start the application by running thémvn spring-boot: runcommand,create

an access token and try to access the user's profile API using the issued
access token.

Start the Redis client application by running redis-c1i.
Then if you run the command xeys * within the Redis console, you
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should see something similar to the following:

| "oauth?2:\xac\xed\x00\x05t\x005f2a0394f-f88f-4e7b-98ac-5ced5ecb73ca"
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How it works...

Basically, this recipe presents an application that works in a very similar way
as presented in the Remote validation using token introspection recipe. The
difference now is that we are wrapping an instance of remoteTokenservices
within the customrRemoteTokenservices class. It gives us the OppOI'tU.Ility to cache
the invocation oficadauthenticationMethod methodthat could not be done when
using remoteTokenservices directly (which is a piece of code provided by
Spring Security OAuth2).

The custonremoteTokenservices class, delegates all method invocations to an
instance of remoteTokenservices that executes the already known flow for
remote token validation. It's also important to note the usage of Redis for
cache and how it was configured, as presented in the following code:

RedisCacheManager cacheManager = new RedisCacheManager (redisTemplate);
cacheManager.setCacheNames (Arrays.asList ("ocauth2"));
cacheManager.setUsePrefix (true);

cacheManager.setDefaultExpiration (60);

For didactical purposes we aren't protecting Redis database properly. Make
sure to use SSL to protect Redis communication and/or configure
authentication. When using Spring Boot you can configure the following
properties:

# Login password for redis server

spring.redis.password=password

# Enable SSL support
spring.redis.ssl=true

Notice that the cachenames property defined as cautnz is the same name that we
found when running the command xeys » within the Redis Client console.
Another important thing to note is the defauitexpiration property. Here we are
using 60 seconds, but this time should vary depending on the access token
validity time. The recommended cache eviction time is to be short-lived
relative to the access token expiration time. We have to do it to avoid
revoking an access token that is still cached.
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The usage of cache might be contradictory in some situations
but it's needed when there is a lot of network traffic. This
approach is also recommended by the official Spring Security
OAuth2 documentation at http://projects.spring.io/spring-security-oaut
h/docs/oauth2.html.

i
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See also

e Remote validation using token introspection
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Using Gatling to load test remote
token validation

The previous recipe, presented how to improve the performance by using
cache. But although everything is working fine, how can we measure the
gaining performance from cache usage? This recipe will present you an
execution of a Gatling project to measure the token validation process with
and without cache.
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Getting ready

To run this recipe, you will need the remote-authserver,remote-resource and
cache-introspection applicationscreated for the previous two recipes. At first,
we will run the load test against remote-authserver aNd remote-resource. And to
measure the cache advantages, we will run the same load test against the
remote-authserver and cache-introspection applications. To edit the load test
scripts, you need Scala IDE for Eclipse (if you don't know how to configure
and use Scala IDE for Eclipse, you can check the Using Gatling to load test
the token validation process using shared databases recipe from Chapter 2,
Implementing Your Own OAuth 2.0 Provider).
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How to do it...

To run this load test, you have to create a Scala project in the same way as we
did in the Using Gatling to load test the token validation process using
shared databasesrecipe from Chapter 2, Implementing Your Own OAuth 2.0
Provider:

1. Clone or download the project available at https:/github.com/adolfoweloy/sc
ala-maven-skel. As you will notice, this project is just a skeleton for the
recipe that we will be creating now.

2. Now rename the scala-maven-skel prOject t0 load-testing-remote by
running the mv scala-maven-skel load-testing-remote command.

3. Start the remote-authserver application by running mvn spring-boot:run
within the project's directory at the terminal.

4. Go to the 10ad-testing-remote directory and open pom.xm1 with any editor
you want (I recommend using VIM or any lightweight editor before
importing the project).

5. Make sure the artifact1a tag has the name 1ocad-testing-remote instead of
scala-maven-skel.

6. Import this project to Scala IDE for Eclipse and copy the oauth.sca1a file
from the load-testing project created in Chapter 2, Implementing Your
Own OAuth 2.0 Provider to load-testing-remote within the
src/main/scala/oauth2 folder (the structure should be the same as the 10aa-
testing project).

7. Make sure you have all the dependencies declared for the 10ad-testing
project from Chapter 2, Implementing Your Own OAuth 2.0 Provider.

8. As we will run more than one scenario, enable multiple simulations by
adding the following snippet of code inside the piugin tag for gat1ing-

maven-plugin.

<configuration>
<runMultipleSimulations>true</runMultipleSimulations>
</configuration>

9. Create the gatling.conf file inside src/test/resources with the fOHOWil’lg
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content:

gatling {
core {
outputDirectoryBaseName = "result"
runDescription = "Token validation using Redis as shared database"
encoding = "utf-8"
directory {
data = src/test/resources
results = target/gatling
bodies = src/test/resources
binaries = target/classes

}
}
charting {
indicators {
lowerBound = 5
higherBound = 10
}

10 Create the AuthorizationScenarios.scala ﬁle Wlthll’l the
src/test/main/ocauth2provider directory, as presented in the following
code:

import oauth2.OAuth

import io.gatling.core.Predef.

import io.gatling.http.Predef.

import org.jsonds.DefaultFormats

import org.jsonéds.native.JsonMethods.parse

object AuthorizationScenarios {
case class Token (access_ token:String)
implicit val formats = DefaultFormats
val jsValue = parse (OAuth.getToken())

val accessToken = "Bearer " + jsValue
.extract [Token] .access_ token
var withoutCache = scenario ("Without cache")

.exec (http("Validate access token without cache")
.get ("/api/profile")
.header ("Authorization", accessToken))

var withCache = scenario ("Using cache")
.exec (http ("Validate access token with cache")
.get ("/api/profile")
.header ("Authorization", accessToken))

11. Create the WithCacheSimulation.scala ﬁle Wlthll’l
src/test/scala/oauth2provider with the following content:
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12.

13.

14.

15.

16.

17.

import scala.concurrent.duration.

import io.gatling.core.Predef.

import io.gatling.http.Predef.

class WithCacheSimulation extends Simulation {
val httpConfCache = http.baseURL ("http://localhost:8082")
val withCacheScenario = List(

AuthorizationScenarios.withCache.inject (rampUsers (100) over (10 sec

setUp (withCacheScenario) .protocols (httpConfCache)

}

And for a simulation without cache, create the
WithoutCacheSimulation.scala file within src/test/scala/oauth2provider AS
presented in the following code:

import scala.concurrent.duration.

import io.gatling.core.Predef.

import io.gatling.http.Predef.

class WithoutCacheSimulation extends Simulation {
val httpConf = http.baseURL ("http://localhost:8081")
val withoutCacheScenario = List(

AuthorizationScenarios.withoutCache.inject (rampUsers (100) over (10

setUp (withoutCacheScenario) .protocols (httpConf)

}

Then change the property server.port from the sosi to sos2 from cache-
introspection project. This property is defined within the
application.propertiesﬁﬁle.

Then start the remote—authserver,remote—resource,Eﬂld.cache—introspection
applications by running mvn spring-boot: run inside each of the respective
directories.

Then go to the 10ad-testing-remote project's directory and run the mvn
clean install command.

After running the load-testing, open each generated HTML report for
each simulation to compare the executions.

After running, on my machine, I have got the following results for

WithoutCacheSimulation.
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Validate access token without cache
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18. And for withcachesimulation, I have got the following results:

Validate access token with cache
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19. Notice the difference in that when using cache, most requests take
between 5 and 10 ms to be answered instead of almost 100% of
responses taking more than 10 ms.
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There's more...

All the load testing in this recipe is running against a Resource Server which
runs separately from the Authorization Server. Although the performance
was improved by adding cache support, both the applications are running on
the same machine (both are running on the localhost). Because of these
conditions, we are not considering the network latency which should have
been taken into consideration.

304



Download from finelybook www.finelybook.com

See also

e Remote validation using token introspection
e Improving performance using cache for remote validation
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Dynamic client registration

This recipe will present you with steps to improve an Authorization Server by
adding support for dynamic client registration. This profile might be critical
for native clients that require to be deployed without packing client
credentials as part of the application. It's recommended that mobile client
applications use dynamic registration to increase safety.
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Getting ready

To run this recipe, you will need Java 8, Maven, MySQL, and your preferred
IDE. As we will use Spring Boot, it's also recommended that you create an
initial project using Spring Initializr.
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How to do it...

The next steps will present you with how you can create an Authorization
Server that implements a use case from the dynamic client registration
profile:

1.

Create the project using Spring Initializr. Go to https://start.spring.io/ and
fill out the form using the following data:
o Set up the Group aS com.packt.example
e Define the Artifact as dynamic-server and add Web, Security, JPA, and
mysor as dependencies for this project
Open the pom.xm1 file and add the following dependency, as we will use
the Spring Security OAuth2 project:

<dependency>
<groupld>org.springframework.security.ocauth</groupId>
<artifactId>spring-security-oauth2</artifactId>
</dependency>

So that the client can be properly registered at the Authorization Server,
we need to provide a database and related tables to persist, client details
and access token related data. To do so, let's use the same database
described in Chapter 2, Implementing Your Own OAuth 2.0 Provider for
the recipe Using relational database to store tokens and client details.
When dynamically registering a client, the metadata sent to the endpoint
registration will be persisted in the cauth client details table from the
cauth2provider database.

Open the appiication.properties file and add the following content for the
data source configuration:

spring.datasource.url=jdbc:mysqgl://localhost/cauth2provider
spring.datasource.username=oauth2provider
spring.datasource.password=123
spring.datasource.driver-class-name=com.mysqgl.jdbc.Driver
spring.jpa.properties.hibernate.dialect=org.hibernate.dialect.MySQL5Di
spring.jpa.properties.hibernate.hbm2ddl.auto=validate

. Besides dynamic client registration, we will also provide an API for
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client usage so you can try to interact with OAuth's protected resources.
We will use the same API used for the previous recipes, which allows
for Resource Owner profile retrieving. Create the usercontroiler and
userprofile classes within a new sub-package named api and copy the
content of these classes from Protecting resources using Authorization
Code grant type recipe at Chapter 2, Implementing Your Own OAuth 2.0
Provider. You can also view or download the source code for this recipe
at https://github.com/PacktPublishing/OAuth-2.0-Cookbook within the
Chapter04/dynamicserver directory.

6. Let's start creating some configuration classes. The first to be created
will be websecurityconfiguration, as follows. This class should be created
inside the security sub-package:

@Configuration
@EnableWebSecurity
public class WebSecurityConfiguration extends WebSecurityConfigurerAde
protected void configure (AuthenticationManagerBuilder auth) throws
auth.inMemoryAuthentication ()
.withUser ("adolfo") .password("123") .authorities (new Arrayl
}
protected void configure (HttpSecurity http) throws Exception {
http
.requestMatchers () .antMatchers ("/clients"™, "/oauth/authori
.httpBasic () .and ()
.authorizeRequests () .anyRequest () .authenticated () .and()
.csrf () .disable();

7. Create the Authorization Server configuration as follows within the
package com.example.dynamicserver.oauth.config (When 1mp0rt1ng
DataSource ClaSS,in]p(nifﬁIHIljavax.sql.DataSource):

@Configuration @EnableAuthorizationServer
public class OAuth2AuthorizationServer extends AuthorizationServerConft
@Autowired private DataSource dataSource;
@Bean public TokenStore tokenStore() {
return new JdbcTokenStore (dataSource);
}
@Bean public ApprovalStore approvalStore() {
return new JdbcApprovalStore (dataSource);
}
public void configure (AuthorizationServerEndpointsConfigurer endpc
endpoints.approvalStore (approvalStore () ) .tokenStore (tokenStore
}
public void configure (ClientDetailsServiceConfigurer clients) thrc
clients.jdbc (dataSource) ;

}
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8.

9.

10.

@Bean
public ClientRegistrationService clientRegistrationService() {
return new JdbcClientDetailsService (dataSource);

}

Create the Resource Server configuration as follows in the same
package as the Authorization Server configuration:

@Configuration @EnableResourceServer
public class OAuth2ResourceServer extends ResourceServerConfigurerAdar
public void configure (HttpSecurity http) throws Exception {
http
.authorizeRequests ()
.antMatchers ("/register") .permitAll ()
.anyRequest () .authenticated () .and ()
.requestMatchers () .antMatchers ("/api/**");

Before creating all the classes needed for the client registration, let's first
create an important class that will help the Authorization Server to
generate client id and client secret. Create the randomneiper class as
presented in the following code:

package com.example.dynamicserver.util;
@Component
public class RandomHelper
private SecureRandom random;
public RandomHelper () { random = new SecureRandom(); }
public String nextString(int size, int radix) {
double numberOf = Math.loglO(radix) / Math.logl0(2);
int bits = (int) (size * numberOf);
int mod = (int) (bits % numberOf) ;
return new BigInteger (bits + mod, random).toString(radix):;

Then, let's start creating the classes that represents the domain model for
the dynamic client registration process. All the classes that represents
the domain logic will be created within the
com.example.dynamicserver.registration package. At ﬁl’St, create the
ClientRegistrationrequest class that will be used as a data structure to
carry client details for dynamic registering (do not forget to create the
respective getters and setters that were omitted for brevity, and when
using essonproperty make sure to use the annotation from
com.fasterxml.jackson.annotation]QaCkagC):
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public class ClientRegistrationRequest {
@JsonProperty ("redirect uris")
private Set<String> redirectUris = new HashSet<>();
@JsonProperty ("grant types")
private Set<String> grantTypes = new HashSet<>();
@NotBlank
@JsonProperty("client name")
private String clientName;
@NotBlank
@JsonProperty ("client uri")
private String clientUri;
@NotBlank
private String scope;
@NotBlank
@JsonProperty ("software id")
private String softwareld;
// getters and setters ommited

11. And now, we will implement the ciientpetai1s interface which maps
each attribute to the fields in the cauth ciient detai1s table from the
cauth2provider database. Create the pynamicclientpetails class as follows:

public class DynamicClientDetails implements ClientDetails {
private String clientId;
private Set<String> resourcelds = new HashSet<>();
private Set<String> authorizedGrantTypes = new HashSet<>();
private String clientSecret;
private Set<String> scopes = new HashSet<>();
private Set<String> registeredRedirectUri = new HashSet<>();
private Set<GrantedAuthority> authorities = new HashSet<>();
private Integer accessTokenValiditySeconds;
private Integer refreshTokenValiditySeconds;
private Map<String, Object> additionallInformation = new HashMap<>(

12. All the fields added for pynamicciientpetails, you should already know
(because we have configured client details before) about from Chapter 2,
Implementing Your Own OAuth 2.0 Provider. To be in accordance with
RFC 7591 which is the specification for dynamic client registration, we
have to add some additional fields. Let's create these additional fields
and take advantage of the adaditionaltnformation attribute to save their
respective values. Add the following attributes within

DynamicClientDetails.

private String softwareld;

private String tokenEndpointAuthMethod;

private Set<String> responseTypes = new HashSet<>();
private String clientName;

private String clientUri;
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| private long clientSecretExpiresAt;

13. Create the following setters (the getters for these fields should be
ordinary getters that just return their respective attribute values):

public void setSoftwareId(String softwarelId) {
this.softwareld = softwareld;
additionalInformation.put ("software id", softwareld);

}

public void setTokenEndpointAuthMethod (String tokenEndpointAuthMethod)
this.tokenEndpointAuthMethod = tokenEndpointAuthMethod;
additionalInformation.put ("token endpoint auth method", tokenEndpc

}

public void setResponseTypes (Set<String> responseTypes) {
this.responseTypes = responseTypes;
additionalInformation.put ("response types", getResponseTypes());

}

public void setClientName (String clientName) {
this.clientName = clientName;
additionalInformation.put("client name", clientName) ;

}

public void setClientUri (String clientUri) {
this.clientUri = clientUri;
additionalInformation.put ("client uri", clientUri);

}

public void setClientSecretExpiresAt (long clientSecretExpiresAt) {
this.clientSecretExpiresAt = clientSecretExpiresAt;
additionalInformation.put ("client secret expires at",

Long.toString (clientSecretExpiresAt));

14. Create getters and setters for the remaining attributes.
15. Make sure the following attribute accessors and modifiers are the same
for your pynamicclientpetails Implementation:

public boolean isSecretRequired() {
return authorizedGrantTypes.containsAll (
Arrays.asList (
"authorization code", "password", "client credentials"));

}

public boolean isScoped() { return scopes.size() > 0; }
public Set<String> getScope () { return scopes; }
public boolean isAutoApprove (String scope) { return false; }

public void addAuthorizedGrantTypes (String... authorizedGrantTypes) {
for (String grantType : authorizedGrantTypes) {
this.authorizedGrantTypes.add (grantType) ;
}

}
public void addScope (String scope) {
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scopes.add (scope) ;

}

public void addRegisteredRedirectUri (String uri) {
registeredRedirectUri.add (uri);

}

16. Create the pynamicclientpetailsractory class as follows:

@Component
public class DynamicClientDetailsFactory {
private RandomHelper randomHelper;
@Autowired
DynamicClientDetailsFactory (RandomHelper randomHelper) ({
this.randomHelper = randomHelper;

}

17. Add the following method that is in charge of creating an instance of
DynamicClientDetails from ClientRegistrationRequest that should hold data
sent to the registration endpoint:

public DynamicClientDetails create(ClientRegistrationRequest request)
DynamicClientDetails clientDetails = new DynamicClientDetails();
clientDetails.setClientName (request.getClientName () ) ;
clientDetails.setClientUri (request.getClientUri());
clientDetails.setSoftwareld(request.getSoftwareld())
setClientCredentials (request, clientDetails);

request.getRedirectUris () .forEach (
uri -> clientDetails.addRegisteredRedirectUri (uri));
if (request.getScope() !'= null) {
for (String scope : request.getScope().split ("\\s")) {

clientDetails.addScope (scope) ;
}
}

if (request.getGrantTypes () .size() == 0) {
clientDetails.addAuthorizedGrantTypes ("authorization code");
} else {

request.getGrantTypes () .forEach (
grantType -> clientDetails.addAuthorizedGrantTypes (grantTy
}
clientDetails.setTokenEndpointAuthMethod ("client secret basic");
if (clientDetails.getAuthorizedGrantTypes () .contains ("implicit"))
clientDetails.getResponseTypes () .add ("token") ;
}
if (clientDetails.getAuthorizedGrantTypes () .contains ("authorizatic
clientDetails.getResponseTypes () .add ("code") ;
}

return clientDetails;

18. The previous code is using a private method that was not declared yet.
So let's declare the private method, setciientcredentials, as follows:
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19.

20.

21.

private void setClientCredentials(
ClientRegistrationRequest clientMetadata,
DynamicClientDetails clientDetails) {
clientDetails.setClientId(randomHelper.nextString (10, 32));
Set<String> grantTypes = clientMetadata.getGrantTypes();
long otherThanImplicit = grantTypes.stream/()
.filter (grantType -> !grantType.equals ("implicit")) .count();
if (otherThanImplicit > 0 || grantTypes.size() == 0) {
clientDetails.setClientSecret (randomHelper.nextString (32, 32))
LocalDateTime after30Days = LocalDateTime.now() .plusDays (30);
clientDetails.setClientSecretExpiresAt (
after30Days.atZone (Zoneld.systemDefault ()) .toEpochSecond/()

To validate some rules that are specified by the dynamic client
registration protocol, this recipe presents one specification class which is
responsible to decide if a specific rule is satisfied by any given client
metadata.

Create the redirectrFiowspecification class because it's important to
validate if the client to be registered is using any flow that relies on
redirection and is sending at least one redirect URI to receive callbacks:

@Component
public class RedirectFlowSpecification {
public boolean isSatisfiedBy (ClientRegistrationRequest clientMetac
List<String> flowsWithRedirection = Arrays.asList(
"authorization code", "implicit");
boolean hasFlowWithRedirection = clientMetadata.getGrantTypes (
.filter (grantType -> flowsWithRedirection.contains (grantTy

.findAny () .isPresent () ;
if (hasFlowWithRedirection) {
return clientMetadata.getRedirectUris().size() > 0;

}

return false;

Regarding all the validations, the Authorization Server needs to provide
some error information in case something goes wrong in the registration
process. Create the registrationerror class presented in the following
code that has the data structure proposed by the dynamic client
registration protocol:

public class RegistrationError ({
public final static String INVALID CLIENT METADATA = "invalid clie
public final static String INVALID REDIRECT URI = "invalid redirec
public final static String INVALID SOFTWARE STATEMENT = "invalid ¢
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public final static String UNAPPROVED SOFTWARE STATEMENT = "unappr
private String error;
private String errorDescription;
public RegistrationError (String error) {
this.error = error;
}
public String getError () {
return error;
}
public String getErrorDescription() {
return errorDescription;
}
public void setErrorDescription(String errorDescription) {
this.errorDescription = errorDescription;

}

22. When a Client is successfully registered, the server being created must
return some data about the recently created client details. So, create the
class ciientregistrationresponse as presented below, within the sub-
package oauth/registration (also create the respective getters and setters
for each attribute):

public class ClientRegistrationResponse {
@JsonProperty ("redirect uris")
private Set<String> redirectUris = new HashSet<>();
@JsonProperty ("token endpoint auth method")
private String tokenEndpointAuthMethod;
@JsonProperty ("grant types")
private Set<String> grantTypes = new HashSet<>();
@JsonProperty ("response types")
private Set<String> responseTypes = new HashSet<>();
@JsonProperty("client name")
private String clientName;
@JsonProperty("client uri")
private String clientUri;
private String scope;
@JsonProperty ("software id")
private String softwareld;
@JsonProperty("client id")
private String clientId;
@JsonProperty("client secret™)
private String clientSecret;
@JsonProperty("client secret expires at")
private long clientSecretExpiresAt;
// getters and setters omitted

23. Now create the DynamicClientRegistrationController class to handle all the
registration process with the following attributes (this class should be
created within the con. example.dynamicserver.web package):

315



Download from finelybook www.finelybook.com

@Controller

public class DynamicClientRegistrationController {
@Autowired
private ClientRegistrationService clientRegistration;
@Autowired
private DynamicClientDetailsFactory clientDetailsFactory;
@Autowired
private RedirectFlowSpecification redirectFlowSpecification;
// methods declared on next steps

24. Then create the following method within
DynamicClientRegistrationController tO handle the /register endpoint:

@PostMapping ("/register")
public ResponseEntity<Object> register (@RequestBody ClientRegistratior
if (!redirectFlowSpecification.isSatisfiedBy(clientMetadata)) {
RegistrationError error = new RegistrationError (
RegistrationError.INVALID REDIRECT URI);
error.setErrorDescription (
"You must specify redirect uri when using flows with redirec
return new ResponseEntity<>(error, HttpStatus.BAD REQUEST);
}
DynamicClientDetails clientDetails = clientDetailsFactory.create (c
clientRegistration.addClientDetails (clientDetails) ;
return new ResponseEntity<>(createResponse(clientDetails), HttpSte

25. Create the following private method to return an instance of
ClientRegistrationResponse, Which is just a data structure for presenting
the newly registered client:

private ClientRegistrationResponse createResponse (DynamicClientDetails
ClientRegistrationResponse response = new ClientRegistrationRespor
response.setClientId(clientDetails.getClientId())
response.setClientSecret (clientDetails.getClientSecret());
response.setClientName (clientDetails.getClientName ()) ;
response.setClientUri (clientDetails.getClientUri());
response.setGrantTypes (clientDetails.getAuthorizedGrantTypes());
response.setRedirectUris (clientDetails.getRegisteredRedirectUri ())
response.setResponseTypes (clientDetails.getResponseTypes()) ;
response.setScope (clientDetails.getScope () .stream() .reduce((a, b)
response.setSoftwareld(clientDetails.getSoftwareId())
response.setTokenEndpointAuthMethod (clientDetails.getTokenEndpoint
response.setClientSecretExpiresAt (clientDetails.getClientSecretExg
return response;

26. Add the following method just for testing purposes. It will allow us to
check for registered clients:
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@GetMapping ("/clients")
public ResponseEntity<List<ClientDetails>> list() {
return new ResponseEntity<>(clientRegistration.listClientDetails ()

}

317



Download from finelybook www.finelybook.com

How it works...

This project acts as an OAuth 2.0 Provider which allows for dynamic client
registration, so it has the following features:

e [t allows for the resource owner to be authenticated

e [t allows for the resource owner to grant permissions for third-party
application to access its resources

e [t allows for dynamic client registration through the endpoint
http://localhost:8080/register

e [t protect the user's resource through OAuth 2.0

Start the application through the mvn spring-voot:run command and to
dynamically register a client, execute the following command in your
terminal:

|curl -X POST http://localhost:8080/register -H "Content-Type: application/jsc

The result of this command should return the HTTP status 201 with the
following body content:

{
"redirect uris": [
"http://localhost:9000/callback"
1,
"token_endpoint_auth _method": "client_ secret_basic",
"grant_types": [
"implicit",
"authorization code"

1,

"response_types": [
"code",
"token"
1,
"client_name": "flavio",
"client uri": "http://localhost:9000",
"scope": "read profile write profile",

"software_ id": "£6b35c96-b6lf-4eda-bébc-7ab38650ab6l",
"client_id": "1lm5fOpvrhn",

"client_secret": "c3697smh9brp9abiakqfnhoefobtjaf9",
"client_secret expires_at": 1505793646
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Notice that we didn't have to implement any ciientpetailsservice because we
can rely on the gabcciientpetaiilsservice class, although we had to write a lot
of code. At the time of this writing, the Spring Security OAuth2 project
neither supports RFC 7591 nor RFC 7592 which allows for dynamic client
registration management.
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There's more...

This recipe has presented you with an open registration process without using
any software statement to check for validity and integrity of the client's
metadata information. To implement the software statement feature, you can
use the signed JWT created from the client metadata, but to better understand
how to use JWT go through the next chapters.
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See also

e Specification for dynamic client registration described in RFC 7591 at ht
tps://tools.ietf.org/html/rfc7591.
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Self Contained Tokens with JWT

This chapter will cover the following recipes:

Generating access tokens as JWT

Validating JWT tokens at the Resource Server side

Adding custom claims on JWT

Asymmetric signing of a JWT token

Validating asymmetric signed JWT token

Using JWE to cryptographically protect JWT tokens

Using JWE at the Resource Server side

Using proof-of-possession key semantics on OAuth 2.0 Provider
Using proof-of-possession key on the client side
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Introduction

This chapter introduces how JSON Web Tokens (JWT) can be safely used
to carry client information to allow Resource Servers to locally validate
access tokens. This chapter will guide you through the usage of JWT and its
corresponding representations such as JWS and JWE that respectively define
integrity protection and confidentiality of the JWT payload. There are also
some advanced topics being covered, such as how to use asymmetric
signatures and how the client can prove the possession of a given access
token.

It's important to bear in mind that even though we are signing
or encrypting the JWT payload, all the connections must be
performed using TLS/SSL in production. We are not using
TLS/SSL just because of didactical reasons.
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Generating access tokens as JWT

Even though JSON web tokens are largely used to represent self contained
access tokens through OAuth 2.0 solutions, its specifications (defined by
RFC 7519 that's available at https:/tools.ietf.org/html/rfc7519) clearly define that
its purpose is to represent claims to be transferred between parties. Briefly,
this means that JWTs can be used both for authentication or information
exchange as described at https:/jwt.io/introduction. Because of the structure of a
JWT, it is possible for the Resource Server to extract client information and
even data about the subject (which commonly means the Resource Owner)
and validate the access token locally, instead of having to use a shared
database or validate remotely through the usage of token introspection
strategy. The claims at JWT are represented as JSON payload, which can be
HMAC signed or encrypted.

The hash-based message authentication code (HMAC) is a
portion of information that can be used to verify some data
integrity created by the process of signature generated from
some cryptographic hash function such as MD5 and SHA256.

This recipe will present you with how to use Spring Security OAuth2 and

related libraries to allow the Authorization Server to issue JWT access
tokens.
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Getting ready

To run this recipe, you will need Java 8, Maven, Spring Web, and Spring
Security. To ease the project creation step, use Spring Initializr at http://start.spr
ing.io/ and define the dependencies as web and security (that will declare
properly all the spring boot starters needed for this recipe). Do not forget to
set up the Artifact and Group names.
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How to do it...

This recipe creates the auth-server-jut project, which is available at GitHub in
the chapteros folder. Import the generated project as a Maven project into your
IDE and follow the following steps:

1. Open the pon.xm1 file and add the following extra dependencies for
Spring Security OAuth2 and Spring Security JWT (note that we are
declaring the most up to date version of Spring Security OAuth2 at the
time of writing):

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-oauth2</artifactId>
<version>2.2.0.RELEASE</version><!--$NO-MVN-MAN-VERS$-->

</dependency>

<dependency>
<groupld>org.springframework.security</groupId>
<artifactId>spring-security-jwt</artifactId>

</dependency>

2. Add the fOHOWiIlg content to the application.properties file:

security.user.name=adolfo
security.user.password=123

3. Now at the first moment, declare the oautnzauthorizationserver class
within the con. packt.example.authserverjwt.oauth package with the
following content:

@Configuration
@EnableAuthorizationServer
public class OAuth2AuthorizationServer extends AuthorizationServerConft
@Autowired
private AuthenticationManager authenticationManager;
@Override
public void configure (AuthorizationServerEndpointsConfigurer endpc
endpoints
.authenticationManager (authenticationManager) ;
}
@Override
public void configure (ClientDetailsServiceConfigurer clients) thrc
clients.inMemory ()
.withClient ("clientapp") .secret ("123456")
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.scopes ("read profile")
.authorizedGrantTypes ("password", "authorization code");

4. The onuth2nuthorizationserver class is declaring a simple version of
Authorization Server which generates bearer tokens without any
embedded content as we are about to do with JWT. To start generating
JWT access tokens, declare the following beans within
OAuth2authorizationserver as presented in the following code:

@Bean

public JwtAccessTokenConverter accessTokenConverter () {
JwtAccessTokenConverter converter = new JwtAccessTokenConverter();
converter.setSigningKey ("non-prod-signature") ;
return converter;

}

@Bean

public JwtTokenStore jwtTokenStore () |
return new JwtTokenStore (accessTokenConverter());

}

5. Then replace the configure method where we define the
authenticationManager With the following source code to define the
tokenstore and the accessTokenconverter INStances for

AuthorizationServerEndpointsConfigurer.

@Override
public void configure (AuthorizationServerEndpointsConfigurer endpoints
throws Exception ({
endpoints
.authenticationManager (authenticationManager)
.tokenStore (jwtTokenStore ())
.accessTokenConverter (accessTokenConverter());

6. Now the Authorization Server is ready to run and generate JWT access
tokens. Let's move on to the next topics to understand how gwtTokenstore
and gwtaccessTokenconverter helps us to generate JWT token that will be
symmetric signed (which leads to a JWS type of JWT).
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How it works...

As you might have noticed, the main differences between the declared
Authorization Server and the normal version (that is, Authorization Servers
that do not generate JWT access tokens), is that we are using special
implementations Of Tokenstore and AccessTokenconverter Interfaces.

Note that we are defining the signing key with the text non-
prod-signature. It would be better to be declared as a property

0 entry or any other place that is not available to read. This
sample code declares the signing key directly in the source code
just for didactical reasons.

The token store we are using now, does not store anything by itself. Instead
of it, this class is just in charge of reading any given JWT content, and to do
that the swtToxenstore also counts with the JwtAccessTokenConverter, which
implements not Only the AccessTokenConverter, but also the TokenEnhancer
interface.

Besides the classes being used, what is going to be different for the client
application that uses the self contained access token? Basically it won't
demand any changes to the client application because the access token
remains opaque to the client. But structurally we can see the differences by
requesting a new access token. Try running the following command to
request an access token using the Resource Owner Password Credentials
grant type and let's check the results:

|cur1 -X POST --user clientapp:123456 -H "Content-Type: application/x-www-forn

The response should be something similar to what follows:

| eyJhbGciOiJIUzZI1INiIsInR5cCI6IkpXVCJI9.eyJleHAIiOJEIMDQ2NTE3MDQsInVzZXJfbmFtZST€

Notice the dots between the token. These dots separate the header, the
payload, and the signature of the JWT. Everything is base 64 encoded, so if
you extract the payload from the previous token and decode it you can
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perfectly read the content (it's not encrypted, but just signed). If you want to
go deep on JWT, JWS, and JWE concepts, I recommend you to read a great
article written by Prabath Siriwardena, which is available at https://medium.facil
elogin.com/jwt-jws-and-jwe-for-not-so-dummies-b63310d201a3.

In addition, you might have faced some delay when running the previous
command. On my machine it took about five seconds to return the access
token. This happens because of the initialization process of the macsigner,
which relies on the javax.crypto.mac class that is an expensive class to be
instantiated. But don't worry because this delay happens just once when you
first sign an access token.
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See also

The article by Prabath Siriwardena, JWT, JWS, and JWE for Not So
Dummies is available at https://medium.facilelogin.com/jwt-jws-and-jwe-for-not-so-du

mmies-b63310d201a3.
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Validating JWT tokens at the
Resource Server side

In the previous recipe, you learned how to generate JWT access tokens at the
Authorization Server side. Now it's time to know how to validate any given
JWT access token that is symmetrically signed at the Resource Server side.
When the client tries to access any OAuth 2.0 protected resource with a JWT,
the Resource Server has to use the same signing key used by an
Authorization Server to sign the payload, to verify if the content was not
changed between requests by any malicious client or user.
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Getting ready

To run this recipe, you will create a Spring Boot application with Java 8§,
Maven, Spring Web, and Spring Security. To ease the project creation step,
use Spring Initializr at http:/start.spring.io/ and define the dependencies as web
and security (that will declare properly all the Spring Boot starters needed for
this recipe).
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How to do it...

This recipe creates the project resource-server-jwt Which is available at
GitHub in chapteros folder. Import the generated project as a Maven project
into your IDE and follow the following steps:

1. Open pom.xm1 file and add the following extra dependencies for Spring
Security OAuth2 and Spring Security JWT in the same way we did for
Authorization Server project:

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-ocauth2</artifactId>
<version>2.2.0.RELEASE</version><!--$NO-MVN-MAN-VERS$-->

</dependency>

<dependency>
<groupId>org.springframework.security</groupId>
<artifactId>spring-security-jwt</artifactId>

</dependency>

2. Add the fOHOWng content tO application.properties file:

server.port=8081
security.oauth2.resource.jwt.key-value=non-prod-signature

3. Declare the oautn2resourceserver class within the
com.packt.example.resourceserverjwt.oauth package with the fOHOWil’lg
content:

@Configuration
@EnableResourceServer
public class OAuth2ResourceServer extends
ResourceServerConfigurerAdapter {
@Override
public void configure (HttpSecurity http) throws Exception {
http
.authorizeRequests ()
.anyRequest () .authenticated () .and ()
.requestMatchers () .antMatchers ("/api/**");

4. That's it. To start validating JWS tokens when using Spring Security
OAuth2 with Spring Boot, everything will be configured automatically
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jU.St by addlng the security.oauth2.resource.jwt.key-value property within
the application.properties file.

5. Create the following class within the ap: sub-package to provide an API
to allow clients to interact:

@Controller
public class UserController {
@RequestMapping ("/api/profile")
public ResponseEntity<UserProfile> myProfile () {

String username = (String) SecurityContextHolder.getContext ()
.getAuthentication () .getPrincipal () ;

String email = username + "@mailinator.com";

UserProfile profile = new UserProfile(username, email);

return ResponseEntity.ok(profile);
}
public static class UserProfile {
private String name;
private String email;
public UserProfile(String name, String email) {
this.name = name;
this.email = email;
}
// getters omitted

6. Optionally, if you aren't using Spring Boot in your current project you
could start implementing the JwtAccessTokenConverterConfigurer interface
as presented in the following code (note that the sttpsecurity
configuration was hidden just for didactical purpose, so to the following
source code to work you need to configure sttpsecurity):

@Configuration @EnableResourceServer
public class OAuth2ResourceServer extends ResourceServerConfigurerAdar

@Override
public void configure (JwtAccessTokenConverter converter) {
converter.setVerifier (verifier()):;

converter.setSigningKey ("non-prod-signature") ;
}
@Bean
public SignatureVerifier verifier () {

return new MacSigner ("non-prod-signature");

}
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How it works...

According to the configurations defined for the current Resource Server,
when the client sends a request using a JWT access token, the Resource
Server validates the signature sent as a component of the token by itself using
the same symmetric key applied by the Authorization Server when creating
the access token. After validating the signature, the Resource Server is able to
extract data from the payload and use any present information such as data
about the Resource Owner or even about the client. RFC 7519 specifies
registered claims, which defines attributes that identify the issuer, the subject,
the expiration time, and the audience of the token. Spring Security JWT
generates the payload using different names such as user name for subject
entry.

Start both the applications resource-server-jwt and auth-server-jwt created in
the Generating access tokens as JWT recipe. After starting both applications,
send a request to the Authorization Server to generate an access token using
the following command:

|curl -X POST --user clientapp:123456 -H "Content-Type: application/x-www-form

Copy the access token returned as the result of running the previous
command and go to https://www.base64decode.org/ to decode the payload to see
what you have received from the Authorization Server. To decode the
payload, extract just the second part of the access token and after submitting
the content at the base64decode website you should see something similar to
what follows:

{

"exp": 1504694916,

"user name": "adolfo",

"authorities": ["ROLE_USER"],

"jti": "87913ebc-6cl3-4b94-86d9-2b310£742fb2",
"client_id": "clientapp",

"scope": ["read profile"]

}

And to check if the Resource Server is appropriately validating the access

335


https://www.base64decode.org/

Download from finelybook www.finelybook.com

token try to access the user's profile endpoint using the JWT retrieved earlier
as follows (the access token presented in the following code was shortened
just to have a clear example):

|cur1 -X GET -H "Authorization: Bearer eyJhbGzI1INiIsInR5cCI6IkpXVCJ9.eyJleHAiC
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There's more...

When using JWT with Spring Security OAuth2, you might face a special case
where you need to convert the authenticated user data to an implementation
of userpetails which could be a sophisticated structure to represent the
Resource Owner who granted the access token being generated. To allow for
a detailed userpetaiis conversion, you could declare a
UserAuthenticationConverter and set up this converter to
DefaultAccessTokenConverter as presented in the following configuration class:

@Configuration
public class AccessTokenConverterConfiguration {
@Autowired
private UserDetailsService userDetailsService;
@Bean
public DefaultAccessTokenConverter defaultAccessTokenConverter () {
DefaultAccessTokenConverter tokenConverter = new DefaultAccessTokenCc
tokenConverter.setUserTokenConverter (userAuthenticationConverter());
return tokenConverter;
}
@Bean
public UserAuthenticationConverter userAuthenticationConverter () {
DefaultUserAuthenticationConverter converter
= new DefaultUserAuthenticationConverter () ;
converter.setUserDetailsService (userDetailsService) ;
return converter;
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See also

e Generating access tokens as JWT
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Adding custom claims on JWT

Sometimes we need to handle some specific scenarios that deviate from
generic applications. As an example, the Resource Server might need more
data about the Resource Owner and to avoid round-trips between the
Resource Server and the Authorization Server, a self contained access token
can carry more information within the payload. This recipe will help you to
handle exactly this kind of situation.
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Getting ready

This recipe will be created as a Spring Boot application with Java §, H2
database, Maven, Spring Web, and Spring Security. To ease the project
creation step, use Spring Initializr at http://start.spring.io/ and reference weo , Jea,
n2, and security as dependencies (that will declare properly all the Spring
Boot starters needed for this recipe). As explained earlier in the previous
chapters you also need to define the Artifact and Group name.
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How to do it...

This recipe creates the custom-c1aims-jwt project, which is available on GitHub
in the chapteros folder. Import the generated source code as a Maven project
into your IDE and follow the following steps:

1. Open the pon.xm1 file and add the following extra dependencies for
Spring Security OAuth2 and Spring Security JWT in the same way we
did for the Authorization Server project:

<dependency>

</dependency>
<dependency>

</dependency>

<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-ocauth2</artifactId>
<version>2.2.0.RELEASE</version><!--$NO-MVN-MAN-VERS$-->

<groupld>org.springframework.security</groupId>
<artifactId>spring-security-jwt</artifactId>

2. As we are going to use an in-memory database to simplify the examples,
add the following content to the appiication.properties file to configure

the n2 database:

spring.datasource.
spring.datasource.
spring.datasource.
spring.datasource.

url=jdbc:h2:mem:ironbank;DB CLOSE DELAY=-1;DB CLOSE_
username=sa

password=

driver-class-name=org.h2.Driver

spring.jpa.properties.hibernate.dialect=org.hibernate.dialect.H2Dialec
spring.jpa.properties.hibernate.hbm2ddl.auto=create

3. Create a package to hold the security configuration classes so we can
better handle Resource Owner authentication and data extraction (this
package can be simply named as security).

4. Add the following entity to represent the Resource Owner (getters and

setters omitted):

@Entity

class ResourceOwner {
@Id @GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;
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private String username;
private String password;
private String email;

5. Create an implementation of the userpetaiis interface as presented in the
following code. Declare all the Boolean methods to return true for
simplicity, and you can also return an empty list of rantedauthority
entries from the getauthorities method:

public class ResourceOwnerUserDetails implements UserDetails {
private static final long serialVersionUID = 1L;
private ResourceOwner wrapped;
public ResourceOwnerUserDetails (ResourceOwner wrapped) {
this.wrapped = wrapped;
}

public String getEmail () { return wrapped.getEmail(); }
public String getPassword() { return wrapped.getPassword(); }
public String getUsername () { return wrapped.getUsername(); }

// other methods hidden for clarity

6. Create the following repository so we can retrieve the Resource Owner's
information:

public interface ResourceOwnerRepository extends
CrudRepository<ResourceOwner, Long> {
Optional<ResourceOwner> findByUsername (String username) ;

7. Then implement the userpetaiisservice interface as follows:

@Service
public class ResourceOwnerDetailsService
implements UserDetailsService {
@Autowired
private ResourceOwnerRepository repo;
public UserDetails loadUserByUsername (String uname)
throws UsernameNotFoundException {
ResourceOwner user = repo.findByUsername (uname)
.0orElseThrow (() -> new RuntimeException());
return new ResourceOwnerUserDetails (user);

8. Now create a new package to hold OAuth 2.0 related classes (the
package's name could be cautn). Then add the following class that is in
charge of adding custom claims to the JWT access token:
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@Component
public class AdditionalClaimsTokenEnhancer
implements TokenEnhancer {
@Override
public OAuth2AccessToken enhance (
OAuth2AccessToken accessToken,
OAuth2Authentication authentication) {
Map<String, Object> additional = new HashMap<>();
ResourceOwnerUserDetails user =
(ResourceOwnerUserDetails) authentication

.getPrincipal () ;
additional.put ("email", user.getEmail());
DefaultOAuth2AccessToken token = (DefaultOAuth2AccessToken) ac

token.setAdditionalInformation (additional) ;
return accessToken;

9. Create the Authorization Server configuration as follows:

@Configuration @EnableAuthorizationServer
public class OAuth2AuthorizationServerConfiguration
extends AuthorizationServerConfigurerAdapter {
@Autowired
private AuthenticationManager authenticationManager;
@Autowired
private AdditionalClaimsTokenEnhancer enhancer;
public void configure (ClientDetailsServiceConfigurer clients)
throws Exception {
clients.inMemory ()
.withClient ("clientapp") .secret ("123456")
.scopes ("read profile")
.authorizedGrantTypes (
"password", "authorization code");

10. Add the following bean declarations within the

OAuchAuthorizationServerConfiguration,ClaSS:

@Bean
public JwtAccessTokenConverter accessTokenConverter () {
JwtAccessTokenConverter conv = new JwtAccessTokenConverter () ;

conv.setSigningKey ("non-prod-signature") ;
return conv;
}
@Bean
public JwtTokenStore jwtTokenStore () {
return new JwtTokenStore (accessTokenConverter());

}

11. Add the following configuration inside the

OAuth2AuthorizationServerConfiguration class:
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@Override
public void configure (AuthorizationServerEndpointsConfigurer endpoints
TokenEnhancerChain chain = new TokenEnhancerChain () ;
chain.setTokenEnhancers (
Arrays.asList (enhancer, accessTokenConverter())):;
endpoints
.authenticationManager (authenticationManager)
.tokenStore (jwtTokenStore ())
.tokenEnhancer (chain)
.accessTokenConverter (accessTokenConverter () ) ;

12. Create the file data.sq1 within resources directory with the following
content to create an user for our application:

insert into resource owner (username, password, email)
values ('adolfo', '123', 'adolfo@mailinator.com');
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How it works...

The key strategy provided by Spring Security OAuth2 to add custom claims
to an issued JWT access token, is the interface rokenennancer that was
implemented by the additionaiciaimsTokenEnnancer class. Because of this class
we can intercept the token creation step and change whatever we need on the
OAuth2AccessToken 1NStance.

Regarding this recipe, as the purpose is to add custom claims, we did it by
adding the user's email attribute into the additional information data structure.
To check the results of this token enhancement, start the application and try
to request for a new access token by using Authorization Code grant type or
Resource Owner Password Credentials grant type. After receiving an access
token, extract the payload component of the JWT (considering the following
access token we have to extract the highlighted portion of the token):

|ethchiOiJIUzIlNiISInR5CCI6IkpXVCJ9.eleeHAiOﬁElMDQ3quVMDMSIanZXJfbmFtZSIE

After Base 64 decodes it, you will be able to notice that now the access token
is carrying the user's email:

{

"exp": 1504738203,

"user name": "adolfo",

"jti": "2fbc5928-41a6-42dc-b88d-bebda2710de8",
"email": "adolfo@mailinator.com",

"client_id": "clientapp",

"scope": [

"read profile"
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See also

e Generating access tokens as JWT
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Asymmetric signing of a JWT token

In the previous recipes, we were symmetrically signing the access token. That
is, we were using the same key to sign the payload at the Authorization
Server and to validate it on the Resource Server. This recipe presents you
with another approach for signing JWT using asymmetric keys, where the
Authorization Server uses a private key to sign the JWT payload and the
Resource Server uses a public key to validate it.
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Getting ready

To run this recipe, you will need to create a Spring Boot project for the
Authorization Server using Java 8, Maven, Spring Web, and Spring Security.
Some dependencies will be presented in the How to do it... section.
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How to do it...

This recipe shows you how to create the Authorization Server that will be
defined within the jwt-asymmetric-server project. This project is available on
GitHub in the chapteros folder and all you will need to create this project is
presented in the next steps:

1. You can create the jut-asymmetric-server project at Spring Initializr
referencing wen and security as the main dependencies to easily set up the
project.

2. If you have created the project using Spring Initializr, import the
generated source code as a Maven project into your IDE.

3. Add the following dependencies into the pom.xm1 that will bring Spring
Security OAuth2 and Spring Security JWT:

<dependency>
<groupId>org.springframework.security.oauth</groupId>
<artifactId>spring-security-oauth2</artifactId>
<version>2.2.0.RELEASE</version><!--$SNO-MVN-MAN-VERS-->

</dependency>

<dependency>
<groupld>org.springframework.security</groupId>
<artifactId>spring-security-jwt</artifactId>

</dependency>

4. Add the fOHOWil’lg content to the application.properties file to Conﬁgure
the Resource Owner credentials:

security.user.name=adolfo
security.user.password=123

5. Now let's create the most important class to configure the Authorization
Server with JWT support using an asymmetric key to sign the JWT as
well. Create the oruth2authorizationserver class as follows within the sub-
package named cauth:

@Configuration @EnableAuthorizationServer

public class OAuth2AuthorizationServer extends AuthorizationServerConf
@Autowired
private AuthenticationManager authenticationManager;
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@Override
public void configure (AuthorizationServerEndpointsConfigurer endpc
endpoints.authenticationManager (authenticationManager) ;

}

@Override
public void configure (ClientDetailsServiceConfigurer clients) thrc
clients.inMemory ()
.withClient ("clientapp") .secret ("123456")
.scopes ("read profile")
.authorizedGrantTypes (
"password", "authorization code");

6. As we did for the Authorization Server that adds support for JWT with
symmetric keys, we also need to create a gwtrokenstore and
JwtAccessTokenConverter. 50, add the following bean definition within the
oAuth2authorizationserver class (notice that the keys are saved in memory
because we aren't using a xeystore pointing to some external file, as for
example a JKS file which stands for Java KeyStore):

@Bean

public JwtAccessTokenConverter accessTokenConverter () {
JwtAccessTokenConverter converter = new JwtAccessTokenConverter();
try {

KeyPairGenerator keyGen = KeyPairGenerator.getInstance ("RSA");
SecureRandom random = SecureRandom.getInstance ("SHA1PRNG") ;
keyGen.initialize (1024, random);
KeyPair keyPair = keyGen.generateKeyPair();
converter.setKeyPair (keyPair) ;

} catch (Exception e) {
throw new RuntimeException (e);

}

return converter;

7. Now define the following suwtTokenstore bean using the
JwtAccessTokenconverter declared in the previous step:

@Bean
public JwtTokenStore jwtTokenStore() {
return new JwtTokenStore (accessTokenConverter());

}

8. And ﬁnally replace the AuthorizationServerEndpointsConfigurer
configuration method to what follows:

@Override
public void configure (AuthorizationServerEndpointsConfigurer endpoints
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throws Exception {
endpoints.authenticationManager (authenticationManager)
.tokenStore (jwtTokenStore ())
.accessTokenConverter (accessTokenConverter());

9. Set up the AuthorizationServerSecurityConfigurer ObjCCt addlng the
fOllOWil’lg method to the oauth2authorizationserver class:

@Override
public void configure (AuthorizationServerSecurityConfigurer security)

throws Exception {
security.tokenKeyAccess ("permitAll ()");

10. Now our Authorization Server is ready to run on port soso to start issuing
JWT access tokens.
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How it works...

There are subtle differences on how we add support for asymmetric keys
from how we configure JWT with a symmetric key. The main difference now
is that we are setting up a xeyrair that holds the private and public key that
have to be used to sign and to validate an access token, respectively. We are
using the RSA algorithm which relies on private and public keys to perform
cryptographic functions.

Another interesting difference is that the Authorization Server being created
is providing an endpoint to retrieve the public key, which is required by the
Resource Server to validate oncoming JWT access tokens. The default
endpoint provided by Spring Security OAuth2 1S /oauth/token key.

To check how the Authorization Server issues access tokens, and how the
token_key endpoint can be used, start the application by running nvn spring-
poot : run ON the command line and try to generate a new access token by using
the authorization code or Resource Owner Password Credentials grant types.
On my environment, requesting an access token gave me the following result
(note that I am presenting you with an invalid access token in the following
JSON result just for brevity, so generate an access token on your own
machine to catch the correct results):

{
"access_token": "eyJhbGciOzXVCJ9.eyJleHAiOGhvOiIlZ.XmzNfaUrkOfwX0Uym8M",

"token_ type": "bearer",
"expires_in": 43199,
"scope": "read profile",

"jti": "5e928e52-585c-4b97-b1ldd-839889828a00"
}

The /oauth/token key endpoint can be accessed by anyone without restrictions
just by running the following command:

| curl http://localhost:8080/cauth/token_key

Depending on your needs you might want to properly protect this endpoint
with authentication and roles, but that would not be an issue in most cases as
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it's needed that the private key compromises the integrity of an access token.
By running the previous command I have received the following result:

{
"alg": "SHA256withRSA",
"value": "----- BEGIN PUBLIC KEY----- \nMIGEMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBg(

}
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See also

e Generating access tokens as JWT
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Validating asymmetric signed JWT
token

In the previous recipe, you learned how to generate JWT access tokens at the
Authorization Server side using asymmetric keys. Now it's time to know how
to validate any given JWT access token asymmetrically signed at the
Resource Server side. Now instead of statically setting up the key to validate
the access token, the Resource Server will retrieve the public key through the
/oauth2/token key endpoint provided by the Authorization Server. It gives
flexibility to the OAuth Provider and helps with maintainability.
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Getting ready

To run this recipe, you will need to create a Spring Boot project for the
Resource Server using Java 8, Maven, Spring Web, and Spring Security.
Some dependencies will be presented in the How fo do it... section.
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How to do it...

This recipe shows you how to create the Resource Server which will be
defined as the project jwt-asymmetric-resource. This project is available on
GitHub in the chapteros folder and all that you need to create this project is
presented in the next steps:

1. You can create the project jwt-asymmetric-resource at Spring Initializr,
referencing wen and security as the main dependencies to easily set up the
project.

2. If you have created the project using Spring Initializr, import the
generated source code as a Maven project into your IDE.

3. Add the following dependencies into pom.xn1, which will bring Spring
Security OAuth2 and Spring Security JWT:

<dependency>
<groupId>org.springframework.security.oauth</groupId>
<artifactId>spring-security-oauth2</artifactId>
<version>2.2.0.RELEASE</version><!--$SNO-MVN-MAN-VERS-->

</dependency>

<dependency>
<groupld>org.springframework.security</groupId>
<artifactId>spring-security-jwt</artifactId>

</dependency>

4. Add the fOHOWil’lg content to the application.properties file to Conﬁgure
the Resource Owner credentials:

server.port=8081

security.user.name=adolfo

security.user.password=123
security.oauth2.resource.jwt.key-uri=http://localhost:8080/cauth/toker

5. Create the API that provides the user's profile through the following
source code. Create the usercontroiler class within the sub-package api:

@Controller
public class UserController ({
@RequestMapping ("/api/profile™)
public ResponseEntity<UserProfile> myProfile() {
String username = (String) SecurityContextHolder.getContext ()
.getAuthentication () .getPrincipal () ;

357



Download from finelybook www.finelybook.com

String email = username + "@mailinator.com";
UserProfile profile = new UserProfile(username, email);
return ResponseEntity.ok(profile);

}

public static class UserProfile {
private String name;
private String email;
// constructor, getters and setters omitted for brevity

6. Then create the most important class for this recipe which is the
oauth2resourceserver, t0 declare the Resource Server configuration:

@Configuration @EnableResourceServer
public class OAuth2ResourceServer extends ResourceServerConfigurerAdarg
@Override
public void configure (HttpSecurity http) throws Exception {
http
.authorizeRequests ()
.anyRequest () .authenticated () .and ()
.requestMatchers () .antMatchers ("/api/**");
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How it works...

Basically the Resource Server configured at this recipe works in the same
way as the Resource Server configured for Validating JWT Tokens at the
Resource Server side recipe. Internally the main difference is defined by how
the validation process runs because of the usage of asymmetric keys.

In addition, as the Resource Server was configured to use the /cauth/token key
endpoint to retrieve the public key, an instance of swtaccessTokenconverter 18
created and has the signing key defined at the moment of its creation by the
ResourceServerTokenServicesConfiguration internal class. The pU.bllC key 1S
retrieved by sending a request using restremplate, $0 if you do not use Spring
Boot with the COl’lﬁg property security.oauth2.resource.jwt.key-uri YOU will
have to do it by yourself.

Start both the Authorization Server and the Resource Server, request an
access token, and try to access the user's profile API with the asymmetrically
signed JWT.
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See also

e Generating access tokens as JWT
e Validating JWT tokens at the Resource Server side
e Asymmetric signing a JWT token
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Using JWE to cryptographically
protect JWT tokens

This recipe will present an advanced topic related to JWT architecture, which
is JSON Web Encryption (JWE). As you have seen before in the previous
recipes of this chapter, we were using the JSON Web Signature (JWS)
approach, which promotes integrity protection. With JWE, we start providing
confidentiality to JWT tokens issued by the Authorization Server. This recipe
is important to learn so you can add another layer of security for your
application.
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Getting ready

To run this recipe, you will need to create a Spring Boot application to
configure the Authorization Server using Java 8, MySQL, Maven, and
Nimbus (which provides JWE and encryption capabilities). The other
dependencies will be described in the How to do it... section.
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How to do it...

This recipe shows you how to create the Authorization Server that will be
defined as the jwe-server project. This project is available on GitHub in the
chapteros folder and all that you will need to create this project is presented in
the next steps:

1. You can create the jwe-server project at Spring Initializr, referencing weo
and security dependencies to easily set up the project.

2. If you have created the project using Spring Initializr, import the
generated source code as a Maven project into your IDE and add the
following dependencies into the pom. xm1:

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-ocauth2</artifactId>
<version>2.2.0.RELEASE</version><!--$NO-MVN-MAN-VERS$ -->

</dependency>

<dependency>
<groupld>org.springframework.security</groupId>
<artifactId>spring-security-jwt</artifactId>

</dependency>

<dependency>
<groupId>com.nimbusds</groupId>
<artifactId>nimbus-jose-jwt</artifactId>
<version>4.23</version>

</dependency>

3. Add the following content to the appiication.properties file to configure
the Resource Owner credentials:

security.user.name=adolfo
security.user.password=123

4. Before setting up the Authorization Server, let's create some additional
classes that will customize some default behaviors from Spring Security
OAuth2 so our server can create JWE tokens (that is, basically JWT
with encrypted payload). So, at first create the sub-package cautn.qut.

5. Create the gwerokenserializer class within the cauth.wt sub-package, as
follows:
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public class JweTokenSerializer {
private String encodedKeypair;
public JweTokenSerializer (String encodedKeypair) {
this.encodedKeypair = encodedKeypair;

}

6. Add the following method to swetokenserializer that will be in charge to
encrypt any given payload:

public String encode (String payload) {
try {
byte[] decodedKey = Base64.getDecoder () .decode (encodedKeypair)
SecretKey key = new SecretKeySpec (decodedKey, 0, decodedKey.le

JWEHeader header = new JWEHeader (JWEAlgorithm.DIR, Encryptionl
Payload payloadObject = new Payload(payload);

JWEObject jweObject = new JWEObject (header, payloadObject)
jweObject.encrypt (new DirectEncrypter (key)):;

return jweObject.serialize();
} catch (Exception e) {
throw new RuntimeException (e);

}

7. Add the following method within gweTokenserializer to decrypt any
payload:

public Map<String, Object> decode (String base64EncodedKey, String cont
byte[] decodedKey = Base64.getDecoder () .decode (base64EncodedKey) ;
SecretKey key = new SecretKeySpec (decodedKey, 0, decodedKey.lengtt
try A
JWEObject jweObject = JWEObject.parse(content);
jweObject.decrypt (new DirectDecrypter (key));

Payload payload = jweObject.getPayload();
ObjectMapper objectMapper = new ObjectMapper () ;
ObjectReader reader = objectMapper.readerFor (Map.class);
return reader.with (DeserializationFeature.USE LONG FOR INTS)
.readValue (payload.toString()) ;
} catch (Exception e) {
throw new RuntimeException (e);

}

8. Now create the swerokenenhancer as follows. This class works as a custom
version for a default token enhancer used by Spring Security OAuth2
(which is the swtaccessTokenconverter class) to generate JWT access
tokens (import both classes ssonparser and ssonparserractory from
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org.springframework.security.oauch.common.util]QaCkage)Z

public class JweTokenEnhancer implements TokenEnhancer {
public static final String TOKEN_ ID = AccessTokenConverter.JTI;
private JsonParser objectMapper = JsonParserFactory.create();
private AccessTokenConverter tokenConverter;
private JweTokenSerializer tokenSerializer;

public JweTokenEnhancer (AccessTokenConverter tokenConverter,
JweTokenSerializer tokenSerializer) ({

this.tokenConverter = tokenConverter;
this.tokenSerializer = tokenSerializer;
}
@Override

public OAuth2AccessToken enhance (OAuth2AccessToken accessToken,
OAuth2Authentication authentication) {
DefaultOAuth2AccessToken result = new DefaultOAuth2AccessToker
Map<String, Object> info = new LinkedHashMap<> (accessToken.get
String tokenId = result.getValue();
if (!info.containsKey (TOKEN ID)) {

info.put (TOKEN ID, tokenId);

}
result.setAdditionalInformation (info) ;
result.setValue (encode (result, authentication));
return result;

private String encode (DefaultOAuth2AccessToken accessToken,

OAuth2Authentication authentication) {

String content;

try |
content = objectMapper.formatMap (

tokenConverter.convertAccessToken (accessToken, authent

return tokenSerializer.encode (content);

} catch (Exception e) {
throw new IllegalStateException ("Cannot convert access tok

9. Now create the oauth2authorizationserver class as follows:

@Configuration @EnableAuthorizationServer
public class OAuth2AuthorizationServer
extends AuthorizationServerConfigurerAdapter {
@Autowired
private AuthenticationManager authenticationManager;
@Override
public void configure (AuthorizationServerSecurityConfigurer securi
throws Exception {
security.tokenKeyAccess ("permitAll ()");
}
@Override
public void configure (ClientDetailsServiceConfigurer clients) thrc
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clients
.inMemory () .withClient ("clientapp") .secret ("123456")
.scopes ("read profile") .authorizedGrantTypes (
"password", "authorization code");

10. Declare the following String bean inside the oauth2authorizationserver
class that is the base 64 encoded version of the symmetric key generated
through the usage of the Advanced Encryption Standard (AES)
algorithm, which will be used for encryption and decryption of JWE:

@Bean
public String symmetricKey () {
try {

KeyGenerator keyGenerator = KeyGenerator.getInstance ("AES");

keyGenerator.init (128);

SecretKey key = keyGenerator.generateKey();

return Base64.getEncoder () .encodeToString (key.getEncoded()) ;
} catch (NoSuchAlgorithmException e) {

throw new RuntimeException (e);

}

11. Declare the following beans within ocauth2authorizationserver:

@Bean
public TokenEnhancer tokenEnhancer () {
return new JweTokenEnhancer (accessTokenConverter (),
new JweTokenSerializer (symmetricKey()));

}

@Bean
public JwtTokenStore jwtTokenStore() {
return new JwtTokenStore (accessTokenConverter());

}

@Bean

public JwtAccessTokenConverter accessTokenConverter () {
JwtAccessTokenConverter tokenConverter = new JwtAccessTokenConvert
tokenConverter.setSigningKey (symmetricKey ()) ;
return tokenConverter;

12. Finally, set up the AuthorizationServerEndpointsConfigurer dS follows:

@Override
public void configure (AuthorizationServerEndpointsConfigurer endpoints
endpoints.authenticationManager (authenticationManager)
.tokenStore (jwtTokenStore ())
.tokenEnhancer (tokenEnhancer () )
.accessTokenConverter (accessTokenConverter());
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| }

13. Now the jwe-server 18 ready to be executed through the mvn spring-
boot : run command.
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How it works...

The key points for this recipe to work as desired, that is, to allow the
Authorization Server to issue JWE tokens, was to create a custom version of
TokenEnhancer and the helper class swerokenserializer, which is responsible for
encryption and decryption of data. By implementing our custom
TokenEnhancer, Spring Security OAuth2 allows you to set additional
capabilities or the format of an access token being issued. It was perfect as an
extension point for adding support for JWE.

An important thing to be mentioned is that, because we are configuring
symmetric keys, the endpoint cauth/token key 1s not publicly available as it is
when we configure an asymmetric key. That is because at the moment, we
just have one key to sign and to validate the content of the payload. On the
other hand, when using an asymmetric key we have the private and public
key where as the name implies, the public key can be shared with everybody
without exposing the security of the application.

Start the application and try to generate an access token to see all the results,
which should be something similar to what follows:

{
"access_token": "eyJ1bmMiOiJBMTI4RONNIiwiYWxnIjoiZGlyInO. . 6LyaLUPQ3DQREzZx

"token_type": "bearer",

"expires_in": 43194,

"scope": "read profile",

"jti": "d649£685-449a-421d-8d68-ddb5217a1905"
}
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See also

e Generating access tokens as JWT
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Using JWE at the Resource Server
side

This recipe will show you how to create a Resource Server that is able to
validate JWE access tokens. By using this recipe you will also be able to
understand important extension points provided by Spring Security OAuth2
and how to integrate other libraries such as Nimbus to allow cryptography.
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Getting ready

To run this recipe, you will need to create a Spring Boot application to
configure the Resource Server using Java 8, Maven, Spring Web, Spring
Security, and Nimbus (which provides JWE and encryption capabilities).
Some dependencies will be described in the How fo do it... section.
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How to do it...

This recipe presents you with how you can create the Resource Server that
will be defined as the project jwe-resource. This project is available on GitHub
in the chapteros folder and all you need to create this project is presented in
the following steps:

1.

2.

You can create the project jwe-resource at Spring Initializr, referencing
web and security dependencies to easily set up the project.

If you have created the project using Spring Initializr, import the
generated source code as a Maven project into your IDE and add the
following dependencies into the pom. xmi:

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-oauth2</artifactId>
<version>2.2.0.RELEASE</version><!--$NO-MVN-MAN-VERS$ -->

</dependency>

<dependency>
<groupld>org.springframework.security</groupId>
<artifactId>spring-security-jwt</artifactId>

</dependency>

<dependency>
<groupId>com.nimbusds</groupId>
<artifactId>nimbus-jose-jwt</artifactId>
<version>4.23</version>

</dependency>

Add the following content to the appiication.properties file to configure
the Resource Owner credentials:

server.port=8081

security.user.name=adolfo
security.user.password=123

security.oauth2.resource.jwt.key-uri=http://localhost:8080/cauth/toker
security.oauth2.client.client-id=clientapp
security.ocauth2.client.client-secret=123456

Create the class vsercontrolier that will provide the user's profile API
(create this class within the sub-package api). Don't forget to create the
constructor and getters and setters for respective attributes for the
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UserProfile ClaSS:

@Controller
public class UserController {

@RequestMapping ("/api/profile™)
public ResponseEntity<UserProfile> myProfile() {
String username (String) SecurityContextHolder.getContext ()
.getAuthentication () .getPrincipal () ;
String email = username + "@mailinator.com";
UserProfile profile = new UserProfile(username, email);
return ResponseEntity.ok(profile);

}

public static class UserProfile {
private String name;
private String email;
// controller, getters and setters hidden for brevity

5. Create the sub-package oautn/3wt within the main package of the project
and create the sweTokenEnhancer and gwerokenserializer classes with the
same content from the Using JWE to cryptographically protect JWT
tokens recipe. You could also copy these classes directly or even create a
separate library if you are developing something for the production
environment.

6. Inside the oautn/5wt sub-package, create the swerokenstore class as
follows:

public class JweTokenStore implements TokenStore {
private String encodedSigningKey;
private final TokenStore delegate;
private final JwtAccessTokenConverter converter;
private final JweTokenSerializer crypto;

public JweTokenStore (String encodedSigningKey, TokenStore delegate
JwtAccessTokenConverter converter, JweTokenSe
this.encodedSigningKey = encodedSigningKey;
this.delegate = delegate;
this.converter = converter;
this.crypto = crypto;
}

@Override
public OAuth2AccessToken readAccessToken (String tokenValue) {
return converter.extractAccessToken (
tokenValue, crypto.decode(encodedSigningKey, tokenValue));
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@Override
public OAuth2Authentication readAuthentication (OAuth2AccessToken t
return readAuthentication (token.getValue()):;

}

@Override
public OAuth2Authentication readAuthentication (String token) {
return converter.extractAuthentication (crypto.decode (encodedSi

}

7. Not every method declared by the rokenstore interface were implemented
in the previous step. Implement all the remaining methods to delegate
the execution to the decorated version of tokenstore, which is being
referenced as deiegate. The following method should be used as an
example so you can understand what to do for the remaining methods:

@Override
public void removeAccessToken (OAuth2AccessToken token) {
delegate.removeAccessToken (token) ;

}

8. Create the configuration for the Resource Server through the
oAuth2Resourceserver class as follows:

@Configuration @EnableResourceServer

public class OAuth2ResourceServer extends ResourceServerConfigurerAdar
@Autowired
private ResourceServerProperties resource;

@Override
public void configure (HttpSecurity http) throws Exception {
http
.authorizeRequests ()
.anyRequest () .authenticated () .and ()
.requestMatchers () .antMatchers ("/api/**");

9. Add the following beans declarations within the oauth2resourceserver
class:

@Bean
public JweTokenStore tokenStore() {
return new JweTokenStore (getSignKey (),
new JwtTokenStore (jwtTokenConverter()), jwtTokenConverter(), t

}

@Bean
public JweTokenSerializer tokenSerializer () {
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return new JweTokenSerializer (getSignKey())

}

@Bean

public JwtAccessTokenConverter jwtTokenConverter () {
JwtAccessTokenConverter converter = new JwtAccessTokenConverter();
converter.setSigningKey (getSignKey ()) ;

return converter;

}

@Bean

public String getSignKey () {
RestTemplate keyUriRestTemplate = new RestTemplate();
HttpHeaders headers = new HttpHeaders();

String username = this.resource.getClientId();
String password = this.resource.getClientSecret();
if (username != null && password != null) {
byte[] token = Baseb4.getEncoder () .encode((username + ":" + pzc

headers.add ("Authorization", "Basic " + new String(token));
}
HttpEntity<Void> request = new HttpEntity<> (headers):;
String url = this.resource.getJwt () .getKeyUri();
return (String) keyUriRestTemplate
.exchange (url, HttpMethod.GET, request, Map.class) .getBody
.get ("value");

10. Then add the following configuration within the oauth2resourceserver
class:

@Override
public void configure (ResourceServerSecurityConfigurer resources) thrc
resources.tokenStore (tokenStore()) ;

}

11. Now the Resource Server is ready to run and start serving the user's
profile API.
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How it works...

The Resource Server configured for this recipe is a little bit more complex
than the Resource Server configurations created in the Validating
asymmetrically signed JWT token and Validating JWT tokens at the Resource
Server side recipes. That is happening because at this time, we cannot rely
just on the cauth/token key €ndpoint configuration property to start the auto-
configuration process provided by Spring Boot. As we had to manually
retrieve the public key, we had to declare some additional beans as

JwtAccessTokenConverter, JweTokenSerializer, and JweTokenStore.

Check that everything is working fine by creating a new access token by

running both the Authorization Server and Resource Server that supports
JWE tokens. After creating an access token try to access the user's profile
endpoint using the newly JWE token.
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See also

e Using JWE to cryptographically protect JWT tokens
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Using proof-of-possession key
semantics on OAuth 2.0 Provider

This chapter will present you with the means to implement an OAuth 2.0
solution where it is possible for the client to prove to the Resource Server that
it is in possession of a given key through the usage of JWT tokens. Enabling
this feature, increases the safeness of an API because it does not allow the
usage of an access token that does not belong to the client sending a request.
It can be implemented in many different ways as per the official specification
described by RFC 7800 that is available at https://tools.ietf.org/html/rfc7800.
Nevertheless, this recipe presents you with how to implement proof-of-
possession key semantics using asymmetric keys.
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Getting ready

Throughout this recipe we will create the OAuth 2.0 Provider that is
composed by the Resource Server and the Authorization Server. This time
both Authorization Server and Resource Server is implemented as a unique
Spring Boot application using Java 8, Maven, Spring Web, Spring Security,
and Nimbus (which provides JWE and encryption capabilities). The other
dependencies will be described in the How to do it... section.
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How to do it...

The next steps will show you how to create the OAuth 2.0 Provider, which
was named pop-server. This project is also available on GitHub in the
ChapterOSfblder:

1. First of all, create the pop-server project as a Spring Boot application (I
recommend the usage of Spring Initializr). At Spring Initializr add web,
Thymeleaf and security as dependencies.

2. Import the pop-server project to your IDE as a Maven project and add the
following dependencies into the pom.xm1 file:

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-oauth2</artifactId>
<version>2.2.0.RELEASE</version><!--$NO-MVN-MAN-VERS -->

</dependency>

<dependency>
<groupld>org.springframework.security</groupId>
<artifactId>spring-security-jwt</artifactId>

</dependency>

<dependency>
<groupIld>com.nimbusds</groupId>
<artifactId>nimbus-jose-jwt</artifactId>
<version>4.23</version>

</dependency>

3. Add the fOllOWil’lg content into the application.properties file (the key-
value property is being defined for the Resource Server to validate JWT
tokens):

security.user.name=adolfo
security.user.password=123
security.oauth2.resource.jwt.key-value=non-prod

4. Create one sub-package named oautn With two other inner packages
named authorizationserver and resourceserver respectively.

5. As the Authorization Server will return a JWT token in response to the
token request and the application needs to support proof-of-possession
key semantics, create the following implementation of TokenEnhancer
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interface. The poprokenEnnancer class 1s in charge to extract the public key
sent by clients during the token request phase. And finally, this public
key is used as an additional information within the JWT token (create
the following class within the cauth.authorizationserver sub-package):

class PoPTokenEnhancer implements TokenEnhancer ({

@Override

public OAuth2AccessToken enhance (
OAuth2AccessToken accessToken,
OAuth2Authentication authentication) {
Map<String, Object> additional = new HashMap<>();
String publicKey = authentication.getOAuth2Request ()

.getRequestParameters () .get ("public key");

additional.put ("public key", publicKey);

DefaultOAuth2AccessToken defaultAccessToken = (DefaultOAuth2Ac
defaultAccessToken.setAdditionalInformation (additional) ;
return accessToken;

6. It's not a good idea to return a claim within the JWT token structure and
within the JSON returned in response to a token request. That's just to
avoid data to be duplicated, and to do so, create the following enhancer
within the same package as ropTokenEnhancer:

public class CleanTokenEnhancer implements TokenEnhancer {
@Override
public OAuth2AccessToken enhance (OAuth2AccessToken accessToken,
OAuth2Authentication authentication) {
accessToken.getAdditionalInformation () .remove ("public key");
return accessToken;

7. Now create the Authorization Server configuration through the
oauth2authorizationserver Class whose source code is presented as
follows:

@Configuration
@EnableAuthorizationServer
public class OAuth2AuthorizationServer extends AuthorizationServerConf

@Override
public void configure (ClientDetailsServiceConfigurer clients) thrc
clients
.inMemory ()
.withClient ("clientapp") .secret ("123456")
.scopes ("read profile")
.authorizedGrantTypes ("authorization code");
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8. Then add the following methods into the oauth2authorizationserver class:

@Bean
public JwtAccessTokenConverter accessTokenConverter () {
JwtAccessTokenConverter converter = new JwtAccessTokenConverter();

converter.setSigningKey ("non-prod") ;
return converter;

}

@Override

public void configure (AuthorizationServerEndpointsConfigurer endpoints
TokenEnhancerChain chain = new TokenEnhancerChain () ;
chain.setTokenEnhancers (Arrays.asList (

new PoPTokenEnhancer (), accessTokenConverter (), new CleanTokenFE

endpoints.tokenEnhancer (chain) ;

9. The Authorization Server is ready to generate a JWT token with the
custom claim named public key that needs to be present within the
access token so that the client can send it to access OAuth's protected
resources through the usage of proof-of-possession key (the Resource
Server will need the public key to validate the nonce field that will be
sent by the client).

10. Now it's time to create the Resource Server's configurations, but first of
all let's create an authentication structure that contains the nonce attribute.
This attribute will be used to prove that the client is in possession of the
private key bound to the public key used to generate the nonce as well.
Create the following class within the cauth.resourceserver sub-package
(note that it's a decorator for an existent authentication class):

public class PoPAuthenticationToken implements Authentication {

private Authentication authentication;

private String nonce;

public PoPAuthenticationToken (Authentication authentication) {
this.authentication = authentication;

}

public void setNonce (String nonce) {this.nonce = nonce;}

public String getNonce () {return nonce;}

public Collection<? extends GrantedAuthority> getAuthorities() {
return authentication.getAuthorities();

}

public Object getCredentials() {return authentication.getCredentic

public Object getDetails () {return authentication.getDetails();}

public Object getPrincipal () {return authentication.getPrincipal ()

public boolean isAuthenticated() {return authentication.isAuthenti

public void setAuthenticated(boolean isAuthenticated)
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throws IllegalArgumentException {
authentication.setAuthenticated (isAuthenticated);

}

public String getName () {return authentication.getName();}

11. Create the roprokenextractor class as follows, that has the responsibility
to create an instance of popauthenticationToken With the nonce field that
must be presented in the HTTP header:

public class PoPTokenExtractor implements TokenExtractor ({
private TokenExtractor delegate;
public PoPTokenExtractor (TokenExtractor delegate) {
this.delegate = delegate;
}
public Authentication extract (HttpServletRequest request) {
Authentication authentication = delegate.extract (request);
if (authentication != null) {
PoPAuthenticationToken popAuthenticationToken
= new PoPAuthenticationToken (authentication);
popAuthenticationToken.setNonce (request.getHeader ("nonce")
return popAuthenticationToken;
}

return authentication;

12. As the authentication process needs to be customized, create the
PoPAuthenticationManager class as follows:

public class PoPAuthenticationManager implements AuthenticationManager

private AuthenticationManager authenticationManager;

public PoPAuthenticationManager (AuthenticationManager authenticati
this.authenticationManager = authenticationManager;

}

@Override

public Authentication authenticate (Authentication authentication)
throws AuthenticationException {
Authentication authenticationResult = authenticationManager

.authenticate (authentication);

if (authenticationResult.isAuthenticated()) {
if (authentication instanceof PoPAuthenticationToken) {
PoPAuthenticationToken popAuthentication
= (PoPAuthenticationToken) authentication;

String nonce = popAuthentication.getNonce() ;
if (nonce == null) {
throw new UnapprovedClientAuthenticationException
"This request does not have a valid signed nor

String token = (String) popAuthentication.getPrincipal
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try {
JWT jwt = JWTParser.parse (token);
String publicKey = jwt.getJWTClaimsSet () .getClaim(
JWK jwk = JWK.parse (publicKey) ;
JWSObject jwsNonce = JWSObject.parse (nonce);
JWSVerifier verifier = new RSASSAVerifier ( (RSAKey)
if (!jwsNonce.verify(verifier)) {

throw new InvalidTokenException (
"Client hasn't possession of given token");

}

} catch (Exception e) {
throw new RuntimeException (e);

}

return authenticationResult;

13. To finish the Resource Server configuration, create the
OAuth2Resourceserver class as follows:

@Configuration @EnableResourceServer
public class OAuth2ResourceServer extends ResourceServerConfigurerAdarg
@Bean @Primary
public DefaultTokenServices tokenServices () {
DefaultTokenServices tokenServices = new DefaultTokenServices
tokenServices.setTokenStore (tokenStore()) ;
return tokenServices;

}

@Bean
public TokenStore tokenStore () {
JwtTokenStore tokenStore = new JwtTokenStore (accessTokenConver

return tokenStore;

}

@Bean

public JwtAccessTokenConverter accessTokenConverter () {
JwtAccessTokenConverter converter = new JwtAccessTokenConverte
converter.setVerifier (verifier());

converter.setSigningKey ("non-prod") ;
return converter;

}

@Bean

public SignatureVerifier verifier () {
return new MacSigner ("non-prod") ;

}

@Override

public void configure (ResourceServerSecurityConfigurer resources)
resources.tokenExtractor (new PoPTokenExtractor (new BearerToker
OAuth2AuthenticationManager oauth = new OAuth2AuthenticationMe
oauth.setTokenServices (tokenServices());
resources.authenticationManager (new PoPAuthenticationManager (c

}

@Override

public void configure (HttpSecurity http) throws Exception {
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http
.authorizeRequests ()
.anyRequest () .authenticated() .and ()
.requestMatchers () .antMatchers ("/api/**");

14. Now, as the OAuth Provider provides both Authorization Server and
Resource Server, create the following API to be accessed by the client
using OAuth 2.0:

@Controller
public class UserController {

@RequestMapping ("/api/profile")
public ResponseEntity<UserProfile> myProfile () {

String username = (String) SecurityContextHolder.getContext ()
.getAuthentication () .getPrincipal () ;

String email = username + "@mailinator.com";

UserProfile profile = new UserProfile(username, email);

return ResponseEntity.ok(profile);

}

public static class UserProfile {

private String name;

private String email;

public UserProfile(String name, String email) {
this.name = name;
this.email = email;

}

// getters and setters hidden for brevity
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How it works...

There 1s a lot of things going on this recipe that basically 1s about the
responsibilities of Authorization Server and Resource Server. The
Authorization Server is ready to receive a JSON Web Key (JWK) structure
containing the public key that should be embedded within the access token in
response for a token request. To allow for a claim to be embedded in an
access token the Authorization Server creates a JSON Web Signature
(JWS) type of IWT. For didactic purposes, it's being signed with the
symmetric key non-prod.

It would be better to not place the symmetric key directly on the
source code as we did for this recipe. The recommended way
would be to save the symmetric key within an external file and it
is preferable for it to be encrypted.

On the other hand, we have the Resource Server validating the header
attribute nonce besides validating the JWS token that might be presented by
the client application. The main logic for both JWS and nonce validation is
written into the popauthenticationmanager class. Notice that when trying to
authenticate a request for an OAuth protected resource, the access token is
validated using the same symmetric key (which is non-prod) used to sign the
JWS token by the Authorization Server. After this validation, this JWT is
parsed, which allows the application to extract the embedded pubiic key claim
explained before. This pubiic key 1S used to validate the nonce attribute that
must be generated by the client application, which is in possession of the
correspondent private key.

As an exercise to increase the safeness of the application, you
can manage nonces for a given client ID so that this attribute
cannot be the same for further requests leveraging the real
semantic of a nonce attribute. It's recommended because as the
name implies, it should be a random number to be used just
once.
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There's more...

To interact with the OAuth Provider created in this recipe you need to have a
key pair and have to share the public key with the Authorization Server and
also need to generate a nonce signed with the related private key before
sending requests to the Resource Server. All of these steps should be a little
complicated to do manually, but don't worry because the next recipe will
present you with how to write a client application that is able to interact using
proof-of-possession key semantics.
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See also

e Generating access tokens as JWT
e Using proof-of-possession key on the client side
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Using proof-of-possession key on the
client side

In the previous recipe, you can understand all the pieces required for enabling
proof-of-possession key semantics at the OAuth Provider side. This recipe
will help you to create an application that is able to interact with the OAuth
Provider, being capable to prove that it has possession of a private key related
to the public key embedded within the JWS token that can be presented to the
Resource Server when interacting with protected resources.
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Getting ready

This recipe presents you with how to implement the client side of a proof-of-
possession key stack, which is implemented as a Spring Boot application
using Java 8, Maven, Spring Web, Spring Security, and Nimbus (which
provides JWE and encryption capabilities). The other dependencies will be
described in the How fo do it... section.
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How to do it...

Now you will be guided to create the pop-c1ient application using proof-of-
possession key semantics. This project is also available on GitHub in the
ChapterOSfblder:

1. Create the project pop-c1ient as a Spring Boot application (I recommend
the usage of Spring Initializr). At Spring Initializr add web and security as
dependencies.

2. Import the pop-ciient project to your IDE as a Maven project and add the
following dependencies into the pom.xm1 file:

<dependency>
<groupld>org.springframework.security.oauth</groupId>
<artifactId>spring-security-oauth2</artifactId>
<version>2.2.0.RELEASE</version><!--$NO-MVN-MAN-VERS -->

</dependency>

<dependency>
<groupld>org.springframework.security</groupId>
<artifactId>spring-security-jwt</artifactId>

</dependency>

<dependency>
<groupIld>com.nimbusds</groupId>
<artifactId>nimbus-jose-jwt</artifactId>
<version>4.23</version>

</dependency>

3. Add the fOllOWil’lg content into the application.properties file (the key-
value property is being defined for a Resource Server to validate JWT
tokens):

server.port=9000
spring.http.converters.preferred-json-mapper=jackson
spring.thymeleaf.cache=false
security.user.name=adolfo

security.user.password=123

4. Create one sub-package named oautn and add the following class to
manage the xeyrair required to sign the nonce header to prove the
possession of a given private key:

@Component
public class JwkKeyPairManager {
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private final JWK clientJdwk;

public JwkKeyPairManager () {
KeyPair keyPair = createRSA256KeyPair();
this.clientdJwk = new RSAKey.Builder ((RSAPublicKey) keyPair.get
.privateKey ( (RSAPrivateKey) keyPair.getPrivate())
.keyID(UUID.randomUUID() .toString()) .build() ;
}

public JWK createdJWK () { return clientJwk.toPublicdWK(); }

public String getSignedContent (String content) {
try |
RSASSASigner signer = new RSASSASigner ( (RSAKey) clientdJwk)
JWSObject jwsObject new JWSObject (
new JWSHeader.Builder (JWSAlgorithm.RS256)
.keyID(clientJwk.getKeyID()) .build(),
new Payload(content));
jwsObject.sign (signer);
return jwsObject.serialize();
} catch (Exception e) {
throw new RuntimeException (e);

}
}

private KeyPair createRSA256KeyPair () {
try {
KeyPairGenerator generator = KeyPairGenerator.getInstance(
generator.initialize (2048);
return generator.generateKeyPair();
} catch (NoSuchAlgorithmException e) {
throw new RuntimeException (e);

}

5. Then create the following rorTokenrequestEnhancer class to enable the
client to send the public key to Authorization Server when requesting a
new access token:

@Component

public class PoPTokenRequestEnhancer implements RequestEnhancer
@Autowired
private JwkKeyPairManager keyPairManager;

public void enhance (AccessTokenRequest request,
OAuth2ProtectedResourceDetails resource,
MultiValueMap<String, String> form, HttpHeaders headers) ({
form.add ("public key", keyPairManager.createJWK() .toJSONStrinc

6. Now, as the client application needs to send the signed nonce attribute to
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the Resource Server when interacting with an OAuth protected resource,
create the following class that implements ciientrttprequestinterceptor,
which intercepts any HTTP request before interacting with an external
endpoint:

@Component

public class HttpRequestWithPoPSignaturelnterceptor
implements ClientHttpRequestInterceptor, ApplicationContextAware ({
private ApplicationContext applicationContext;

@Autowired
private JwkKeyPairManager keyPairManager;

@Override

public void setApplicationContext (ApplicationContext applicationCc
throws BeansException {
this.applicationContext = applicationContext;

}

@Override
public ClientHttpResponse intercept (HttpRequest request, byte[] bc
ClientHttpRequestExecution execution) throws IOException {
OAuth2ClientContext clientContext =
applicationContext.getBean (OAuth2ClientContext.class);
OAuth2AccessToken accessToken = clientContext.getAccessToken ()
request.getHeaders () .set ("Authorization", "Bearer " + accessTc
request.getHeaders () .set ("nonce", keyPairManager.getSignedCont
UUID.randomUUID () .toString()));
return execution.execute (request, body);

7. Before creating the client configuration, create the following class that
will be in charge of saving and retrieving access tokens for a given user:

@Service
public class OAuth2ClientTokenSevices implements ClientTokenServices {
private ConcurrentHashMap<String, ClientUser> users = new Concurre

public OAuth2AccessToken getAccessToken (OAuth2ProtectedResourceDet
Authentication authentication) {
ClientUser clientUser = getClientUser (authentication);
if (clientUser.accessToken == null) return null;
DefaultOAuth2AccessToken oAuth2AccessToken = new
DefaultOAuth2AccessToken (clientUser.accessToken) ;
oAuth2AccessToken.setAdditionalInformation(clientUser.additior
oAuth2AccessToken.setExpiration (new Date(clientUser.expiratior
return oAuth2AccessToken;
}
public void saveAccessToken (OAuth2ProtectedResourceDetails resourc
Authentication authentication, OAuth2AccessToken accessTok
ClientUser clientUser = getClientUser (authentication);
clientUser.accessToken = accessToken.getValue () ;
clientUser.expirationTime = accessToken.getExpiration().getTin
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clientUser.additionalInformation = accessToken.getAdditionallr
users.put (clientUser.username, clientUser);

@Override

public void removeAccessToken (OAuth2ProtectedResourceDetails resot

Authentication authentication) {
users.remove (getClientUser (authentication) .username) ;

private ClientUser getClientUser (Authentication authentication) {

String username = ((User) authentication.getPrincipal()) .getUs
ClientUser clientUser = users.get (username) ;
if (clientUser == null) {

clientUser = new ClientUser (username) ;

}

return clientUser;

private static class ClientUser {
private String username;
private String accessToken;
private Map<String, Object> additionalInformation;
private long expirationTime;
public ClientUser (String username) {
this.username = username;

8. Now create the clientconfiguration class as follows:

@Configuration @EnableOAuth2Client
public class ClientConfiguration {

@Autowired

private ClientTokenServices clientTokenServices;

@Autowired

private OAuth2ClientContext oauth2ClientContext;

@Autowired

private HttpRequestWithPoPSignaturelnterceptor interceptor;

@Autowired

private PoPTokenRequestEnhancer requestEnhancer;

@Bean

public AuthorizationCodeResourceDetails authorizationCode () {
AuthorizationCodeResourceDetails resourceDetails

= new AuthorizationCodeResourceDetails();

resourceDetails.setId ("ocauth2server") ;
resourceDetails.setTokenName ("oauth token");
resourceDetails.setClientId("clientapp")
resourceDetails.setClientSecret ("123456");
resourceDetails.setAccessTokenUri ("http://localhost:8080/cautl
resourceDetails.setUserAuthorizationUri ("http://localhost:808C
resourceDetails.setScope (Arrays.asList ("read profile"));
resourceDetails.setPreEstablishedRedirectUri (("http://localhos
resourceDetails.setUseCurrentUri (false) ;
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10.

11.

resourceDetails.setClientAuthenticationScheme (AuthenticationSc
return resourceDetails;

}

@Bean
public OAuth2RestTemplate ocauth2RestTemplate () {
OAuth2ProtectedResourceDetails resourceDetails = authorizatior

OAuth2RestTemplate template = new OAuth2RestTemplate (
resourceDetails, oauth2ClientContext);

AuthorizationCodeAccessTokenProvider authorizationCode
= new AuthorizationCodeAccessTokenProvider () ;
authorizationCode.setTokenRequestEnhancer (requestEnhancer) ;

AccessTokenProviderChain provider = new AccessTokenProviderChe
Arrays.aslList (authorizationCode)) ;

provider.setClientTokenServices (clientTokenServices);
template.setAccessTokenProvider (provider) ;
template.setInterceptors (Arrays.aslList (interceptor));
return template;

As this is a Client application, we need to create something for the final
user to interact with. Let's create a dashboard by defining the following
classes. The first one is userrrofile as presented in the following code:

public class UserProfile {
private String name;
private String email;
// getters and setters hidden for brevity

Now create the entry class to represent fictitious data into the user's
dashboard:

public class Entry {
private String value;
public Entry(String value) { this.value = value; }
public String getValue() { return value; }

And create the userpashboarda controller as follows:

@Controller
public class UserDashboard {
@Autowired
private OAuth2RestTemplate restTemplate;
@GetMapping ("/")
public String home () { return "index"; }
@GetMapping ("/callback")
public ModelAndView callback (String code, String state) {
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return new ModelAndView ("forward:/dashboard") ;

}

@GetMapping ("/dashboard")

public ModelAndView dashboard() {
List<Entry> entries = Arrays.asList (

new Entry ("entry 1"), new Entry("entry 2"));

ModelAndView mv = new ModelAndView ("dashboard") ;
mv.addObject ("entries", entries);
tryToGetUserProfile (mv) ;
return mv;

}

private void tryToGetUserProfile (ModelAndView mv) {

String endpoint = "http://localhost:8080/api/profile";
try {
UserProfile userProfile = restTemplate.getForObject (endpoi

mv.addObject ("profile", userProfile);
} catch (HttpClientErrorException e) {
throw new RuntimeException("it was not possible to retriev

}

12. Now, we just have to create the frontend. Create the index.ntm1 file
within the resource/templates project's directory with the following
content:

<!DOCTYPE html>
<html xmlns="http://www.w3.0rg/1999/xhtml" xmlns:th="http://www.thymel
<head>
<title>client app</title>
</head>
<body>
<a href="/dashboard">Go to your dashboard</a>
</body>
</html>

13. And create the dashboard.ntm1 file within the same directory as index.htmi:

<!DOCTYPE html>
<html xmlns="http://www.w3.0rg/1999/xhtml"
xmlns:th="http://www.thymeleaf.org">
<head><title>client app</title></head>
<body>
<hl>that's your dashboard</hl>
<table>
<tr><td><b>That's your entries</b></td></tr>
<tr th:each="entry : ${entries}">
<td th:text="${entry.value}">value</td>
</tr>
</table>
<h3>your profile from [Profile Application]</h3>
<table>
<tr>
<td><b>name</b></td>
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14.

<td th:text="${profile.name}">username</td>
</tr>
<tr>
<td><b>email</b></td>
<td th:text="${profile.email}">email</td>
</tr>
</table>
</body>
</html>

Finally, make sure that popciientappiication (Or any other class annotated
with @SpringBootApplication) implements ServletContextInitializer
interface and its respective method as follows:

@Override
public void onStartup (ServletContext servletContext) throws ServletExc
servletContext.getSessionCookieConfig () .setName ("client-session");

}
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How it works...

Basically, to prove that the client application is in possession of a given
private key, this project firstly creates a keyrair within a Spring managed
component, which is the class swkkeypairmanager. The xeyrair 1S maintained as
a JWK instance that allows us to create a JWK with the public key to be
presented to the Authorization Server. It also allows to generate a signed
content with the JWK being managed to create nonce values to be presented to
the Resource Server.

To start interacting with an OAuth Provider that is ready to work with proof-
of-possession key semantics, start the pop-server application created in the
Using proof-of-possession key semantics on OAuth 2.0 Povider recipe. Then
start the pop-c1ient application and go to nttp://10calnost: 9000 to authenticate
yourself using the credentials defined within the appiication.properties file of
pop-client and pop-server projects (which in my case 1s ado1fo and 123 for
username and password).
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See also

e Using proof-of-possession key semantics on OAuth 2.0 Provider
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OpenlD Connect for Authentication

In this chapter, we will cover the following recipes:

Authenticating Google's users through Google OpenlID Connect
Obtaining user information from Identity Provider

Using Facebook to authenticate users

Using Google OpenID Connect with Spring Security 5

Using Microsoft and Google OpenlD providers together with Spring
Security 5
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Introduction

This chapter introduces you to using Spring Security OAuth2 and the new
version of Spring Security to add support for OpenID Connect. OpenlD
comes as an additional layer that builds authentication on top of OAuth 2.0,
which is an authorization protocol. After reading this chapter, you will be
able to integrate with any OpenlD provider, such as Google, Microsoft, and
Facebook Identity Providers. This chapter also presents you with invaluable
recipes using the most up-to-date version of Spring Security. Spring Security
5 integrates all security-related projects, such as OAuth 2.0, OpenlD, Single
Sign On, and Spring Social, which are implemented as separate projects at
the moment.

All recipes in this chapter rely on registered applications on
Identity Providers. As I can't share my application credentials, |
have created an application.properties. sampleﬁlefOI" each

0 project created for each recipe. If you download any source
code from GitHub, you have to rename this file to
application.properties and replace the credentials when
presented.
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Authenticating Google's users
through Google OpenID Connect

To allow users to be authenticated by third-party applications, it's required
that the Identity Provider you are considering to integrate with is trustworthy.
Google 1s a great example of an Identity Provider that meets such a
requirement. In addition, Google conforms to the OpenID Connect
specification and is OpenlD certified, as explained in the Google Identity
Platform guide, which is available at https://developers.google.com/identity/protocol
s/OpenIDConnect.

This recipe shows you how to use Google OpenID Connect and Spring
Security OAuth 2.0 to authenticate users who have an account on Google. As
described by OpenID Connect, users share their identity information instead
of their resources, as allowed by OAuth 2.0.
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Getting ready

To run this recipe, you will need Java 8, Maven, Spring Web, and Spring
Security. To ease the project creation step, use Spring Initializr at http://start.spr
ing.io/ and define the dependencies as web, Jpa, H2, Thymeleat, and security
(which will properly declare all the Spring Boot starters needed for this
recipe). Do not forget to set up the Artifact and Group names.
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How to do it...

This recipe creates the googie-connect project, which is available on GitHub in
the chapteros folder. Import the generated project as a Maven project into your
IDE and follow these steps:

1. Open the pon.xm1 file and add the following extra dependencies for spring
Security OAuth2, Spring Security JwT, and Thymeleaf €Xxtras for Spring
Security (note that we are declaring the most up-to-date version of
Spring Security OAuth2 at the time of writing this). I am assuming that
you have already imported the starters for web, sea, 12, and security:

<dependency>
<groupld>org.thymeleaf.extras</groupIld>
<artifactId>thymeleaf-extras-springsecurity4</artifactId>

</dependency>

<dependency>
<grouplId>org.springframework.security.oauth</groupId>
<artifactId>spring-security-oauth2</artifactId>
<version>2.2.0.RELEASE</version>

</dependency>

<dependency>
<groupld>org.springframework.security</groupId>
<artifactId>spring-security-jwt</artifactId>

</dependency>

2. Open the application.properties file and add the fOllOWil’lg content:

spring.datasource.url=jdbc:h2:mem:packt;DB CLOSE DELAY=-1;DB CLOSE ON_
spring.datasource.username=sa

spring.datasource.password=
spring.datasource.driver-class-name=org.h2.Driver
spring.jpa.properties.hibernate.dialect=org.hibernate.dialect.H2Dialec
spring.jpa.properties.hibernate.hbm2ddl.auto=create
spring.thymeleaf.cache=false

google.config.clientId=client-id
google.config.clientSecret=client-secret

openid.callback-uri=/google/callback
openid.api-base-uri=/profile/*

3. Note that we have to register our application at Google API console to
retrieve the credentials of our application, which are ciient-ia and
client-secret. 10 do that, register an application, as described in the
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Accessing OAuth 2.0 Google protected resources bound to user's
session recipe from the first chapter. Make sure that you register
http://localhost:8080 for the authorized JavaScript origins and
http://localhost:8080/google/callback for authorized redirect URI so the
application can receive the token ID and the respective access token.

4. Also, make sure you have generated the credentials for your newly
registered application. Copy both the client ID and client secret, and
replace the following attributes within the appiication.properties file
(your credentials will be different from what follows):

google.config.clientId=5001232.apps.googleusercontent.com
google.config.clientSecret=QPe-ulBwVV

5. Now let's start creating the source code to manage the user
authentication. Create the openia sub-package and the
openTDAuthentication Class to hold the user identity (they basically
represent the most used OpenID Connect claims). Make sure to import
JPA annotations from javax.persistence package:

@Entity
public class OpenIDAuthentication {
@Id @GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;
private String subject;
private String provider;
private long expirationTime;
private String token;

public boolean hasExpired() {
OffsetDateTime expirationDateTime =
OffsetDateTime.ofInstant (
Instant.ofEpochSecond (expirationTime),
Zoneld.systemDefault());
OffsetDateTime now = OffsetDateTime.now (
Zoneld.systemDefault());
return now.isAfter (expirationDateTime) ;
}
// getters and setters hidden for brevity

6. Create the coogleuser.java class within the same package with the
following content (make sure that you return true for the
isAccountNonExpired,isAccountNonLocked,Eﬂ]d.isEnabled.nﬂeth(NjS):

@Entity
public class GoogleUser implements UserDetails {
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@Id @GeneratedValue(strategy = GenerationType.IDENTITY)
private Long id;

private String email;

@OneToOne (cascade = {CascadeType.PERSIST, CascadeType.MERGE})
private OpenIDAuthentication openIDAuthentication;

@Deprecated GoogleUser () {}
public GoogleUser (String email,
OpenIDAuthentication openIDAuthentication) {
this.email = email;
this.openIDAuthentication = openIDAuthentication;
}
@Override public String getUsername () { return email; }
@Override
public Collection<? extends GrantedAuthority>
getAuthorities () {
return new ArrayList<>();
}
@Override public boolean isCredentialsNonExpired() {
return !openIDAuthentication.hasExpired();
}

// remaining getters and setters ommitted

7. Then, create the vserrepository class to allow the application to retrieve
user data by subject (which is the user's unique ID on Google). Import
@Param, annotation from org.springframework.data.repository.query

package.

public interface UserRepository
extends JpaRepository<GoogleUser, Long> {

@Query ("select u from GoogleUser u " +
"inner join u.openIDAuthentication o " +
"where o.subject = :subject")

Optional<GoogleUser> findByOpenIDSubject (
@Param ("subject") String subject);

8. When the user finishes authentication through Identity Provider, which
is Google in our case, the application will receive a token ID containing
some claims (which tell you who the authenticated user is). Create the
following class within the openid sub-package (make sure to import
ObjectMapper class from com. fasterxml. jackson.databind package):

public class Claims {
private String iss;
private String sub;
private String at hash;
private String email;
private Long exp;
public static Claims createFrom(ObjectMapper JjsonMapper,
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OAuth2AccessToken accessToken) {
try |
String idToken = accessToken.getAdditionalInformation ()
.get ("id token") .toString();
Jwt decodedToken = JwtHelper.decode (idToken) ;
return JjsonMapper.readValue (
decodedToken.getClaims (), Claims.class);
} catch (IOException e) {
throw new RuntimeException (e);
}
}
public String getIss() { return iss; }
public String getSub () { return sub; }
public String getAt hash() { return at hash; }
public String getEmail () { return email; }
public Long getExp() { return exp; }

9. Given that the application we are creating has received the user claims
represented through the previous structure, we have to persist a new user
if she/he still doesn't exist in the database; otherwise, we have to retrieve
if she/he already exists. To do that, create the userraentity class, as
presented here:

@Component
public class UserIdentity {
@Autowired
private UserRepository repository;

public GoogleUser findOrCreateFrom(Claims claims) {
Optional<GoogleUser> userAuth = repository
.findByOpenIDSubject (claims.getSub()) ;

GoogleUser user = userAuth.orElseGet (() -> {

OpenIDAuthentication openld =
new OpenIDAuthentication();

openld.setProvider (claims.getIss());
openld.setSubject (claims.getSub());
openld.setExpirationTime (claims.getExp())
openld.setToken (claims.getAt hash());
return new GoogleUser (claims.getEmail (), openId);

) ;

if ('user.isCredentialsNonExpired()) {
user.getOpenIDAuthentication ()
.setExpirationTime (claims.getExp());

}

return user;

10. Now create the coogieproperties class, which holds the credentials of our
application. It's a good approach to not write the credentials directly in
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the source code, which is why we are using appiication.properties:

@Component
@ConfigurationProperties (prefix = "google.config")
public class GoogleProperties {

private String clientId;

private String clientSecret;

// getters and setters hidden for brevity

11. Then, create the following coogieconfiguration class, which configures an
instance of oauth2protectedresourcenetails. This configuration presents
the endpoints and other parameters needed for user authentication on
Google OpenlID Connect as well as to request for a new token ID and
access token:

@Configuration @EnableOAuth2Client
public class GoogleConfiguration {
@Autowired
private GoogleProperties properties;
@Bean
public OAuth2ProtectedResourceDetails resourceDetails () {
AuthorizationCodeResourceDetails details =
new AuthorizationCodeResourceDetails () ;
details.setClientId(properties.getClientId());
details.setClientSecret (properties.getClientSecret());
details.setUserAuthorizationUri (
"https://accounts.google.com/o/oauth2/v2/auth") ;
details.setAccessTokenUri (
"https://www.googleapis.com/ocauth2/v4/token") ;
details.setPreEstablishedRedirectUri (
"http://localhost:8080/google/callback") ;
details.setScope (Arrays.asList (
"openid", "email", "profile"));
details.setUseCurrentUri (false);
return details;
}
@Bean
public OAuth2RestTemplate restTemplate (
OAuth2ClientContext context) {
OAuth2RestTemplate rest = new OAuth2RestTemplate (
resourceDetails (), context);
AccessTokenProviderChain providerChain =
new AccessTokenProviderChain (
Arrays.asList (
new AuthorizationCodeAccessTokenProvider()));
rest.setAccessTokenProvider (providerChain) ;
return rest;

12. As Spring Security OAuth2 does not natively provide support for
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OpenID Connect, we have to create some additional classes. To
orchestrate the authentication flow, create the following
OpenIdConnectFilter class, which extends from
AbstractAuthenticationProcessingFilter. At the time of Writing thiS,
OpenID Connect as well as OAuth 2.0-related protocols are being added
to Spring Security 5. In the Using Google OpenID Connect with Spring
Security 5 recipe, we will see how to take advantage of these new
features added to Spring Security:

@Component
public class OpenIdConnectFilter extends AbstractAuthenticationProcess
@Override
public Authentication attemptAuthentication (
HttpServletRequest request, HttpServletResponse response)
throws AuthenticationException, IOException, ServletException
return null;

13. First of all, add the following attributes to the opentdconnectriiter class:

@Autowired

private OAuth2RestTemplate restTemplate;
@Autowired

private UserIdentity userIdentity;

@Autowired

private UserRepository repository;

@Autowired

private ObjectMapper jsonMapper;

private ApplicationEventPublisher eventPublisher;
private final AntPathRequestMatcher localMatcher;

14. Then, add the following private static class to override the authentication
manager for the filter we are writing now:

private static class NoopAuthenticationManager

implements AuthenticationManager {

@Override

public Authentication authenticate(
Authentication authentication)
throws AuthenticationException {
throw new UnsupportedOperationException (

"No authentication should be done");

15. Now, add the following constructor method to the opentdconnectriiter
class:
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public OpenIdConnectFilter (

@value ("${openid.callback-uri}")
@value ("${openid.api-base-uri}")
super (new OrRequestMatcher (

new AntPathRequestMatcher (callbackUri),

new AntPathRequestMatcher (apiBaseUri)));
this.localMatcher = new AntPathRequestMatcher ("/profile/**");
setAuthenticationManager (new NoopAuthenticationManager());

String callbackUri,
String apiBaseUri)

16. As we have to publish an event of authentication to notify Spring
Security, override the setapplicationEventpublisher method and add the

following private method:

@Override
public void setApplicationEventPublisher (

ApplicationEventPublisher eventPublisher) ({

this.eventPublisher = eventPublisher;
super.setApplicationEventPublisher (eventPublisher) ;
}
private void publish (ApplicationEvent event) {
if (eventPublisher!=null) {
eventPublisher.publishEvent (event) ;

}

17. Now replace the content of the attemptauthentication method from
OpenIdConnectFilter with the fOllOWil’lg content:

try |
OAuth2AccessToken accessToken = restTemplate.getAccessToken();

Claims claims = Claims.createFrom(jsonMapper, accessToken);

GoogleUser googleUser = userldentity.findOrCreateFrom(claims) ;

repository.save (googleUser) ;
Authentication authentication =
new UsernamePasswordAuthenticationToken (
googleUser, null, googleUser.getAuthorities()):;
publish (new AuthenticationSuccessEvent (authentication));

return authentication;

} catch (OAuth2Exception e) {
BadCredentialsException error = new BadCredentialsException (

"Cannot retrieve the access token", e);
publish (new OAuth2AuthenticationFailureEvent (error));

throw error;

18. Our filter is now ready to start the Google authentication process and
save the user identity received after an authentication. But with the
current version of opentdconnectriiter, what happens if the token ID
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expires? Actually, the token ID is the artifact that allows our application
to identify the user as authenticated by Google. If it expires, we have to
start a new process of authentication. To do that, override the doriiter
method, as follows:

@Override
public void doFilter (ServletRequest req, ServletResponse res,
FilterChain chain) throws IOException, ServletException {
HttpServletRequest request = (HttpServletRequest) req;
if (localMatcher.matches (request)) {
restTemplate.getAccessToken () ;
chain.doFilter (req, res);
} else {
super.doFilter (req, res, chain);

}

19. Now it's time to create the Spring Security configuration, which will use
all the structures we have created in previous steps to provide OpenlD
Connect authentication. Create the security sub-package and create the
securityConfiguration class, as presented here:

@Configuration @EnableWebSecurity

public class SecurityConfiguration extends
WebSecurityConfigurerAdapter {
@value ("${openid.callback-uri}")
private String callbackUri;
@value ("${openid.api-base-uri}")
private String apiBaseUri;

@Autowired

private OpenIdConnectFilter openIdConnectFilter;

@Override

protected void configure (HttpSecurity http) throws Exception {
http

.addFilterAfter (new OAuth2ClientContextFilter (),
AbstractPreAuthenticatedProcessingFilter.class)
.addFilterAfter (openIdConnectFilter,
OAuth2ClientContextFilter.class)
.authorizeRequests ()
.antMatchers ("/") .permitAll () .and ()
.authorizeRequests ()
.antMatchers (apiBaseUri) .authenticated () .and ()
.authorizeRequests () .anyRequest () .authenticated() .and ()
.httpBasic () .authenticationEntryPoint (
new LoginUrlAuthenticationEntryPoint (callbackUri))
.and ()
.logout ()
.logoutSuccessUrl ("/")
.permitAll () .and()
.csrf () .disable();
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20. As we have configured all the classes needed for authentication, let's
start creating the profile-related classes that will give something to the
user to interact with. Create the proriie sub-package and add the
following class:

@Entity
public class Profile {
@Id @GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;
private String hobbies;
private String profession;
@OneToOne
private GoogleUser user;
// getters and setters hidden for brevity

21. Create the respective rrofile repository:

public interface ProfileRepository
extends JpaRepository<Profile, Long> {
Optional<Profile> findByUser (GoogleUser user);

22. As the user will log in with her/his Google account, she/he will be able
to see their resources bound to a Google session within the application
we are creating for this recipe. So, to exercise it, create the
profilecontroller class, as presented here (this class provides a simple
way for the user to persist data in their name):

@Controller @RequestMapping ("/profile")
public class ProfileController {

@Autowired
private ProfileRepository profileRepository;
@GetMapping
public ModelAndView profile() {
GoogleUser user = (GoogleUser) SecurityContextHolder

.getContext () .getAuthentication () .getPrincipal();
Optional<Profile> profile = profileRepository
.findByUser (user) ;
if (profile.isPresent()) {
ModelAndView mv = new ModelAndView ("profile");
mv.addObject ("profile", profile.get()):;
mv.addObject ("openID", user.getOpenIDAuthentication());
return mv;
}

return new ModelAndView ("redirect:/profile/form");
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23. Also, create the following methods within the profilecontroiier class to
allow users to persist new data about their profile:

@GetMapping ("/form"™)
public ModelAndView form() {
GoogleUser user = (GoogleUser) SecurityContextHolder
.getContext () .getAuthentication () .getPrincipal () ;
Optional<Profile> profile profileRepository.findByUser (user) ;
ModelAndView mv = new ModelAndView ("form");

if (profile.isPresent()) {

mv.addObject ("profile", profile.get()):
} else {

mv.addObject ("profile", new Profile());

}

return mv;

}

@PostMapping
public ModelAndView save (Profile profile) {
GoogleUser user = (GoogleUser) SecurityContextHolder

.getContext () .getAuthentication () .getPrincipal () ;
profile.setUser (user) ;
Profile newProfile = profileRepository.save (profile);
ModelAndView mv = new ModelAndView ("redirect:/profile");
mv.addObject ("profile", newProfile);
return mv;

24. Create the following controller to handle requests to the application's
root path:

@Controller @RequestMapping("/")
public class HomeController {
@GetMapping
public String home () { return "home"; }

25. Relat